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This document proposes answers to the questions raised in Tdoc N1-011301.

The revision shall be placed into a separate Annex to 24.229, which shall vanish before official publication of 24.229. 

Annex D (informative – to be deleted from document before publishing):
Working assumptions on user identification within IMS entities. 
Editor’s Note: This Annex has to be deleted from the document before 24.229 is published.
D.1 
At any SIP entity how do we identify a call leg?

By means of From (including tags), To (including tags) and Call-ID headers
A session consists of multiple call legs.  

D.2 
Is there a need for end-to-end identification of a session

This question was left open.
Functions like a traceroute (tracing a call end-to-end) might cause problems. 

An S-CSCF might whish to recognize calls which come back to it from an AS which is acting as a B2BUA (e.g. in order to know which filter criteria have been already applied to the call and which are not).

D.3 
At the P-CSCF, how do we identify which list to use as a pre-loaded route (path)?

Mobile Originated:

At the P-CSCF1 use Remote-Party-ID if it is there, else use From header and if that is not useful (e.g. anonymous) send 4xx response.

Note: RFC2543bis04 – chapter 16 – shows J.Rosenbergs proposal how to add/change record-route headers in order to find out if a incoming request comes from the originating or the terminating side (see also Lucent contribution on this subject).

Mobile Terminated:

The “Gateway” I-CSCF determines the responsible S-CSCF based on a Cx-Query to the HSS with the public-user ID as received in the request uri of the INVITE from the Home Network of the originating user.

The S-CSCF loads the route (constructed from path stored at registration time) to the P-CSCF based on Public-ID of the B-user (which can be found in the Route header).

The P-CSCF determines the Contact / IP-addr of the user based on the Public-ID (based on binding at registration time) of the B-user (which can be found in the Route header).  

D.4 
At the S-CSCF, how do we identify which pre-authenticated user an incoming session relates to? This may be calling or called user.

MOC:

At the S-CSCF1 use Remote-Party-ID if it is there, else use From header and if that is not useful send 4xx response (same as for P-CSCF in MOC).

MTC:

The S-CSCF loads the route (constructed from path constructed during registration) to the P-CSCF based on Public-ID of the B-user (which can be found in the Route header).

D.5 
At the remote user, how do we identify the dial back number for the calling user?

1. What can be displayed as the A party identification at the B party?

· no privacy:
use RPI if there, else use From
· privacy: 
anonymous

2. Which URI is used as the callback URI for party A at the User B?

· no privacy: 
use RPI if there, else use From

· privacy:

not possible for a normal user B

3. Which URI is used as the callback URI for Party A in the S-CSCF / AS providing e.g. malicious caller -> this is a service, depending on regulatory rules 

· no privacy:
use RPI if there, else use From

· privacy:

use RPI 

D.6 
At an emergeny call centre (PSAP), how do we identify the caller?

Proposal: do not define this now, as there are discussions ongoing in SA2. We assume the following:

· RPI shall always be delivered to a PSAP.

· If no RPI is available, the PSAP shall use the From data.

D.7 
How does the user prevent the release of any of the identities provided to the remote user?

This is stated in the privacy draft.Don’t include legitimate ID in the From field. 

We currently see no possibility to hide the public-ID that is dialled by user A, as it is the main thing for user identification all along the route to the P-CSCF of the visisted2.net.

The P-CSCF strips all routing information from the message, so user B cannot determine in which visited network user A is located from the SIP message. 

D.8 
Which identities have a guarantee of integrity provided by the network and how do we verify any of these identities (if required) within the network.

Editor’s Note: (to be verified with SA3) It is assumed that since the entire message is integrity protected, all headers in the message are integrity protected. It is also assumed that the public-ID, that is used in the message, is the one that was registered before (this includes automatically registered public-IDs). 

D.9 
Is the network allowed to apply privacy to an INVITE for which the user did not request privacy.

Yes.

If the network / AS can really act as a B2BUA then it would be ok. 
D.10
Further Changes agreed but yet not implemented in 24.228 
From tdoc N1-011158: From and To headers in the call flows of 24.228 shall not be shown as encrypted, as long as this is not needed due to a request for privacy for the call.
