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***************************** NEXT SECTION MODIFIED ************************************

4.3.2.2
Authentication response by the mobile station

The mobile station shall be ready to respond upon an AUTHENTICATION REQUEST message at any time whilst a RR connection exists. With exception of the cases described in 4.3.2.5.1, it shall process the challenge information and send back an AUTHENTICATION RESPONSE message to the network. 

A MS which does not support the UMTS authentication algorithm shall ignore the Authentication Parameter AUTN IE if included in the AUTHENTICATION REQUEST message and shall proceed as in case of a GSM authentication challenge. It shall not perform the authentication of the network described in 4.3.2.5.1.

In a GSM authentication challenge, the new GSM ciphering key calculated from the challenge information shall overwrite the previous GSM ciphering key and any previously stored UMTS ciphering key and UMTS integrity key shall be deleted. The new GSM ciphering key shall be stored on the SIM together with the ciphering key sequence number.

In a UMTS authentication challenge, the new UMTS ciphering key, the new GSM ciphering key and the new UMTS integrity key calculated from the challenge information shall overwrite the previous UMTS ciphering key, GSM ciphering key and UMTS integrity key. The new UMTS ciphering key, GSM ciphering key and UMTS integrity key are stored on the SIM together with the ciphering key sequence number.

The SIM will provide the mobile station with the authentication response, based upon the authentication challenge given from the ME. A UMTS authentication challenge will result in the SIM passing a RES to the ME. A GSM authentication challenge will result in the SIM passing a SRES to the ME.

A ME n supporting UMTS authentication challenge may support the following procedure.

In order to avoid a synchronisation failure, if the same RAND is received twice, the mobile station shall store the received RAND together with the RES returned from the SIM in the volatile memory and compare it with any subsequently received RAND values, until the RAND value stored in the mobile station is deleted. 
If the stored RAND value is equal to the new received value in the AUTHENTICATION REQUEST message, then the mobile station shall not pass the RAND to the SIM, but shall immediately send the AUTHENTICATION RESPONSE message with the stored RES. If there is no valid stored RAND in the mobile station or the stored RAND is different from the new received value in the AUTHENTICATION REQUEST message, the mobile station shall pass the RAND to the SIM, shall override any previously stored RAND and RES with the new ones and start , or reset and restart timer T3218.

The RAND and RES values stored in the mobile station shall be deleted and timer T3218, if running, shall be stopped:

-
upon receipt of a SECURITY MODE COMMAND (Iu mode only), CIPHERING MODE COMMAND (A/Gb mode only), CM SERVICE ACCEPT , CM_SERVICE_REJECT , LOCATION UPDATING ACCEPT or AUTHENTICATION REJECT message;

-
upon expiry of timer T3218; or

-
if the mobile station enters the MM state MM IDLE or NULL.

4.3.2.3
Authentication processing in the network

Upon receipt of the AUTHENTICATION RESPONSE message, the network stops the timer T3260 and checks the validity of the response (see GSM 03.20 in case of a GSM authentication challenge respective 3GPP TS 33.102 in case of an UMTS authentication challenge).

Upon receipt of the AUTHENTICATION FAILURE message, the network stops the timer T3260. In Synch failure case, the core network may renegotiate with the HLR/AuC and provide the MS with new authentication parameters.

***************************** NEXT SECTION MODIFIED ************************************

The mobile station stores the ciphering key sequence number with the GSM ciphering key (in case of a GSM authentication challenge) and the UMTS ciphering key and the UMTS integrity key (in case of a UMTS authentication challenge) and indicates to the network in the first message (LOCATION UPDATING REQUEST, CM SERVICE REQUEST, PAGING RESPONSE, CM RE-ESTABLISHMENT REQUEST) which ciphering key sequence number the stored GSM ciphering key (in case of a GSM authentication challenge) or set of UMTS ciphering, UMTS integrity and derived GSM ciphering keys (in case of a UMTS authentication challenge) has. 

When the deletion of the ciphering key sequence number is described this also means that the associated GSM ciphering key, the UMTS ciphering key and the UMTS integrity key shall be considered as invalid (i.e. the established GSM security context or the UMTS security context is no longer valid).

In GSM, the network may choose to start ciphering with the stored GSM ciphering key (under the restrictions given in GSM 02.09) if the stored ciphering key sequence number and the one given from the mobile station are equal.

In UMTS, the network may choose to start ciphering and integrity with the stored UMTS ciphering key and UMTS integrity key (under the restrictions given in GSM 02.09 and 3GPP TS 33.102) if the stored ciphering key sequence number and the one given from the mobile station are equal.

NOTE:
In some specifications the term KSI (Key Set Identifier) might be used instead of the term ciphering key sequence number.

4.3.2.5
Authentication not accepted by the network

If authentication fails, i.e. if the response is not valid, the network may distinguish between the two different ways of identification used by the mobile station:

-
the TMSI was used;

-
the IMSI was used.

If the TMSI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the mobile station then differs from the one the network had associated with the TMSI, the authentication should be restarted with the correct parameters. If the IMSI provided by the MS is the expected one (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION REJECT message should be transferred to the mobile station.

After having sent this message, all MM connections in progress (if any) are released and the network should initiate the RR connection release procedure described in clause 3.5.of 04.18 (GSM) or in 3GPP TS 25.331 (UMTS).

Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update status in the SIM to U3 ROAMING NOT ALLOWED, delete from the SIM the stored TMSI, LAI and ciphering key sequence number. The SIM shall be considered as invalid until switching off or the SIM is removed.

If the AUTHENTICATION REJECT message is received in the state IMSI DETACH INITIATED the mobile station shall follow clause 4.3.4.3.

If the AUTHENTICATION REJECT message is received in any other state the mobile station shall abort any MM specific, MM connection establishment or call re-establishment procedure, stop any of the timers T3210 or T3230 (if running), release all MM connections (if any), start timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release of the RR connection. If the RR connection is not released within a given time controlled by the timer T3240, the mobile station shall abort the RR connection. In both cases, either after a RR connection release triggered from the network side or after a RR connection abort requested by the MS-side, the MS enters state MM IDLE, substate NO IMSI. If the MS has a separate ongoing RR connection to a different core network node, it shall consider this separate connection as still being good.

4.3.2.5.1
Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the MS to check the authenticity of the core network.  Thus allowing, for instance, detection of false base station.

Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter (see 3GPP TS 33.102).  This parameter contains two possible causes for authentication failure:

a)
MAC code failure


If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send an AUTHENTICATION FAILURE message to the network, with the reject cause 'MAC failure'. The MS shall then follow the procedure described in clause 4.3.2.6 (c). 

b)
SQN failure


If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION FAILURE message to the network, with the reject cause 'Synch failure' and a re-synchronization token AUTS provided by the SIM (see 3GPP TS 33.102). The MS shall then follow the procedure described in clause 4.3.2.6 (d).

In UMTS, an MS which supports the UMTS authentication algorithm shall reject the authentication challenge if no Authentication Parameter AUTN IE was present in the AUTHENTICATION REQUEST message (i.e. a GSM authentication challenge has been received when the MS expects a UMTS authentication challenge). In such a case, the MS shall send the AUTHENTICATION FAILURE message to the network, with the reject cause ‘GSM authentication unacceptable. The MS shall then follow the procedure described in section 4.3.2.6 (c).

If the MS returns an AUTHENTICATION FAILURE message to the network, the MS shall delete any previously stored RAND and RES and shall stop timer T3218, if running.
4.3.2.6
Abnormal cases

(a)
RR connection failure:


Upon detection of a RR connection failure before the AUTHENTICATION RESPONSE is received, the network shall release all MM connections (if any) and abort any ongoing MM specific procedure.

(b)
Expiry of timer T3260:


The authentication procedure is supervised on the network side by the timer T3260. At expiry of this timer the network may release the RR connection. In this case the network shall abort the authentication procedure and any ongoing MM specific procedure, release all MM connections if any, and initiate the RR connection release procedure described in clause 3.5. 

(c) Authentication failure (reject cause 'MAC failure' or ‘GSM authentication unacceptable’):


The MS shall send an AUTHENTICATION FAILURE message, with reject cause 'MAC failure' or ‘GSM authentication unacceptable’ according to section 4.3.2.5.1, to the network and start timer T3214.  Upon receipt of an AUTHENTICATION FAILURE message from the MS, with reject cause 'MAC failure' or ‘GSM authentication unacceptable’ the network may initiate the identification procedure described in clause 4.3.3.  This is to allow the network to obtain the IMSI from the MS.  The network may then check that the TMSI originally used in the authentication challenge corresponded to the correct IMSI.  Upon receipt of the IDENTITY REQUEST message from the network, the MS shall send the IDENTITY RESPONSE message.


If the TMSI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the MS.  Upon receiving the second AUTHENTICATION REQUEST message from the network, the MS shall stop the timer T3214, if running, and then process the challenge information as normal.


When the first AUTHENTICATION REQUEST message containing an invalid MAC has been received by the MS from the network, the MS shall stop any of the retransmission timers that are running (i.e. T3210, T3220 or T3230).


Upon successfully validating the network (an AUTHENTICATION REQUEST that contains a valid MAC is received), the MS shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3210, T3220 or T3230) , if they were running and stopped when the MS received the first AUTHENTICATION REQUEST message containing an invalid MAC.


It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the MS) if any of the following occur:

GSM authentication challenge. After a successful GSM authentication challenge, the GPRS GSM ciphering key and the GPRS ciphering key sequence number, are stored both in the network and the MS.

***************************** NEXT SECTION MODIFIED ************************************

4.7.7.1
Authentication and ciphering initiation by the network

The network initiates the authentication and ciphering procedure by transferring an AUTHENTICATION AND CIPHERING REQUEST message across the radio interface and starts timer T3360. The AUTHENTICATION AND CIPHERING REQUEST message shall contain all parameters necessary to calculate the response parameters when authentication is performed (see GSM 03.20 [13] and 3GPP TS 33.102). 

If authentication is requested, then the AUTHENTICATION AND CIPHERING REQUEST message shall contain either:

-
In a GSM authentication challenge, the GPRS ciphering key sequence number, allocated to the GPRS GSM ciphering key and the RAND, or

-
In a UMTS authentication challenge, the GPRS ciphering key sequence number, allocated to the GPRS UMTS ciphering and GPRS UMTS integrity keys, the RAND and the AUTN.

In GSM, if authentication is not requested, then the AUTHENTICATION AND CIPHERING REQUEST message shall not contain neither the GPRS ciphering key sequence number, the RAND nor the AUTN.

In GSM, if ciphering is requested, in a GSM authentication challenge or in a UMTS authentication challenge, then the AUTHENTICATION AND CIPHERING REQUEST message shall indicate the GPRS GSM ciphering algorithm.

The network includes the A&C reference number information element in the AUTHENTICATION AND CIPHERING REQUEST message. Its value is chosen in order to link an AUTHENTICATION AND CIPHERING REQUEST in a RA with its RESPONSE. The A&C reference number value might be based on the RA Colour Code value.

Additionally, the network may request the MS to include its IMEISV in the AUTHENTICATION AND CIPHERING RESPONSE message.

4.7.7.2
Authentication and ciphering response by the MS

In GSM, a MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION AND CIPHERING REQUEST message at any time. 

In UMTS, an MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION AND CIPHERING REQUEST message at any time whilst a PS signalling connection exists.

A MS which does not support the UMTS authentication algorithm shall ignore the Authentication Parameter AUTN IE if included in the AUTHENTICATION AND CIPHERING REQUEST message and perform the GSM authentication challenge. It shall not perform the authentication of the network described in 4.7.7.5.1.

In a GSM authentication challenge, if the AUTHENTICATION AND CIPHERING REQUEST message includes the authentication parameters RAND and GPRS CKSN, then upon receipt of the message, the MS processes the challenge information and sends an AUTHENTICATION AND CIPHERING RESPONSE message to the network. The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION AND CIPHERING RESPONSE message. A GSM authentication challenge will result in the SIM passing a SRES and a GPRS GSM ciphering key to the ME. The new GPRS GSM ciphering key calculated from the challenge information shall overwrite the previous one and any previously stored GPRS UMTS ciphering and GPRS UMTS integrity keys shall be deleted. The calculated GSM ciphering key shall be stored on the SIM together with the GPRS ciphering key sequence number before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted.

In a UMTS authentication challenge, if the AUTHENTICATION AND CIPHERING REQUEST message includes the UMTS authentication parameters GPRS CKSN, RAND and AUTN, then upon receipt of the message, the MS verifies the AUTN parameter and if this is accepted, the MS processes the challenge information and sends an AUTHENTICATION AND CIPHERING RESPONSE message to the network.  The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION AND CIPHERING RESPONSE message. A UMTS authentication challenge will result in the SIM passing a RES, a GPRS UMTS ciphering key, a GPRS UMTS integrity key and a GPRS GSM ciphering key to the ME. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key calculated from the challenge information shall overwrite the previous ones. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key shall be stored on the SIM together with the GPRS ciphering key sequence number before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. 

In UMTS, an MS capable of UMTS only shall ignore the Ciphering Algorithm IE in the AUTHENTICATION AND CIPHERING REQUEST message. An MS capable of both UMTS and GSM shall store the received value in the Ciphering Algorithm IE in the AUTHENTICATION AND CIPHERING REQUEST message in order to use it at an inter system change from UMTS to GSM.

If the AUTHENTICATION AND CIPHERING REQUEST message does not include neither the GSM authentication parameters (RAND and GPRS CKSN) nor the UMTS authentication parameters (RAND, AUTN and GPRS CKSN), then upon receipt of the message, the MS replies by sending an AUTHENTICATION AND CIPHERING RESPONSE message to the network.

In GSM, the GMM layer shall notify the LLC layer if ciphering shall be used or not and if yes which GSM ciphering algorithm and GPRS GSM ciphering key that shall be used (see GSM 04.64 [76]).

A ME  supporting UMTS authentication challenge shall support the following procedure: 

In order to avoid a synchronisation failure, if the same RAND is received twice, the mobile station shall store the received RAND together with the RES returned from the SIM in the volatile memory and compare it with any subsequently received RAND values, until the RAND value stored in the mobile station is deleted. 
If the stored RAND value is equal to the new received value in the AUTHENTICATION AND CIPHERING REQUEST message, then the mobile station shall not pass the RAND to the SIM, but shall immediately send the AUTHENTICATION AND CIPHERING RESPONSE message with the stored. If there is no valid stored RAND in the mobile station or the stored RAND is different from the new received value in the AUTHENTICATION AND CIPHERING REQUEST message, the mobile station shall pass the RAND to the SIM, shall override any previously stored RAND and RES with the new ones and start , or reset and restart timer T3316.

The RAND and RES values stored in the mobile station shall be deleted and timer T3316, if running, shall be stopped:

-
upon receipt of a SECURITY MODE COMMAND (Iu mode only), SERVICE ACCEPT (Iu mode only) , SERVICE REJECT (Iu mode only) , ROUTING AREA UPDATE ACCEPT or AUTHENTICATION AND CIPHERING REJECT message;

-
upon expiry of timer T3316; or

-
if the mobile station enters the GMM states GMM-DEREGISTERED or GMM-NULL.

4.7.7.3
Authentication and ciphering completion by the network

Upon receipt of the AUTHENTICATION AND CIPHERING RESPONSE message, the network stops the timer T3360 and checks the validity of the response (see GSM 03.20 [13] and 3GPP TS 33.102). For this, it may use the A&C reference number information element within the AUTHENTICATION AND CIPHERING RESPONSE message to determine whether the response is correlating to the last request that was sent.

In GSM, the GMM layer shall notify the LLC sublayer if ciphering shall be used or not and if yes which algorithm and GPRS GSM ciphering key that shall be used (see GSM 04.64 [76]). 

Upon receipt of the AUTHENTICATION AND CIPHERING FAILURE message, the network stops the timer T3360. In Synch failure case, the core network may renegotiate with the HLR/AuC and provide the MS with new authentication parameters.

4.7.7.4
GPRS ciphering key sequence number

The security parameters for authentication and ciphering are tied together in sets. In a GSM authentication challenge, from a challenge parameter RAND both the authentication response parameter SRES and the GPRS GSM ciphering key can be computed given the secret key associated to the IMSI. In a UMTS authentication challenge, from a challenge parameter RAND, the authentication response parameter RES and the GPRS UMTS ciphering key and the GPRS UMTS integrity key can be computed given the secret key associated to the IMSI.


If the AUTHENTICATION AND CIPHERING REJECT message is received, the MS shall abort any GMM procedure, shall stop the timers T3310, T3317 and T3330 (if running) and shall enter state GMM-DEREGISTERED. 

***************************** NEXT SECTION MODIFIED ************************************

4.7.7.5.1
Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the MS to check the authenticity of the core network. Thus allowing, for instance, detection of false base station.

Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter (see 3GPP TS 33.102).  This parameter contains two possible causes for authentication failure:

a)
MAC code failure


If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send a AUTHENTICATION AND CIPHERING FAILURE message to the network, with the GMM cause 'MAC failure'. The MS shall then follow the procedure described in clause 4.7.7.6 (f). 

b)
SQN failure


If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION AND CIPHERING FAILURE message to the network, with the GMM cause 'Synch failure' and the re-synchronization token AUTS provided by the SIM (see 3GPP TS 33.102). The MS shall then follow the procedure described in clause 4.7.7.6 (g).

In UMTS, an MS which supports the UMTS authentication algorithm shall reject the authentication challenge if no Authentication Parameter AUTN IE was present in the AUTHENTICATION REQUEST message (i.e. a GSM authentication challenge has been received when the MS expects a UMTS authentication challenge). In such a case, the MS shall send the AUTHENTICATION AND CIPHERING FAILURE message to the network with the GMM cause ‘GSM authentication unacceptable’. The MS shall then follow the procedure described in section 4.7.7.6 (f).

If the MS returns a AUTHENTICATION AND CIPHERING FAILURE message to the network, the MS shall delete any previously stored RAND and RES and shall stop timer T3316, if running.

4.7.7.6
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Lower layer failure


Upon detection of a lower layer failure before the AUTHENTICATION AND CIPHERING RESPONSE is received, the network shall abort the procedure.

b)
Expiry of timer T3360


The network shall, on the first expiry of the timer T3360, retransmit the AUTHENTICATION AND CIPHERING REQUEST and shall reset and start timer T3360. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3360, the procedure shall be aborted.

c)
Collision of an authentication and ciphering procedure with a GPRS attach procedure


If the network receives an ATTACH REQUEST message before the ongoing authentication procedure has been completed and no GPRS attach procedure is pending on the network (i.e. no ATTACH ACCEPT/REJECT message has to be sent as an answer to an ATTACH REQUEST message), the network shall abort the authentication and ciphering procedure and proceed with the new GPRS attach procedure.

d)
Collision of an authentication and ciphering procedure with a GPRS attach procedure when the authentication and ciphering procedure has been caused by a previous GPRS attach procedure


If the network receives an ATTACH REQUEST message before the ongoing authentication procedure has been completed and a GPRS attach procedure is pending (i.e. an ATTACH ACCEPT/REJECT message has still to be sent as an answer to an earlier ATTACH REQUEST message), then:

***************************** NEXT SECTION MODIFIED ************************************

11.2
Timers of mobility management

Table 11.1/3GPP TS 24.008: Mobility management timers - MS-side

TIMER

NUM.
MM
ST
AT
TIME
OUT
VAL.
CAUSE FOR START
NORMAL STOP
AT THE EXPIRY

T3210
3
20s
-
LOC_UPD_REQ sent
-
LOC_UPD_ACC

-
LOC_UPD_REJ

-
AUTH_REJ

-
Lower layer failure


Start T3211

T3211
1

2
15s
-
LOC_UPD_REJ with cause#17 netw. failure

-
lower layer failure or RR conn. released after RR conn. abort during loc. updating
-
Time out

-
cell change

-
request for MM connection establishment

-
change of LA


Restart the Location update proc.

T3212
1,

2
Note 1
-
termination of MM service or MM signalling
-
initiation of MM service or MM signalling
initiate periodic updating

T3213
1

2

11
4s
-
location updating failure
-
expiry

-
change of BCCH parameter
new random attempt

T3214
3

5

7
20s
AUTHENT FAILURE

Cause = ‘MAC failure’ or ‘GSM authentication unacceptable’ sent
 AUTHENT REQ

- received
Consider the network as 'false' (see 4.3.2.6.1)

T3216
3

5

7
15s
AUTHENT FAILURE

Cause = Synch failure sent
AUTHENT REQ received
Consider the network as 'false' (see 4.3.2.6.1)

T3218
3

5

7
20s
RAND and RES stored as result of    a UMTS authentication challenge

-
Cipher mode setting 
(A/Gb mode only)

· Security mode setting
(Iu mode only)

· CM_SERV_
ACCEPT received 
· CM SERVICE REJECT received
· LOCATION UPDATING ACCEPT
received
-
AUTHENT REJ received
-  AUTHENT FAIL sent
-
enter MM IDLE or NULL
Delete the stored RAND and RES

T3220
7
5s
-
IMSI DETACH
-
release from RM-sublayer
enter Null or Idle, ATTEMPTING TO UPDATE

T3230
5
15s
-
CM SERV REQ

CM REEST REQ
-
Cipher mode setting

-
CM SERV REJ

-
CM SERV ACC
provide release ind.

T3240
9

10
10s
see clause 11.2.1
see clause 11.2.1
abort the RR connection

T3241
25
300s
see section 11.2.1
See section 11.2.1
abort the RR connection

***************************** NEXT SECTION MODIFIED ************************************

11.2.2
Timers of GPRS mobility management

Table 11.3/3GPP TS 24.008: GPRS Mobility management timers - MS side

TIMER NUM.
TIMER VALUE
STATE 
CAUSE OF START
NORMAL STOP
ON THE
 1st , 2nd, 3rd , 4th  EXPIRY Note 3

T3310
15s
GMM-
REG-INIT
ATTACH REQ sent
ATTACH ACCEPT received

ATTACH REJECT received
Retransmission of ATTACH REQ

T3311
15s
GMM-DEREG ATTEMPTING TO ATTACH or

GMM-REG ATTEMPTING TO UPDATE
ATTACH REJ with other cause values as described in chapter 'GPRS Attach' 

ROUTING AREA UPDATE REJ with other cause values as described in chapter 'Routing Area Update' 

Low layer failure
Change of the routing area
Restart of the Attach or the RAU procedure with updating of the relevant attempt counter

T3316
30s
GMM-
REG-INIT

GMM-REG

GMM-DEREG-INIT

GMM-RA-UPDATING-INT

GMM-SERV-REQ-INIT
(Iu mode only)
RAND and RES stored 
as result of a UMTS authentication challenge

Security mode setting
(Iu mode only)

SERVICE_
ACCEPT received. (Iu mode only)
SERVICE REJECT
received
(Iu mode only)

ROUTING AREA UPDATE ACCEPT received
AUTHENTICATION & CIPHERING REJECT received

AUTHENTICATION & CIPHERING FAILURE sent
Enter GMM-DEREG or 
GMM-NULL
Delete the stored RAND and RES

T3318
20s
GMM-
REG-INIT

GMM-REG

GMM-DEREG-INIT

GMM-RA-UPDATING-INT

GMM-SERV-REQ-INIT (UMTS only)
AUTHENTICATION & CIPHERING FAILURE (cause=’MAC failure’ or ‘GSM authentication unacceptable’) sent
AUTHENTICATION & CIPHERING REQUEST received
On first expiry, the MS should consider the network as false (see 4.7.7.6.1)

T3320
15s
GMM-
REG-INIT

GMM-REG

GMM-DEREG-INIT

GMM-RA-UPDATING-INT

GMM-SERV-REQ-INIT (UMTS only)
AUTHENTICATION & CIPHERING FAILURE (cause=synch failure) sent
AUTHENTICATION & CIPHERING REQUEST received
On first expiry, the MS should consider the network as false (see 4.7.7.6.1)
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