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1. Introduction

This is a follow up contribution of N1-010965. It was requested that the decision be postponed as some delegates thought that the use of an 'Anonymiser' might bring some benefits to Rel5.

There are two main issues here:

1. In 24.228 document, the call flows contain an "Anonymity" header. From draft-ietf-sip-privacy-02.txt: "The proxy MUST also look for the presence of an Anonymity header requesting IP address privacy. If IP Address privacy is requested, the proxy MUST ensure that IP address privacy is provided through a level of indirection for signaling and media. We refer to the function that provides this level of indirection as an Anonymiser." 
The author's understanding is that the usage of Anonymity header is optional, and if not present is identical to the value "off". Further, in order to be able to make use of it, a new network functionality, namely the presence of an "Anonymiser" is needed.

2. The address space of IPv6 is very different from the one of IPv4. In IPv6 there is no equivalent of the 'private address space' in IPv4. 
When a mobile sends out a request with an IPv6 address acquired dynamically from the network operator, then that address can be tracerouted and in the best case the network operator the mobile is attached to can be found out. The network operator might use an Anonymiser in order to translate the network prefix it allocated the IPv6 address to the mobile from, to a new network prefix in use by the Anonymiser. 
But this new address can also be tracerouted and the name of Anonymiser to be found out. As the network prefix in use at the Anonymiser will be requested from IANA by the same network operator, the name of the network operator can not be kept secret neither in this case.

The solution for the problem could be that several network operators to have a common Anonymiser. But the author thinks that this can only be realized at a later stage in the development of IPv6 in Internet. And that will certainly be out of the Rel5 timeframe. 
However, it has to be mentioned that one of the key reasons of having IPv6 is to get rid of NAT like devices.

3. Proposal

It is thus proposed to move the Anonymiser functionality from Rel5 to a later release. As a consequence the header "Anonymity" should be removed from the call flows in 24.228 and any reference to it from 24.229. 













