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Discussion

In current 24.228 session initiation call flows, the From and To header in the SIP messages are encrypted by the UE because of the presence of the Remote-Party-ID header. According to the draft-ietf-sip-privacy-02.txt, if the rpi-privacy

Parameter is set to “full” or “uri”, From and To headers shall be encrypted. But in our current call flows, the rpi-privacy is set to “off”. So the UAC doesn’t want any privacy for this call.  In this case, there is no point to encrypt the From and To header. 

Proposal

It is proposed to place the public identity of the caller and callee into From and To header in SIP messages.

Clause 8.2.2 flow 1, 6 and 8 shall be changed to:

Table 8.2.2-1: INVITE (UE to P-CSCF)

INVITE sip:+1-212-555-2222@home2.net;user=phone SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Supported: 100rel 

Remote-Party-ID: “John Doe” <tel:+1-212-555-1111>;privacy=off

Anonymity: Off 

From: “Alien Blaster” <sip:+1-212-555-1111@home1.net>; tag=171828

To: sip:+1-212-555-2222@home2.net
Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost 

Cseq: 127 INVITE 

Contact: sip:[5555::aaa:bbb:ccc:ddd]

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP6 5555::aaa:bbb:ccc:ddd

s=-

c= IN IP6 5555::aaa:bbb:ccc:ddd 

b=AS:64

t=907165275 0

m=video 3400 RTP/AVP 98 99

a=qos:mandatory sendrecv 

a=rtpmap:98 H261

a=rtpmap:99:MPV

m=video 3402 RTP/AVP 98 99

a=rtpmap:98 H261

a=rtpmap:99:MPV

a=qos:mandatory sendrecv 

m=audio 3456 RTP/AVP 97 96 0 15

a=rtpmap:97 AMR 

a=fmtp:97 mode-set=0,2,5,7; maxframes=2

a=rtpmap:96 G726-32/8000

a=qos:mandatory sendrecv 

m=audio 3458 RTP/AVP 97 96 0 15

a=rtpmap:97 AMR 

a=fmtp:97 mode-set=0,2,5,7; maxframes=2

a=rtpmap:96 G726-32/8000

a=qos:mandatory sendrecv 

Table 8.2.2-8: 183 Session Progress (S-S to MO#1a)

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP scscf1.home1.net, SIP/2.0/UDP pcscf1.visited1.net, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Record-Route: sip:scscf2.home2.net, sip:scscf1.home1.net

Remote-Party-ID: “John Smith” <tel:+1-212-555-2222>;privacy=off;screen=yes

Anonymity: Off

Require: 100rel

From: 

To: sip:+1-212-555-2222@home2.net; tag=314159

Call-ID: 

CSeq: 

Contact: sip:%5b5555%3a%3aeee%3afff%3aaaa%3abbb%5d@pcscf2.home2.net

RSeq: 9021

Content-Disposition: precondition

Content-Type: application/sdp

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP6 5555::aaa:bbb:ccc:ddd
s=-

c= IN IP6 5555::eee:fff:aaa:bbb

b=AS:64

t=907165275 0

m=video 0 RTP/AVP 99

m=video 0 RTP/AVP 99

m=audio 6544 RTP/AVP 97 96

a=rtpmap:97 AMR

a=fmtp:97 mode-set=0,2,5,7; maxframes=2

a=rtpmap:96 G726-32/8000

a=qos:mandatory sendrecv confirm

m=audio 0 RTP/AVP 97 96 0 15
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