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Introduction

The privacy draft specifies the rules for the usage of the Remote-Party-ID header. This header is included in all the INVITE requests contained in 24.228. The privacy draft specifies that the usage of this header MUST be accompanied by a Proxy-Require header specifying „privacy“. This has not been included in the message flows.

The attachment to this contribution contains extracts from the appropriate internet drafts.

Proposal

In 24.228, all INVITE request flows containing the Remote-Party-ID header should also contain the Proxy-Require header with either

· where it is the initial flow a content of „privacy“

· where it is a flow generated by a received flow with a content of „privacy“, with empty contents, which indicate a content of „privacy“ according to the key used in this document.

No change should be made where the Remote-Party-ID is included in a response.


ATTACHMENT

Requirements from draft-ietf-sip-privacy-00.txt

All the following clause extractions refer to the INVITE request.

Clause: 4

UACs that wish to use the extensions defined here MUST include a Proxy-Require header in the initial INVITE request containing the option tag "privacy".

Clause: 4

Once a UAS supporting this extension receives the INVITE, it can use the Remote-Party-ID information provided to identify the originator of the call, unless the originator had requested privacy. If the INVITE contained a Proxy-Require with an option tag of "privacy", the UAS SHOULD include a Remote-Party-ID identifying it in the first non-100 response. Irrespective, the UAS MUST include an Anonymity header if it desires any privacy.

Clause: 4

When a proxy supporting this extension receives a non-100 response to the initial INVITE, it looks for a Remote-Party-ID header field and applies similar processing as for the initial INVITE with one difference. If the INVITE did not contain a Proxy-Require with an option tag of "privacy", the proxy MUST ensure that any privacy requested in the response is provided prior to forwarding it, irrespective of whether the previous hop is trusted or not.

Clause: 6.1

If the UAC desires privacy for the call, it MUST include an Anonymity header specifying the desired level of privacy, e.g. "uri" to maintain privacy of the "addr-spec". As honoring the privacy requested depends on the proxy, the UAC MUST furthermore include a Proxy-Require header with an option-tag of "privacy".

Clause 6.2

If the initial INVITE contained a Proxy-Require header field with an option tag of "privacy", the UAS SHOULD insert a Remote-Party-ID header field identifying itself into the first non-100 response it sends. The rules for the Remote-Party-ID are similar to those for the initial INVITE for a UAC.

Clause 6.2

Regardless of whether the UAS provides a Remote-Party-ID in the first non-100 response, the UAS MAY insert an Anonymity header in that response to request any desired called party privacy. It should be noted though, that the UAS can not depend on this privacy being honored, if the original INVITE did not contain a Proxy-Require with an option tag of "privacy".

Clause 6.3

The proxy furthermore looks for the presence of an Anonymity header. If an Anonymity header is present and the next hop is trusted, the proxy MUST ensure that a Proxy-Require header with an option-tag of "privacy" is present.

Requirements from

6.33 Proxy-Require

The Proxy-Require header field is used to indicate proxy-sensitive features that MUST be supported by the proxy. Any Proxy-Require header field features that are not supported by the proxy MUST be negatively acknowledged by the proxy to the client if not supported. Proxy servers treat this field identically to the Require field.

See Section 6.35 for more details on the mechanics of this message and a usage example.

Proxy-Require = ”Proxy-Require” ”:” 1#option-tag


