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Reason for change:
(

If P-TMSI signature is included in periodic RA update request message, security mode should be enabled before sending the routing area update accept.  This is because a new P-TMSI signature must be issued by the SGSN everytime the old P-TMSI signature is sent in the clear in the uplink. 

Periodic routing area update accept is excempt from security if contains no new information.

There is no reason for inclusion of P-TMSI signature in periodic update.  




Summary of change:
(

P-TMSI signature shall not be included for periodic Routing Area update.
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not approved:
Additional signalling for periodic RA upate procedure.
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** Included for information **

4.1.1.1.1
Integrity Checking of Signalling Messages in the Mobile Station (UMTS only)

In UMTS only, integrity protected signalling is mandatory with one exception regarding emergency calls (see 4.1.1.1.1a).  In UMTS only, all layer 3 protocols shall use integrity protected signalling once the security mode procedure has been successfully activated in the network and the MS.  Integrity protection of all layer 3 signalling messages is the responsibility of lower layers.  It is the network which activates integrity protection.  This is done using the security mode control procedure (3GPP TS 25.331).

The supervision that integrity protection is activated shall be the responsibility of the MM and GMM layer in the MS (see 3GPP TS 33.102). In order to do this, the lower layers shall provide the MM and GMM layer with an indication on when the integrity protection is activated in the MS (i.e. one indication to the MM layer when a security mode control procedure for the CS domain is processed successfully and one indication to the GMM layer when a security mode control procedure for the PS domain is processed successfully). 

The CS and PS domains in the network and the MM and GMM layers in the MS, are not aware of whether integrity protection has been started in the lower layers by the other domain. It is mandatory for the network to initiate one security mode control procedure for the CS domain and one for the PS domain.

Except the messages listed below, no layer 3 signalling messages shall be processed by the receiving MM and GMM entities or forwarded to the CM entities, unless the security mode control procedure is activated for that domain.

-
MM messages:

-
AUTHENTICATION REQUEST

-
AUTHENTICATION REJECT

-
IDENTITY REQUEST

-
LOCATION UPDATING ACCEPT (at periodic location update with no change of location area or temporary identity)

-
LOCATION UPDATING REJECT

-
CM SERVICE ACCEPT, if the following two conditions apply:

-
no other MM connection is established; and

-
the CM SERVICE ACCEPT is the response to a CM SERVICE REQUEST with CM SERVICE TYPE IE set to ‘emergency call establishment’

-
CM SERVICE REJECT

-
ABORT

-
GMM messages:

-
AUTHENTICATION & CIPHERING REQUEST

-
AUTHENTICATION & CIPHERING REJECT

-
IDENTITY REQUEST

-
ATTACH REJECT

-
ROUTING AREA UPDATE ACCEPT (at periodic routing area update with no change of routing area or temporary identity) 

-
ROUTING AREA UPDATE REJECT

-
SERVICE REJECT 

-
DETACH ACCEPT (for non power-off)

CC messages:

-
all CC messages, if the following two conditions apply:

-
no other MM connection is established; and

-
the MM entity in the MS has received a CM SERVICE ACCEPT message with no ciphering or integrity protection applied as response to a CM SERVICE REQUEST message, with CM SERVICE TYPE set to ‘Emergency call establishment’ sent to the network.

The receiving layer 3 entity in the MS shall not process any other layer 3 signalling messages unless they have been successfully integrity checked by the lower layers once integrity protection is activated. If any signalling messages, having not successfully passed the integrity check, are received, then the lower layers in the MS shall discard that message (see 3GPP TS 25.331). If any layer 3 signalling message is received, in either PS or CS domains, as not integrity protected even though the integrity protection has been activated in the MS by that domain in the network, then the lower layers shall discard this message (see 3GPP TS 25.331).

Integrity checking on the network side is performed by the RNC and is described in 3GPP TS 25.331.

** First Modification **
4.7.5.1.1
Normal and periodic routing area updating procedure initiation

To initiate the normal routing area updating procedure, the MS sends the message ROUTING AREA UPDATE REQUEST to the network, starts timer T3330 and changes to state GMM-ROUTING-AREA-UPDATING-INITIATED. The message ROUTING AREA UPDATE REQUEST shall contain the P-TMSI signature when received within a previous ATTACH ACCEPT or ROUTING AREA UPDATE ACCEPT message for normal routing area update.  P-TMSI signature shall not be included for periodic routing area update request.
In UMTS, if the MS wishes to prolong the established PS signalling connection after the normal routing area updating procedure, it may set a follow-on request pending indicator on.

4.7.5.1.2
GMM Common procedure initiation

The network may initiate GMM common procedures, e.g. the GMM authentication and ciphering procedure.

4.7.5.1.3
Normal and periodic routing area updating procedure accepted by the network

If the routing area updating request has been accepted by the network, a ROUTING AREA UPDATE ACCEPT message shall be sent to the MS. The network may assign a new P-TMSI and/or a new P-TMSI signature for the MS. If a new P-TMSI and/or P-TMSI signature have been assigned to the MS, it/they shall be included in the ROUTING AREA UPDATE ACCEPT message together with the routing area identification. 

In GSM the Cell Notification information element shall be included in the ROUTING AREA UPDATE ACCEPT message in order to indicate the ability of the network to support the Cell Notification. 

The network shall change to state GMM-COMMON-PROCEDURE-INITIATED and shall start the supervision timer T3350 as described in section 4.7.6.

If the LAI or PLMN identity contained in the ROUTING AREA UPDATE ACCEPT message is a member of any of the "forbidden" lists then any such entry shall be deleted.

In UMTS, the network should prolong the PS signalling connection if the mobile station has indicated a follow-on request pending in ROUTING AREA UPDATE REQUEST. The network may also prolong the PS signalling connection without any indication from the mobile terminal.

Upon receipt of a ROUTING AREA UPDATE ACCEPT message, the MS stores the received routing area identification, stops timer T3330, shall reset the routing area updating attempt counter and sets the GPRS update status to GU1 UPDATED. If the message contains a P-TMSI, the MS shall use this P-TMSI as new temporary identity for GPRS services and shall store the new P-TMSI. If no P-TMSI was included by the network in the ROUTING AREA UPDATING ACCEPT message, the old P-TMSI shall be kept. Furthermore, the MS shall store the P-TMSI signature if received in the ROUTING AREA UPDATING ACCEPT message. If no P-TMSI signature was included in the message, the old P-TMSI signature, if available and has been already been used in the RA update request, shall be deleted. P-TMSI signature was not included in the periodic RA update shall be kept.
In GSM, if the ROUTING AREA UPDATE ACCEPT message contains the Cell Notification information element, then the MS shall start to use the LLC NULL frame to perform cell updates.

A ROUTING AREA UPDATE COMPLETE message shall be returned to the network if the ROUTING AREA UPDATE ACCEPT message contained:

-
a P-TMSI; and/or

-
Receive N‑PDU Numbers (see 04.65 [78] and 3GPP TS 25.322). 

In this case the Receive N‑PDU Numbers values valid in the MS, shall be included in the ROUTING AREA UPDATE COMPLETE message.

NOTE:
In UMTS, after a routing area updating procedure, the mobile station can initiate Service Request procedure to request the resource reservation for the active PDP contexts if the resources have been released by the network or send upper layer message (e.g. ACTIVATE PDP CONTEXT REQUEST) to the network via the existing PS signaling connection.

After that in UMTS, if the mobile station has indicated follow-on request pending and  has a CM application request pending, it shall send an appropriate message (for example ACTIVATE PDP CONTEXT REQUEST) to the network.

** Next Modification **
9.4.14
Routing area update request

This message is sent by the MS to the network either to request an update of its location file or to request an IMSI attach for non-GPRS services. See table 9.4.14/3GPP TS 24.008.

Message type:
ROUTING AREA UPDATE REQUEST

Significance:

dual

Direction:


MS to network

Table 9.4.14/3GPP TS 24.008: ROUTING AREA UPDATE REQUEST message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Routing area update request message identity
Message type

10.4
M
V
1


Update type
Update type

10.5.5.18
M
V
1/2


GPRS ciphering key sequence number
Ciphering key sequence number 

10.5.1.2
M
V
1/2


Old routing area identification
Routing area identification

10.5.5.15
M
V
6


MS Radio Access capability
MS Radio Access capability

10.5.5.12a
M
LV
6 - 52

19
Old P-TMSI signature
P-TMSI signature

10.5.5.8
O
TV
4

17
Requested READY timer value
GPRS Timer

10.5.7.3
O
TV
2

27
DRX parameter
DRX parameter

10.5.5.6
O
TV
3

9-
TMSI status
TMSI status

10.5.5.4
O
TV
1

18
P-TMSI
Mobile identity

10.5.1.4
O
TLV
7

31
MS network capability
MS network capability

10.5.5.12
O
TLV
4-10

9.4.14.1
Old P-TMSI signature

This IE is included by the MS if it was received from the network in an ATTACH ACCEPT or ROUTING AREA UPDATE ACCEPT message for normal routing area update.  P-TMSI signature shall not be included for periodic routing area update request. 

9.4.14.2
Requested READY timer value

This IE may be included if the MS wants to indicate a preferred value for the READY timer.

9.4.14.3
DRX parameter

This IE shall be included if the MS changes the access network from GSM to UMTS, or the MS wants to indicate new DRX parameters to the network.

9.4.14.4
TMSI status

This IE shall be included if the MS performs a combined routing area update and no valid TMSI is available.

9.4.14.5
P-TMSI (UMTS only)

This IE shall be included by the MS.

9.4.14.6
MS network capability

This IE shall be included by the MS to indicate it’s capabilities to the network.
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