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Introduction

This document provides draft changes to 24.008 MM and GMM messages, to allow for interoperability between 2G and 3G security.  The UMTS paramaters described in 33.102 and 33.103 need to be incorporated into MM and GMM with as little disruption as possible

Aim of Changes

· Minimal changes to GSM

· Permit easy use of GSM SIM in UMTS terminal

· Respect GSM’s 20 octet layer 2 blocks (with respect to Authentication Response Message)

· Make ME and MM flexible to handle HLR to SIM authentication schemes

· Permit stored KSI to be sent to R97 GSM network

Terms and Definitions

Term

Definition

Key(s)
=
This refers to either the GSM cipher key Kc or the UMTS cipher and integrity keys CK and IK.

Ciphering Key Sequence Number

or Key Set Identifier
=
Same IE, but may contain either CKSN or KSI

Signalling connection between the

MS and Core Network node
=
RR connection or RRC connection


=



=



=



=
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4.3.2
Authentication procedure

The purpose of the authentication procedure is fourfold:


First to permit the network to check whether the identity provided by the mobile station is  acceptable or not (see GSM 03.20);


Second to provide parameters enabling the mobile station to calculate a new ciphering key.

Third to provide parameters enabling the mobile station to calculate a new integrity key.

Fourth to permit the receiving entity to check the integrity of signalling messages.
The cases where the authentication procedure should be used are defined in GSM 02.09.

The authentication procedure is always initiated and controlled by the network.  However, in the case of a UMTS authentication challenge, there is the possibility for the MS to reject the network.
4.3.2.1
Authentication request by the network

The network initiates the authentication procedure by transferring an AUTHENTICATION REQUEST message across the radio interface and starts the timer T3260. The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the response parameters (see GSM 03.20 and 3GPP 33.102). It also contains the ciphering key sequence number or the Key Set Identifier allocated to the key(s) which may be computed from the given parameters.

4.3.2.2
Authentication response by the mobile station

The mobile station shall be ready to respond upon an AUTHENTICATION REQUEST message at any time whilst a signalling connection between the MS and the Core Network node exists. It shall process the challenge information and send back an AUTHENTICATION RESPONSE message to the network. The new ciphering key- and possibly the new Integrity Key- calculated from the challenge information shall overwrite the previous ones and be stored on the SIM before the AUTHENTICATION RESPONSE message is transmitted. The ciphering key stored in the SIM shall be loaded in to the ME when any valid CIPHERING MODE COMMAND is received during an RR connection (the definition of a valid CIPHERING MODE COMMAND message is given in GSM 04.18 section 3.4.7.2), or when any valid security mode command is received during an RRC connection from the MSC.  (The definition of a valid security mode command is given in [???].  The ciphering key sequence number or the Key Set Identifier shall be stored together with the calculated key or keys.  The SIM or USIM will provide the mobile station with the authentication response, based upon the authentication challenge from the network.  For example, a UMTS authentication challenge will result in the SIM passing a RES, a Ciphering Key and an Integrity Key to the mobile station.  A GSM authentication challenge will result in the SIM passing a SRES and a Ciphering Key to the mobile station.
4.3.2.3
Authentication processing in the network

Upon receipt of the AUTHENTICATION RESPONSE message, the network stops the timer T3260 and checks the validity of the response (see GSM 03.20).

4.3.2.4
Ciphering key sequence number or Key Set Identifier
The security parameters for authentication and ciphering are tied together in sets, i.e. from a challenge parameter RAND both the authentication response SRES and the ciphering key can be computed given the secret key associated to the IMSI.

In order to allow start of ciphering on a RR or RRC connection without authentication, the ciphering key sequence numbers are introduced. The sequence number is managed by the network in the way that the AUTHENTICATION REQUEST message contains the sequence number allocated to the key which may be computed from the RAND parameter carried in that message.

The mobile station stores this number with the key, and indicates to the network in the first message (LOCATION UPDATING REQUEST, CM SERVICE REQUEST, PAGING RESPONSE, CM RE-ESTABLISHMENT REQUEST) which sequence number the stored key has. When the deletion of the sequence number is described this also means that the associated key(s) shall be considered as invalid.

The network may choose to start ciphering with the stored key(s) (under the restrictions given in GSM 02.09) if the stored sequence number and the one given from the mobile station are equal.

4.3.2.5
Unsuccessful authentication (MS failure)
If authentication fails, i.e. if the response is not valid, the network may distinguish between the two different ways of identification used by the mobile station:

-
the TMSI was used;

-
the IMSI was used.

If the TMSI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the mobile station then differs from the one the network had associated with the TMSI, the authentication should be restarted with the correct parameters. If the IMSI provided by the MS is the expected one (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION REJECT message should be transferred to the mobile station.

After having sent this message, all MM connections in progress (if any) are released and the network should initiate the RR connection release procedure described in section 3.5 of 04.18 or the RRC connection release procedure described in 25.331 (8.2.2).

Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update status in the SIM to U2 ROAMING NOT ALLOWED, delete from the SIM the stored TMSI, LAI and ciphering key sequence number (or Key Set Identifier). The SIM shall be considered as invalid until switching off or the SIM is removed.

If the AUTHENTICATION REJECT message is received in the state IMSI DETACH INITIATED the mobile station shall follow section 4.3.4.3.

If the AUTHENTICATION REJECT message is received in any other state the mobile station shall abort any MM specific, MM connection establishment or call re-establishment procedure, stop any of the timers T3210 or T3230 (if running), release all MM connections (if any), start timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release of the RR connection. If the RR connection is not released within a given time controlled by the timer T3240, the mobile station shall abort the RR connection. In both cases, either after a RR connection release triggered from the network side or after a RR connection abort requested by the MS-side, the MS enters state MM IDLE, substate NO IMSI.  If the MS has a separate ongoing RR or RRC connection to a different core network node, it shall [consider this separate connection as still being good].
4.3.2.5.1 Unsuccessful Authentication (Core Network failure)

Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter.  This parameter contains two possible causes for authentication failure:

(a) MAC code failure

If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION FAILURE message (ffs).  Upon receipt of this message, the core network shall release all MM connections in progress (if any) and initiate the RR connection release procedure (described in 04.18 section 3.5) or the RRC connection release (described in 25.331 section 8.2.2).  [Further input needed from S3]
(b) SQN failure

If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION FAILURE message (ffs).  Upon receipt of this message, the core network may try to renegotiate with the HLR/AuC and provide the MS with a new AUTN parameter, before releasing any RR or RRC connections.  [Further input needed from S3].
 Note:
Actions might vary according to the presence/absence of an integrity protected connection to a different core network node.
4.3.2.6
Abnormal cases

(a) RR connection failure:


Upon detection of a RR connection failure before the AUTHENTICATION RESPONSE is received, the network shall release all MM connections (if any) and abort any ongoing MM specific procedure.

(b) Expiry of timer T3260:


The authentication procedure is supervised on the network side by the timer T3260. At expiry of this timer the network may release the RR connection. In this case the network shall abort the authentication procedure and any ongoing MM specific procedure, release all MM connections if any, and initiate the RR connection release procedure described in section 3.5.

mobile station                   network

AUT REQ

                  <------------------       Start T3260

AUT RES

                 ------------------>      Stop T3260

(a)

AUT REJ

< - - - - - - - - -

(b)

Figure 4.2/TS 24.008: Authentication sequence: (a) authentication; (b) authentication rejection.

MM

9.2.2
Authentication request

This message is sent by the network to the mobile station to initiate authentication of the mobile station identity. See table 9.2.3/TS 24.008.

Message type:
AUTHENTICATION REQUEST

Significance:

dual

Direction:


network to mobile station

Table 9.2.3/TS 24.008: AUTHENTICATION REQUEST message content

IEI
Information element
Type / Reference
Presence
Format
Length


Mobility management
Protocol discriminator
M
V
1/2


Protocol discriminator
10.2





Skip Indicator
Skip Indicator
M
V
1/2



10.3.1





Authentication Request
Message type
M
V
1


Message type
10.4





Ciphering key sequence
Ciphering key sequence
M
V
1/2


Number or Key Set Identifier
Number or Key Set Identifier






10.5.1.2





Spare half octet
Spare half octet
M
V
1/2



10.5.1.8





Authentication
Auth. parameter RAND
M
V
 16


Parameter RAND (UMTS challenge or GSM challenge)
10.5.3.1




XY
Authentication
Auth. parameter AUTN
O
TLV
14-19


Parameter AUTN
10.5.3.1.2




9.2.2.1 Ciphering Key Sequence Number (CKSN) or Key Set Identifier (KSI)
This IE shall contain the CKSN if this is a GSM authentication challenge, or the KSI if this is a UMTS authentication challenge.
9.2.2.2
Authentication Parameter AUTN

This optional IE shall be present if the authentication challenge is a UMTS authentication challenge.
The presence or absence of this IE defines- in the case of its absence- a GSM authentication challenge or- in the case of its presence- a UMTS authentication challenge.
9.2.3
Authentication response

This message is sent by the mobile station to the network to deliver a calculated response to the network. See table 9.2.4/TS 24.008.

Message type:
AUTHENTICATION RESPONSE

Significance:

dual

Direction:


mobile station to network

Table 9.2.4/TS 24.008: AUTHENTICATION RESPONSE message content

IEI
Information element
Type / Reference
Presence
Format
Length


Mobility management
Protocol discriminator
M
V
1/2


Protocol discriminator
10.2





Skip Indicator
Skip Indicator
M
V
1/2



10.3.1





Authentication Response
Message type
M
V
1


Message type
10.4





Authentication Response
Auth. Response parameter
M
V
4


Parameter 
10.5.3.2 





Authenticatio Response
Auth. Response parameter
O
TLV
14


Parameter (remainder)
10.5.3.2.1




9.2.3.1 Authentication Response Parameter

This IE contains the SRES, if the authentication challenge was for GSM and the RES (all or just the first 4 octets of) if the authentication challenge was for UMTS.
9.2.3.2
Authentication Response Parameter (remainder)
This optional IE shall be included when the authentication challenge was for UMTS and the RES parameter is greater than 4 octets in length.
9.2.3a
Authentication Failure

[Text to be added]

9.2.4
CM Re-establishment request

This message is sent by the mobile station to the network to request re-establishment of a connection if the previous one has failed. See table 9.2.5/TS 24.008.

Message type:
CM RE-ESTABLISHMENT REQUEST

Significance:

dual

Direction:

 
mobile station to network

Table 9.2.5/TS 24.008: CM RE-ESTABLISHMENT REQUEST message content

IEI
Information element
Type / Reference
Presence
Format
Length


Mobility management
Protocol discriminator
M
V
1/2


protocol discriminator
10.2





Skip Indicator
Skip Indicator
M
V
1/2



10.3.1





CM Re-Establishment
Message type
M
V
1


Request message type
10.4





Ciphering key sequence
Ciphering key sequence
M
V
1/2


Number or Key Set Identifier
Number or Key Set Identifier






10.5.1.2





Spare half octet
Spare half octet
M
V
1/2



10.5.1.8





Mobile station
Mobile station
M
 LV
4


Classmark
Classmark 2






10.5.1.6





Mobile identity
Mobile identity
M
 LV
2-9



10.5.1.4




13
Location area
Location area
C
 TV
6


Identification
Identification






10.5.1.3




9.2.4.1
Location area identification

The location area identification information element shall appear when a TMSI is used as mobile identity, to render that mobile identity non-ambiguous. This is the LAI stored in the SIM.

9.2.4.2
Mobile Station Classmark

This IE shall include for multiband mobile station the Classmark 2 corresponding to the frequency band in use.

9.2.9
CM service request

This message is sent by the mobile station to the network to request a service for the connection management sublayer entities, e.g. circuit switched connection establishment, supplementary services activation, short message transfer, location services. See table 9.2.11/TS 24.008.

Message type:
CM SERVICE REQUEST

Significance:

dual

Direction:


mobile station to network

Table 9.2.11/TS 24.008: CM SERVICE REQUEST message content

IEI
Information element
Type / Reference
Presence
Format
Length


Mobility management
Protocol discriminator
M
V
½


protocol discriminator
10.2





Skip Indicator
Skip Indicator
M
V
1/2



10.3.1





CM Service Request
Message type
M
V
1


message type
10.4





CM service type
CM service type
M
V
1/2



10.5.3.3





Ciphering key sequence
Ciphering key sequence
M
V
1/2


Number or Key Set Identifier
Number or Key Set Identifier






10.5.1.2





Mobile station
Mobile station
M
 LV
4


classmark
Classmark 2






10.5.1.6





Mobile identity
Mobile identity
M
 LV
2-9



10.5.1.4




8-
Priority
Priority Level
O
 TV
 1



10.5.1.11




9.2.9.1
Mobile Station Classmark

This IE shall include for multiband mobile station the Classmark 2 corresponding to the frequency band in use.

9.2.9.2
Priority

May be included by mobile station supporting eMLPP to indicate the priority requested.

This information element is only meaningful when the CM service type is:


Mobile originating call establishment;


Emergency call establishment;


Voice group call establishment;


Voice broadcast call establishment.

9.2.15
Location updating request

This message is sent by the mobile station to the network either to request update of its location file (normal updating or periodic updating) or to request IMSI attach. See table 9.2.17/TS 24.008.

Message type:
LOCATION UPDATING REQUEST

Significance:

dual

Direction:


mobile station to network

Table 9.2.17/TS 24.008: LOCATION UPDATING REQUEST message content

IEI
Information element
Type / Reference
Presence
Format
Length


Mobility management
Protocol discriminator
M
V
1/2


protocol discriminator
10.2





Skip Indicator
Skip Indicator
M
V
1/2



10.3.1





Location Updating
Message type
M
V
1


Request message type
10.4





Location updating type
Location updating type
M
V
1/2



10.5.3.5





Ciphering key sequence
Ciphering key sequence
M
V
1/2


Number or Key Set Identifier
Number or Key Set Identifier






10.5.1.2





Location area
Location area
M
V
5


identification
Identification






10.5.1.3





Mobile station
Mobile station
M
V
1


classmark
Classmark 1






10.5.1.5





Mobile identity
Mobile identity
M
 LV
2-9



10.5.1.4




9.2.15.1
Location area identification

The location area identification stored in the SIM is used.

9.2.15.2
Mobile Station Classmark

This IE shall include for multiband MS the Classmark 1 corresponding to the frequency band in use.

GMM

9.4.9
Authentication and ciphering request

This message is sent by the network to the MS to initiate authentication of the MS identity. Additionally, the ciphering mode is set, indicating whether ciphering will be performed or not. See table 9.4.9/TS 24.008.

Message type:
AUTHENTICATION AND CIPHERING REQUEST

Significance:

dual

Direction:


network to MS

Table 9.4.9/TS 24.008: AUTHENTICATION AND CIPHERING REQUEST message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Authentication and ciphering request message identity
Message type

10.4
M
V
1


Ciphering algorithm
Ciphering algorithm 

10.5.5.3
M
V
1/2


IMEISV request
IMEISV request

10.5.5.10
M
V
1/2


Force to standby
Force to standby 

10.5.5.7
M
V
1/2


Spare half octet
Spare half octet

10.5.1.8
M
V
1/2


A&C reference number
A&C reference number

10.5.5.19
M
V
1/2


Spare half octet
Spare half octet 

10.5.1.8
M
V
1/2

21
Authentication parameter RAND
(GPRS or UMTS)
Authentication parameter RAND 

10.5.3.1
O
TV
17

8
GPRS ciphering key sequence number or Key Set Identifier
Ciphering key sequence number or Key Set Identifier 

10.5.1.2
C
TV
1

XY
Authentication parameter

AUTN
Authentication parameter AUTN

10.5.3.1.2
O
TLV
14-19

9.4.9.1
Authentication Parameter RAND

This IE shall only be included if authentication shall be performed.

9.4.9.2
GPRS ciphering key sequence number or Key Set Identifier
This IE is included if and only if the Authentication parameter RAND is contained in the message.

9.4.9.3 Authentication Parameter AUTN

This optional IE shall be present if the authentication challenge is a UMTS authentication challenge.The presence or absence of this IE defines- in the case of its absence- a GSM authentication challenge or- in the case of its presence- a UMTS authentication challenge.

9.4.10
Authentication and ciphering response

This message is sent by the MS to the network in response to an Authentication and ciphering request message. See table 9.4.10/TS 24.008.

Message type:
AUTHENTICATION AND CIPHERING RESPONSE

Significance:

dual

Direction:


MS to network

Table 9.4.10/TS 24.008: AUTHENTICATION AND CIPHERING RESPONSE message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Authentication and ciphering response message identity
GPRS message type

10.4
M
V
1


A&C reference number
A&C reference number

10.5.5.19
M
V
1/2


Spare half octet
Spare half octet 

10.5.1.8
M
V
1/2

22
Authentication Response parameter 
Authentication Response parameter  

10.5.3.2
O
TV
5

XY
Authentication Response parameter (remainder)
Authentication Response parameter 10.5.3.2.1
O
TLV
14

23
IMEISV
Mobile identity

10.5.1.4
O
TLV
11

9.4.10.1
Authentication Response Parameter 
This IE is included if authentication was requested within the corresponding authentication and ciphering request message.  If the authentication challenge was for GPRS, then this IE contains the SRES.  If the authentication challenge was for UMTS, then this IE contains the RES (all or first 4 octets of).
9.4.10.2 Authentication Response Parameter (remainder)
This optional IE shall be included when the authentication challenge was for UMTS and the RES parameter is greater than 4 octets in length.

9.4.10.3
IMEISV

This IE is included if requested within the corresponding authentication and ciphering request message.

9.4.10a
Authentication Failure

[Text to be added].

9.4.14
Routing area update request

This message is sent by the MS to the network either to request an update of its location file or to request an IMSI attach for non-GPRS services. See table 9.4.14/TS 24.008.

Message type:
ROUTING AREA UPDATE REQUEST

Significance:

dual

Direction:


MS to network

Table 9.4.14/TS 24.008: ROUTING AREA UPDATE REQUEST message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Routing area update request message identity
Message type

10.4
M
V
1


Update type
Update type

10.5.5.18
M
V
1/2


GPRS ciphering key sequence number or Key Set Identifier
Ciphering key sequence number or Key Set Identifier 

10.5.1.2
M
V
1/2


Old routing area identification
Routing area identification

10.5.5.15
M
V
6


MS Radio Access capability
MS Radio Access capability

10.5.5.12a
M
LV
6 - 14

19
Old P-TMSI signature
P-TMSI signature

10.5.5.8
O
TV
4

17
Requested READY timer value
GPRS Timer

10.5.7.3
O
TV
2

27
DRX parameter
DRX parameter

10.5.5.6
O
TV
3

9.4.14.1
Old P-TMSI signature

This IE is included by the MS if it was received from the network in an ATTACH ACCEPT or ROUTING AREA UPDATE ACCEPT message.

9.4.14.2
Requested READY timer value

This IE may be included if the MS wants to indicate a preferred value for the READY timer.

9.4.14.3
DRX parameter

This IE may be included if the MS wants to indicate new DRX parameters.

10.5.1.2
Ciphering Key Sequence Number or Key Set Identifier
The purpose of the Ciphering Key Sequence Number information element is to make it possible for the network to identify the ciphering key Kc which is stored in the mobile station without invoking the authentication procedure. The ciphering key sequence number is allocated by the network and sent with the AUTHENTICATION REQUEST message to the mobile station where it is stored together with the calculated ciphering key Kc.
The Key Set Identifier is a similar mechanism allowing a UMTS core network to identify the ciphering key CK and the integrity key IK without invoking the authentication procedure.  If the authentication challenge is a UMTS one, then the Key Set Identifier is sent in place of the Cipher Key Sequence Number.
The Ciphering Key Sequence Number information element is coded as shown in figures 10.5.2a & b/TS 24.008 and tables 10.5.2a & b/TS 24.008.

The ciphering key sequence number is a type 1 information element.

   8     7     6     5     4     3     2     1

+-----------------------------------------------+

│     │Ciphering Key    │     │  key sequence   │ octet 1

│     │Sequence Number  │  0  │                 │

│     │or KSI IEI       │spare│                 │

+-----------------------------------------------+

Figure 10.5.2a/TS 24.008 Ciphering Key Sequence Number or Key Set Identifier information element (GSM authentication challenge, CKSN included)
8     7     6     5     4     3     2     1

+-----------------------------------------------+

│     │   CKSN or KSI   │   Key Set Identifier  │ octet 1

│     │                 │                       │

│     │       IEI       │                       │

+-----------------------------------------------+

Figure 10.5.2b/TS 24.008 Ciphering Key Sequence Number or Key Set Identifier information element (UMTS authentication challenge, KSI included)
Table 10.5.2a/TS 24.008: Ciphering Key Sequence Number or Key Set Identifier information element (CSKN)
+-------------------------------------------------+

│ Key sequence (octet 1)                          │

│                                                 │

│ Bits                                            │

│ 3 2 1                                           │

│                                                 │

│ 0 0 0                                           │

│ through  Possible values for the ciphering key  │

│ 1 1 0     sequence number                       │

│                                                 │

│ 1 1 1    No key is available (MS to network);   │

│          Reserved (network to MS)               │

+-------------------------------------------------+

Table 10.5.2b/TS 24.008: Ciphering Key Sequence Number or Key Set Identifier information element (KSI)
+-------------------------------------------------+

│ Key Set Identifier (octet 1)                    │

│                                                 │

│ Bits                                            │

│ 4 3 2 1                                         │

│                                                 │

│ 0 0 0 0                                         │

│ through  Possible values for the ciphering key  │

│ 1 1 1 0  sequence number                        │

│                                                 │

│ 1 1 1 1  No key is available (MS to network);   │

│          Reserved (network to MS)               │

+-------------------------------------------------+

10.5.3
Mobility management information elements.

10.5.3.1
Authentication parameter RAND

The purpose of the Authentication Parameter RAND information element is to provide the mobile station with a non-predictable number to be used to calculate (for GSM/GPRS challenges) the authentication response signature SRES and the ciphering key Kc, or (for UMTS challenges) the response RES and both the ciphering key CK and integrity key IK.
The Authentication Parameter RAND information element is coded as shown in figure 10.5.75/TS 24.008 and table 10.5.89/TS 24.008.

The Authentication Parameter RAND is a type 3 information element with 17 octets length.

   8     7     6     5     4     3     2     1

+-----------------------------------------------+

│       Authentication parameter RAND IEI       │ octet 1

+-----------------------------------------------│

│                                               │

│                RAND value                     │ octet 2 

                       :

                       :

│                                               │ octet 17

│                                               │

+-----------------------------------------------+

Figure 10.5.75/TS 24.008 Authentication Parameter RAND information element

Table 10.5.89/TS 24.008: Authentication Parameter RAND information element

+-----------------------------------------------------+

│ RAND value (octet 2, 3,... and 17)                  │

│ The RAND value consists of 128 bits. Bit 8 of octet │

│ 2  is the most significant bit while bit 1 of octet │

│ 17 is the least significant bit.                    │

+-----------------------------------------------------+
10.5.3.1.2 Authentication Parameter AUTN

[Text and diagrams to be added]
10.5.3.2 Authentication Response parameter 
The purpose of the authentication response parameterinformation element is to provide the network with the  authentication response signature calculated in the SIM or USIM.

The Authentication Response Parameter information element is coded as shown in figure 10.5.76/TS 24.008 and tables 10.5.90a & b/TS 24.008.

The Authentication Response Parameter is a type 3 information element with 5 octets length.  The UMTS Authentication Response Parameter RES may be up to 19 octets in length.  Any part of the RES which does not fit into this IE shall be included in the Authentication Response Parameter (remainder) IE (see 10.5.3.2.1)
   8     7     6     5     4     3     2     1

+-----------------------------------------------+

│       Authentication Response parameter IEI   │ octet 1

+-----------------------------------------------│

│                                               │

│         SRES value or most significant        │ octet 2

                        4 octets of RES 
                        :

                        :

│                                               │ octet 5

│                                               │

+-----------------------------------------------+

Figure 10.5.76/TS 24.008 Authentication Response Parameter  information element

Table 10.5.90a/TS 24.008: Authentication Response Parameter  information element (SRES)
+------------------------------------------------------+

│ SRES value (octet 2, 3, 4 and 5)                     │

│ The SRES value consists of 32 bits. Bit 8 of octet 2 │

│ is  the  most significant bit while bit 1 of octet 5 │

│ is the least significant bit.                        │

+------------------------------------------------------+

Table 10.5.90b/TS 24.008: Authentication Response Parameter  information element (RES)
+------------------------------------------------------+

│ RES value (octet 2, 3, 4 and 5)                     │

│                                                      │

│ This contains the  most significant bits of RES      │

│ If RES>4 octets, the remainding octets of RES shall  │

│ appear in the Authentication Response Parameter      │

│ (remainder) IE (see 10.5.3.2.1)                      │
+--------------------------------------------------------------------------------------------------+
10.5.3.2.1 Authentication Response Parameter (remainder)
This IE is included if the authentication response parameter RES is too long to fit in the Authentication Response Parameter field (see 10.5.3.2).
The Authentication Response parameter (remainder) IE is coded as shown in figure 10.5.77/TS 24.008 and table 10.5.91/TS 24.008.

The Authentication Response parameter (remainder) is a type 4 information element with a minimum length of 3 octets and a maximum length of 14 octets.
Figure 10.5.77/TS 24.008 Authentication Response Parameter (remainder) information element
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1



Authentication Response (remainder) IEI
octet 1


Length of Authentication Response contents
octet 2


RES (remainder)
                        :

                        :


octet 3
octet 14

Table 10.5.91/TS 24.008: Authentication Response Parameter (remainder)  information element (RES)
+------------------------------------------------------+

│ RES (remainder) value (octet 3 to 14)                │

│                                                      │

│ This contains the least significant bits of RES      │

│                                                      │

+--------------------------------------------------------------------------------------------------+
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