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�
4.7.7	Authentication and ciphering procedure


The purpose of the authentication and ciphering procedure is threefold:


-	First, to permit the network to check whether the identity provided by the MS is acceptable or not, see GSM 03.20 [13]); and


-	Second, to provide parameters enabling the MS to calculate a new GPRS ciphering key; and


-	Third, to let the network set the ciphering mode (ciphering/no ciphering) and algorithm.


The authentication and ciphering procedure can be used for either:


-	authentication only;


-	setting of the ciphering mode and the ciphering algorithm only; or


-	authentication and the setting of the ciphering mode and the ciphering algorithm.


The cases in which the authentication and ciphering procedure shall be used are defined in GSM 02.09 [5].


The authentication and ciphering procedure is always initiated and controlled by the network. It shall be performed in a non ciphered mode because of the following reasons:


-	the network cannot decipher a ciphered AUTHENTICATION AND CIPHERING RESPONSE from an unauthorised MS and put it on the black list; and


-	to be able to define a specific point in time from which on a new GPRS ciphering key should be used instead of the old one.


The network should not send any user data during the authentication and ciphering procedure.


4.7.7.1	Authentication and ciphering initiation by the network


The network initiates the authentication and ciphering procedure by transferring an AUTHENTICATION AND CIPHERING REQUEST message across the radio interface and starts timer T3360. The AUTHENTICATION AND CIPHERING REQUEST message shall contain all parameters necessary to calculate the response parameters when authentication is performed (see GSM 03.20 [13]). It also contains the GPRS ciphering key sequence number, allocated to the GPRS ciphering key, and the GPRS ciphering algorithm.


If ciphering is requested, then the AUTHENTICATION AND CIPHERING REQUEST message shall indicate the GPRS ciphering algorithm.


Additionally, the network may request the MS to include its IMEISV in the AUTHENTICATION AND CIPHERING RESPONSE message.


4.7.7.2	Authentication and ciphering response by the MS


An MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION AND CIPHERING REQUEST message at any time. Upon receipt of the message, it processes the challenge information and sends an AUTHENTICATION AND CIPHERING RESPONSE message to the network. 


The new GPRS ciphering key calculated from the challenge information shall overwrite the previous one. It shall be stored and shall be loaded into the ME before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. The GPRS ciphering key sequence number shall be stored together with the calculated key.


The GMM layer shall notify the LLC layer if ciphering shall be used or not and if yes which algorithm and GPRS ciphering key that shall be used (see GSM 04.64 [76]).


4.7.7.3	Authentication and ciphering completion by the network


Upon receipt of the AUTHENTICATION AND CIPHERING RESPONSE message, the network stops the timer T3360 and checks the validity of the response (see GSM 03.20 [13]).


The GMM layer shall notify the LLC sublayer if ciphering shall be used or not and if yes which algorithm and GPRS ciphering key that shall be used (see GSM 04.64 [76]).


4.7.7.4	GPRS ciphering key sequence number


The security parameters for authentication and ciphering are tied together in sets, i.e. from a challenge parameter RAND both the authentication response SRES and the GPRS ciphering key can be computed given the secret key associated to the IMSI.


In order to allow start of ciphering on a logical link without authentication, GPRS ciphering key sequence numbers are introduced. The sequence number is managed by the network such that the AUTHENTICATION AND CIPHERING REQUEST message contains the sequence number allocated to the key which may be computed from the RAND parameter carried in that message.


The MS stores this number with the key, and includes the corresponding sequence number in the ROUTING AREA UPDATE REQUEST and ATTACH REQUEST messages. If the sequence number is deleted, the associated key shall be considered as invalid.


The network may choose to start ciphering with the stored key (under the restrictions given in GSM 02.09) if the stored sequence number and the one given from the MS are equal and the previously negotiated ciphering algorithm is known and supported in the network. When ciphering is requested at GPRS attach, the authentication and ciphering procedure shall be performed since the MS does not store the ciphering algorithm at detach.


Upon GPRS attach, if ciphering is to be used, an AUTHENTICATION AND CIPHERING REQUEST message shall be sent to the MS to start ciphering.


If the GPRS ciphering key sequence number stored in the network does not match the GPRS ciphering key sequence number received from the MS in the ATTACH REQUEST message, then the network should authenticate the MS.


The MS starts ciphering after sending the AUTHENTICATION AND CIPHERING RESPONSE message. The SGSN starts ciphering when a valid AUTHENTICATION AND CIPHERING RESPONSE is received from the MS.


As an option, the network may decide to continue ciphering without sending an AUTHENTICATION AND CIPHERING REQUEST message after receiving a ROUTING AREA UPDATE REQUEST message with a valid GPRS ciphering key sequence number. Both the MS and the network shall use the latest ciphering parameters. The SGSN starts ciphering when sending the ciphered ROUTING AREA UPDATE ACCEPT message to the MS. The MS starts ciphering after receiving a valid ciphered ROUTING AREA UPDATE ACCEPT message from the network.


4.7.7.5	Unsuccessful authentication and ciphering


If authentication and ciphering fails, i.e. if the response is not valid, the network considers whether the MS has used the P-TMSI or the IMSI for identification. 


-	If the P-TMSI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the MS differs from the one the network had associated with the P-TMSI, the authentication should be restarted with the correct parameters. If the IMSI provided by the MS is the expected one (i.e. authentication has really failed), the network should proceed as described below.


-	If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION AND CIPHERING REJECT message should be transferred to the MS.


	. 


	Upon receipt of an AUTHENTICATION AND CIPHERING REJECT message, the MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED and shall delete the P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number stored. If available, also the TMSI, LAI, ciphering key sequence number shall be deleted and the update status shall be set to U3 ROAMING NOT ALLOWED. The SIM shall be considered as invalid until switching off or the SIM is removed.


	If the AUTHENTICATION AND CIPHERING REJECT message is received, the MS shall abort any GMM procedure, shall stop the timers T3310 and T3330 (if running) and shall enter state GMM-DEREGISTERED. 




















