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First Changes
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End of 1st Changes

2nd Changes

4.2
Protocols

The Wa reference point inter-works between 3GPP networks and WLAN ANs.  In early deployments of WLAN-3GPP inter-working, a significant amount of WLAN ANs will provide RADIUS-based interfaces. It is expected that WLAN ANs will migrate gradually towards Diameter-based interfaces.

Therefore, in order to inter-work with the two kinds of WLAN ANs, the 3GPP AAA Proxy in the roaming case and the 3GPP AAA Server in the non-roaming case, both have to support Diameter-based and RADIUS-based protocols at the Wa reference point towards WLAN ANs.

Therefore the Wa reference point shall contain the following protocols:
1)
RADIUS, as defined in RFC 2865 [17], including the following extensions:

-
RFC 3579 [14], which provides RADIUS extensions to support the transport of EAP frames over RADIUS. 

-
IETF Draft "Attributes for Access Network Location and Ownership Information" [16], which provides RADIUS Extensions for Public WLAN [16] are also used in order to identify uniquely the owner and location of the WLAN.

-
RFC 3576 [13], which provides RADIUS extensions to supports, amongst other capabilities, the capability to immediately disconnect a user from the WLAN AN.

2)
Diameter Base, as defined in RFC 3588 [7], as well as IETF Draft " Diameter Extensible Authentication Protocol (EAP) Application"[8], which  provides a Diameter application to support the transport of EAP (RFC 3748 [21]) frames over Diameter.
The 3GPP AAA Proxy in the roaming case and 3GPP AAA Server in the non-roaming case shall support both 1) and 2) over Wa reference point.

WLAN ANs, depending on their characteristics, shall use either 1) or 2) over Wa reference point

4.3
Procedures Description

4.3.1
WLAN Access Authentication and Authorization

This procedure is used to transport over RADIUS or Diameter, the WLAN Access Authentication and Authorization between the WLAN AN and the 3GPP AAA Proxy.

Diameter usage in Wa:

-
This procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in [8] The Diameter-EAP-Request Message shall contain the following information elements.

Editors Note: AVPs such as User Name defined on the Wa interface and VPLMN-ID defined on the Wd interface are parameters additional to those carried by the Diameter_EAP application. As defined below there parameters are defined as mandatory on the interface. It is an open point whether this implies that a new Diameter application is required, or whether these AVPs should be defined as conditional in order that the use of the Diameter_EAP application can be preserved.

Table 4.3.1.1: Authentication request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User-Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE-3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth Req Type
	M
	Defines whether authentication is required or authorization. AUTHENTICATE_ONLY is required in this case.

	NAS-IP address
	NAS-IP Address
	C
	IP address of the hot-spot

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	Ipv6 address of the hot-spot

	WLAN UE MAC address
	Calling Station-ID
	M
	Carries the MAC address of the WLAN-UE.


The Diameter-EAP response message shall contain the following.

Table 4.3.1.2: Authentication response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User-Name
	M
	This information element contains the permanent identity of the user, i.e. the IMSI.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE- 3GPP AAA Server mutual authentication

	Result code
	Result Code
	M
	Result of the operation. Result codes are as per in NASREQ . 1xxx should be used for multi-round, 2xxx for success.

	Session Alive Time
	Session Alive Time
	O
	Max no of seconds the user session should remain active 

	Accounting Interim – Interval
	Accounting Interim - Interval
	O
	Charging duration

	Encryption-Key
	EAP-Master-Session-Key
	C
	Shall be sent if Result Code is set to "Success". This is defined in Diameter EAP specification [8]


RADIUS usage in Wa:

-
This procedure is mapped to the RADIUS Access Request, RADIUS Access Challenge, RADIUS Access Accept and RADIUS Access Reject specified in RFC 3579 [14].

See Annex A.1.1 for signalling flow reference.

End of 2nd Changes

3th Changes

4.4
Information Element Contents

4.4.1
RADIUS based Information Elements Contents
Table 4.4.1: RADIUS based Information Elements Contents

	IE NAME
	IE description
	Access Request
	Access Accept
	Access Reject
	Access Challenge
	Attribute

	USER ID
	This Attribute indicates the identity of the user as defined in [22].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	User-Name

	RADIUS Client Address
	This Attribute indicates the identifying IP Address of the RADIUS Client. It should be unique to the RADIUS Client within the scope of the RADIUS server. More detailed description of the IE can be found in RFC 3580 [15].
	Mandatory
	NA
	NA
	NA
	NAS-IP Address

	Operator Name
	Hot Spot Operator Name as defined in [16].
	Mandatory
	NA
	NA
	NA
	Operator Name

	Location Name
	Location Name of the hot spot operator as defined in [16].
	Mandatory
	NA
	NA
	NA
	Location Name

	Location Information
	Location information regarding the hotspot operator as defined in [16].
	Mandatory
	NA
	NA
	NA
	Location information

	EAP Message
	This attribute encapsulates Extensible Authentication Protocol packets so as to allow the NAS to authenticate users via EAP without having to understand the EAP protocol. More detailed description of the IE can be found in RFC 3580 [15].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	EAP-Message

	Diameter Session ID + 3GPP AAA Server Host AVP + prefix "Diameter"
	This attribute is relayed from the 3GPP AAA Proxy to the WLAN-AN when the 3GPP AAA Proxy acts as translation agent. If the WLAN-AN receives such an attribute, it MUST include it in Access Requests.
	Conditional
	NA
	NA
	Conditional
	State

	Diameter Session ID + prefix "Diameter"
	This attribute is sent by 3GPP AAA Proxy when acting as a translation agent. If WLAN-AN receives it, is should include it in subsequent accounting messages.
	NA
	Conditional
	NA
	NA
	Class

	Session Alive Time
	This Attribute sets the maximum number of seconds of service to be provided to the user before termination of the session or prompt. A more detailed description of the IE can be found in RFC 3580 [15].
	NA
	Optional
	NA
	Optional
	Session-Time-Out

	Charging Duration
	This attribute indicates the time between each interim update in seconds for this specific session. A more detailed description of the IE can be found in RFC 2869 [9].
	NA
	Optional
	NA
	NA
	Acct-Interim-Interval

	Termination Action
	This Attribute indicates what action the NAS should take when the specified service is completed. More detailed description of the IE can be found in RFC 3580 [15].
	NA
	Optional
	NA
	Optional
	Termination-Action

	Cryption Key
	This Attribute is available to allow vendors to support their own extended Attributes not suitable for general usage. More detailed description of the IE can be found in RFC 3580 [15].
	NA
	Mandatory
	NA
	NA
	Vendor-Specific (MS-MPPE-Send-Key)

	Message Authenticator
	Message Authenticator.
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	Message Authenticator

	WLAN-UE MAC address
	Carries the MAC address of the WLAN-UE for verification at the 3GPP AAA Server.
	Mandatory
	NA
	NA
	NA
	Calling Station ID


The parameters listed above as 'mandatory' are only optional in the particular RADIUS (extension) specification in which they are originally defined. However, in order for 3GPP WLAN-IW to function, these attributes shall be passed in messaging over the Wa interface as per the definition in the table. In this sense they are mandatory. In practice, this means that, should any of these parameters labelled 'mandatory' be missing from the RADIUS messaging over Wa, this will result in a higher level failure of WLAN-IW procedures to function properly and consequently in a denial of the RADIUS request (even though this was a valid RADIUS message).
End of 3rd Changes

4th Changes

A.1
Authentication, Authorization and Key Delivery

The purpose of this signalling sequence is to carry WLAN-UE - 3GPP AAA Server authentication signalling over the Wa and Wd reference points. As a result of a successful authentication, authorization information and session keying material for the authenticated session is delivered from the 3GPP AAA Server to the WLAN.

This Wa and Wd signalling sequence is initiated by the WLAN when authentication of a WLAN-UE is needed. This can take place when a new WLAN-UE accesses WLAN, when a WLAN-UE switches between WLAN APs or when a periodic re-authentication is performed.

The signalling sequences shown are based on RADIUS and Diameter, as specified in clauses 4 and 5. For  more information on proxying and protocol translation associated with using RADIUS and Diameter between the Wa and Wd reference points see subclause 5.3.
The 3GPP AAA Proxy/Server manipulates the Root/Decorated/Alternative NAI as defined in 3GPP TS 23.003 [22].

[image: image1.emf] 
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Figure A.1: Wa and Wd message flow for WLAN Session Authentication and Authorization
Case a) Wa using RADIUS and Wd using Diameter

End of 4th Changes
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