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Abstract of document:

TS 24.109 describes stage 3 for the HTTP Digest AKA based implementation of Ub interface (UE-BSF) and the HTTP Digest and the PSK TLS based implementation of bootstrapped security association usage over Ua interface (UE-NAF) in Generic Authentication Architecture (GAA) as specified in 3GPP TS 33.220. The purpose of the Ub interface is to create a security association between UE and BSF for further usage in GAA applications. The purpose of the Ua interface is to use the so created bootstrapped security association between UE and NAF for secure communication.

The present document also defines stage 3 for the Authentication Proxy usage as specified in 3GPP TS 33.222.

The present document also defines stage 3 for the subscriber certificate enrolment as specified in 3GPP TS 33.221 [4] which is one realization of the Ua interface. The subscriber certificate enrolment uses the HTTP Digest based implementation of bootstrapped security association usage to enrol a subscriber certificate and the delivery of a CA certificate.

Changes since last presentation to TSG Meeting:

None. The TS is presented first time to the plenary.

Outstanding Issues:

Remaining topics:

-
more detailed description of Authentication Proxy usage;

-
further enhancement of the XML schema that defines the XML document carrying the bootstrapping key lifetime, and possibly other server specific data from the BSF to the UE.

Contentious Issues:

None.

