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5.2.6.3
Requests initiated by the UE

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction, and the request contains as P-Asserted-Identity header that matches one of the registered public user identities, the P-CSCF shall identify the initiator of the request by that public user identity.

When the P-CSCF receives an initial request for a dialog or a request for a standalone transaction, and the request contains as P-Asserted-Identity header that does not match one of the registered public user identities, or does not contain a P-Asserted-Identity header, the P-CSCF shall identify the initiator of the request by a default public user identity.

NOTE:
The contents of the From header do not form any part of this decision process.

When the P-CSCF receives from the UE an initial request for a dialog, and a P-Service-Route header list exists for the initiator of the request, the P-CSCF shall:

1)
remove any Route header from the request;

2)
select the list of Route headers that was created during the registration or reregistration of the respective public user identity utilizing the P-Service-Route mechanism;

3)
pre-load the list of Route headers to the request;

4)
create a Record-Route header containing its own SIP URL;

5)
insert a P-Asserted-Identity header with a value representing the initiator of the request;

6)
create a new, globally unique value for the icid parameter and insert it into the P-Charging-Vector header; and

7)
forward the request based on the topmost Route header.

When the P-CSCF receives a 1xx or 2xx response to the above request, the P-CSCF shall:

1)
store the values received in the P-Charging-Function-Addresses header;

2)
remove the list of Record-Route headers from the received response;

3)
create a new list of stored Route headers, with the newly received list of Record-Route headers. The Contact header received in the response shall not be appended to the bottom of the stored list of Route headers;

4)
store the dialog ID and associate it with the private user identity and public user identity involved in the session;

5)
save the Contact header received in the response in order to release the dialog if needed; and

6)
forward the response to the UE.

When the P-CSCF receives any other response to the above request, the P-CSCF shall:

1)
remove any list of Record-Route headers, even though not allowed, from the received response; and

2)
forward the response to the UE.

When the P-CSCF receives from the UE a refresh request for a dialog, the P-CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P-CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The response may include a Warning header containing the warn-code 399. The P-CSCF will not forward the request. No other actions are required;

b)
if the request relates to an existing dialog in which the originator is involved, then the P-CSCF shall continue with the following steps;

2)
remove any Route header from the request;

3)
select the list of Route headers that was created during the exchange of the initial request and its associated response;

4)
pre-load the list of Route headers to the request;

5)
create a Record-Route header containing its own SIP URL; and

6)
forward the request based on the topmost Route header.

When the P-CSCF receives a 1xx or 2xx response to the above request, the P-CSCF shall:

1)
remove the list of Record-Route headers from the received response;

2)
overwrite any existing list of stored Route headers, or create a new list of stored Route headers, with the newly received list of Record-Route headers. The Contact header received in the response shall not be appended to the bottom of the stored list of Route headers;

3)
save the Contact header received in the response in order to release the dialog if needed; and
4)
forward the response to the UE.

When the P-CSCF receives any other response to the above request, the P-CSCF shall:

1)
remove any list of Record-Route headers, even though not allowed, from the received response; and

2)
forward the response to the UE.

When the P-CSCF receives from the UE the request for a standalone transaction, and a P-Service-Route header list exists for the initiator of the request, the P-CSCF shall:

1)
remove any Route header from the request;

2)
select the list of Route headers that was created during the registration or reregistration of the respective public user identity utilizing the P-Service-Route mechanism;

3)
pre-load the list of Route headers to the request;

4)
insert a P-Asserted-Identity header with a value representing the initiator of the request;

5)
create a new, globally unique value for the icid parameter and insert it into the P-Charging-Vector header; and

6)
forward the request based on the topmost Route header.

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
store the values received in the P-Charging-Function-Addresses header; and

2)
remove any list of Record-Route headers, even though not allowed, from the received response and forward it to the UE.

When the P-CSCF receives from the UE subsequent requests other than a refreshing request, the P-CSCF shall:

1)
verify if the request relates to a dialog in which the originator of the request is involved:

a)
if the request does not relates to an existing dialog in which the originator is involved, then the P-CSCF shall answer the request by sending a 403 (Forbidden) response back to the originator. The responsemay include a Warning header containing the warn-code 399.The P-CSCF will not forward the request. No other actions are required;

b)
if the request relates to an existing dialog in which the originator is involved, then the P-CSCF shall continue with the following steps;

2)
select the list of Route headers that was created during the exchange of the initial request and associated response for this call;

3)
pre-load the list of Route headers to the request; and

4)
forward the request based on the topmost Route header.

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
remove any list of Record-Route headers, valid or not, from the received response; and

2)
forward the response to the UE.

When the P-CSCF receives from the UE an initial request for a dialog, a refresh request for a dialog, or the request of a standalone transaction, and a P-Service-Route header list does not exist for the initiator of the request, the P-CSCF shall:

1)
send a 403 (Forbidden) response back to the UE. The responsemay include a Warning header containing the warn-code 399.


When the P-CSCF receives from the UE the request for an unknown method, and a P-Service-Route header list exists for the initiator of the request, the P-CSCF shall:

1)
select the list of Route headers that was created during the registration or reregistration of the respective public user identity utilizing the P-Service-Route mechanism;

2)
pre-load the list of Route headers to the request, 

3)
insert an P-Asserted-Identity header with a value representing the initiator of the request; and

4)
forward the request based on the topmost Route header.

When the P-CSCF receives any response to the above request, the P-CSCF shall:

1)
remove any list of Record-Route headers, even though invalid, from the received response; and

2)
forward the response to the UE.

------------------------------------------------------------------------------------------------------------------------------------------------

5.3.1.3
Abnormal cases

In the case of SLF query, if the SLF does not send HSS address to the I-CSCF, the I-CSCF shall send back a 403 (Forbidden) response to the UE. The responsemay include a Warning header containing the warn-code 399.
If the HSS sends a negative response to the user registration status query request, the I-CSCF shall send back a 403 (Forbidden) response. The responsemay include a Warning header containing the warn-code 399.
If the the user registration status query procedure cannot be completed, e.g. due to time-out or incorrect information from the HSS, the I-CSCF shall send back a 480 (Temporarily Unavailable) response to the UE.

If a selected S-CSCF:

-
does not respond to the REGISTER request and its retransmissions by the I-CSCF; or

-
sends back a 3xx response or 480 (Temporarily Unavailable) response;

the I-CSCF shall select a new S-CSCF as described in subclause 5.3.1.2, based on the capabilities indicated from the HSS. The newly selected S-CSCF shall not be one of any S-CSCFs selected previously during this same registration procedure.

If the I-CSCF cannot select a S-CSCF which fulfils the mandatory capabilities indicated by the HSS, the I-CSCF shall send back a 600 (Busy Everywhere) response to the user.

------------------------------------------------------------------------------------------------------------------------------------------------

5.4.1.2.1
Unprotected REGISTER

NOTE 1:
Any REGISTER request sent unprotected by the UE is considered to be an initial registration. A 200 (OK) final response to such a request will only be sent back after the S-CSCF receives a correct RES in an integrity protected sent REGISTER.

Upon receipt of a REGISTER request with the integrity-protection parameter set to 'no', the S-CSCF shall:

1) 
identify the user by the public user identity as received in the To header and the private user identity as received in the username field in the Authorization header of the REGISTER request;

2) 
check if the P-Visited-Network header is included in the REGISTER request, and if it is included identify the visited network by the value of this header;

3) 
check the value of the Expires header. The S-CSCF shall only proceed with the following procedures if the Expires header is set to a value greater than zero; if the Expires header is set to a value zero, then S‑CSCF shall proceed according to subclause 5.4.1.4;

4)
check how many authentications are ongoing for this user. The S-CSCF may – based on local policy – reject the request by sending a 403 (Forbidden) response, if there are a number of ongoing authentications. The response may include a Warning header containing the warn-code 399. If the S-CSCF decides to challenge the user, then proceed as follows;

5) 
select an authentication vector for the user. If no authentication vector for this user is available, after the S-CSCF has performed the Cx Multimedia Authentication procedure with the HSS, as described in 3GPP TS 29.229 [15], the S-CSCF shall select an authentication vector as described in 3GPP TS 33.203 [19].


Prior to performing Cx Multimedia Authentication procedure with the HSS, the S-CSCF decides which HSS to query, possibly as a result of a query to the Subscription Locator Functional (SLF) entity as specified in 3GPP TS 29.228 [14];

NOTE 2:
At this point the S-CSCF informs the HSS, that the user currently registering will be served by the S-CSCF by passing its SIP URL to the HSS. This will be indicated by the HSS for all further incoming requests to this user, in order to direct all these requests directly to this S-CSCF.

6)
store the icid parameter received in the P-Charging-Vector header;

7)
remove the P-Access-Network-Info header and may act upon the contents accordingly;

8) 
challenge the user by generating a 401 (Unauthorized) response for the received REGISTER request, including a WWW-Authenticate header which transports:

-
the home network identification in the realm field;

-
the RAND and AUTN parameters and optional server specific data for the UE in the nonce field;

-
the security mechanism, which is AKAv1-MD5, in the algorithm field;

-
the IK (Integrity Key) parameter for the P-CSCF in the ik field (see subclause 7.2.3);

-
optionally the CK (Cipher Key) parameter for the P-CSCF in the ck field (see subclause 7.2.3);

9) 
send the so generated 401 (Unauthorized) response towards the UE; and,

10) 
start timer reg-await-auth which guards the receipt of the next REGISTER request.

------------------------------------------------------------------------------------------------------------------------------------------------

5.4.1.4
User-initiated deregistration

When S-CSCF receives a REGISTER request with the Expires header field containing the value zero, the S-CSCF shall:

-
check whether the P-CSCF included the Integrity-protection parameter into the Authorization header field set to yes, indicating that the REGISTER request was received integrity protected. The S-CSCF shall only proceed with the following steps if the integrity protection parameter is set to yes;

-
deregister the public user identity found in the To header field together with the implicitly registered public user identities; and

-
send a third-party REGISTER request, as described in subclause 5.4.1.7, to each Application Server that matches the Filter Criteria from the HSS for the REGISTER event.

Based on operators' policy the S-CSCF can request from HSS to either be kept or cleared as the S-CSCF allocated to this subscriber. In both cases the state of the subscriber identity is stored as unregistered in the HSS and the S-CSCF. Based on HSS decision, the S-CSCF may either keep all or only a part of the user profile or removes it.
If the Authorization header of the REGISTER request did not contain an Integrity-protection parameter, or the parameter was set to the value 'no', the S-CSCF shall respond to  the request with a 403 (Forbidden) response. The response may contain a Warning header with a warn-code 399.

------------------------------------------------------------------------------------------------------------------------------------------------

5.4.3.2
Requests initiated by the served user

When the S-CSCF receives from the served user an initial request for a dialog or a request for a standalone transaction, prior to forwarding the request, the S-CSCF shall:

-
determine whether the request contains a barred public user identity in the From or Remote-Party-ID header fields of the request or not. In case any of the said header fields contains a barred public user identity for the user, then the S-CSCF shall reject the request by generating a 403 (Forbidden) response. The response mayinclude a Warning header containing the warn-code 399. Otherwise, continue with the rest of the steps;

-
remove its own SIP URL from the topmost Route header;

------------------------------------------------------------------------------------------------------------------------------------------------
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