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1. Overall Description:

CN5 had the opportunity to review the OSA stage 1 requirements for the Journalling SCF. Below is an extract from TS 22.127 v5.2.0., detailing the Journalling requirements:

Journalling requirements

Applications, that use the OSA interface, may perform actions in the network that might cause costs or potentially undesired effects to the user or operator. Therefore it shall be possible to log usage of the OSA interface and thus to make actions performed through the OSA interface traceable to their originating applications.

Journal Information shall at least consist of the following parts:

-
Unique identity of the application

-
Date and time of invoking execution of an OSA function

-
Name of invoked OSA function

-
Identity of the served subscriber.

Additional information may be provided by the application (e.g. name of the service or reference to an application in the terminal).

The OSA shall offer sufficient capabilities to:

-
Request an application to supply the network with the application’s Journal Information. The network operator may decide on the level of granularity (i.e. with which OSA functions Journal Information shall be provided).

-
Reject execution of OSA functions if insufficient or inaccurate  Journal Information is provided by the application. 

-
Supply a (logging-)application with Journal Information collected from various applications.

Collection of Journal information may take place in the network or by a dedicated application using the OSA interface.

This OSA R5 Journaling requirement raises certain questions, which this LS would like to put forward for clarification.

1. It is CN5’s understanding that the “Unique identity of the application”, “Date and time of method invocation”, and “Name of invoked method” is already available to the OSA Gateway. It is therefore not clear why these parts of the Journaling Information need to be explicitly supplied by the application via a Journaling API. It is straightforward for the OSA Gateway to record this Journaling information.

2. The “Identity of the served subscriber” may not in all cases be available to the OSA Gateway. However, more clarification may be in order here, as there is no clear definition of this identity of the served subscriber. The subscriber identity could be determined based on the context (i.e. previously invoked methods) but it involves some processing in order to generate this per method invocation. For performance reasons this would preferably need to be done through off-line post-processing.

3. It is unclear whether Journaling Information should be supplied per application, per service instance, or per service. Additionally, it is unclear whether Journaling Information should also be supplied for interactions with the Framework.

4. Since the OSA Gateway can log and store much, if not all of the Journaling Information itself, is it then perhaps the intention of this requirement to have the application store the information as well as a way of being able to compare the application's version of events with the gateway's version of events in the event of disputes?

5. It is CN5’s interpretation of the above Journaling requirement that the Journaling Information itself is also to be carried over the Journaling API. This could lead to performance problems in case the Journaling Information gets very large, which is certainly very feasible. Additionally, carrying bulk data over the API does not fit with the architectural principles of an API that provides open access and control to network functionality.

6. The requirement of Rejection of Execution of OSA methods would require that the Journaling SCS and the SCS on which the method is invoked can correlate the two pieces of information. This implies an interface between them. Alternatively every method could be updated with a journaling info parameter, though this would cause backwards compatibility issues.

7. Would there be reading permissions, or privacy and security constraints with the logging application?

2. Actions:

To SA1 group.

ACTION: 
CN5 asks SA1 to clarify the questions raised in this paper. CN5 would like to verify whether the assumptions and interpretations of the Journaling requirement presented in this LS are correct.
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