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	The principle of the inter-MSC handover is that MSC-A is aware what security algorithm are used in MSC-B.

Currently the MSC-B indicates the selected UMTS algorithm to MSC-A in case of UMTS-UMTS inter MSC SRNC relocation. However, the selected algorithm shall be indicated also in case of GSM-UMTS inter MSC handover, BSSMAP Ciphering Mode Setting procedure and always whenever intersystem handover to UMTS is performed and also in the case of intra MSC-B intra UMTS relocation. 
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4.5.5
Processing in MSC-B, and information transfer on E-interface

The following parameters require processing (e.g. to store the parameter, to internally generate the parameter) in MSC‑B. The relevant BSSMAP procedures are mentioned to ease the comprehension, their detailed description is the scope of GSM 08.08. Each BSSMAP message listed in GSM 09.08 being transferred on E-interface shall use the mechanisms given in subclause 4.5.4 and is described in GSM 08.08.

In case of intra-MSC-B handover/relocation and security interworking , after inter-MSC handover from GSM to GSM, the 3G_MSC-B needs additional information to be able to perform security mode and integrity protection procedures. These RANAP informations are transferred between MSC-A and 3G-MSC-B in MAP messages, defined in 3GPP TS 29.002.

****    NEXT MODIFIED SECTION    ****

4.5.5.8
Selected UMTS Algorithm

After inter-MSC handover, the 3G_MSC-B can perform intra-MSC GSM to UMTS handover. A sequence of possible encryption and integrity protection algorithms, received from the 3G_MSC-A, can be sent to an RNS in Relocation Request or  in Security Mode Command in case of  cipher mode setting after intra.MSC-B handover from GSM to UMTS. The RNS chooses one of the listed algorithms and reports this back to the 3G_MSC in Relocation Request Acknowledge or  Security Mode Complete respectively. The MSC-B provides the Selected UMTS algorithm information to the MSC-A. The Selected UMTS algorithms IE in the MAP Process Access Signalling Request message refers to the Chosen Integrity Protection Algorithm and Chosen Encryption Algorithm, defined in  RANAP specification 3GPP TS 25.413

The selected algorithm shall be stored by 3G_MSC-B, and sent to 3G_MSC-A.

Transfer of Information:


If ciphering has not been performed before Inter-MSC Handover, this will be controlled by 3G_MSC-A after the completion of Inter-MSC Handover and possibly after intra-MSC-B handover from  GSM to UMTS. In both cases Selected UMTS algorithm information is received by 3G_MSC-A from 3G_MSC-B in:

· The Process Access Signalling Request MAP message.

****    NEXT MODIFIED SECTION    ****

4.6.5
Processing in MSC-B, and information transfer on E-interface

The handling is described in chapter 4.5.5.

4.6.6
Cause Code Mapping

****    NEXT MODIFIED SECTION    ****

4.7.5.6
Selected UMTS Algorithm

A sequence of possible encryption and integrity protection algorithms, received from the 3G_MSC-A, can be sent to an RNS in Relocation Request or  in Security Mode Command in case of  cipher mode setting after inter-MSC handover from GSM to UMTS. The RNS chooses one of the listed algorithms and reports this back to the 3G_MSC in Relocation Request Acknowledge or  Security Mode Complete respectively. The MSC-B provides the Selected UMTS algorithm information to the MSC-A. The Selected UMTS algorithms IE in the MAP Process Access Signalling Request and MAP Prepare Handover Response messages refers to the Chosen Integrity Protection Algorithm and Chosen Encryption Algorithm, defined in  RANAP specification 3GPP TS 25.413

The selected algorithm shall be stored by 3G_MSC-B, and sent to 3G_MSC-A.

Transfer of Information:


If ciphering has not been performed before Inter-MSC Handover, this will be controlled by 3G_MSC-A after the completion of Inter-MSC Handover. 

If Ciphering has been performed before Inter-MSC Handover, Selected UMTS algorithm information is received by 3G_MSC-A from 3G_MSC-B in:

· The Prepare Handover Response MAP message.

If Ciphering has NOT been performed before Inter-MSC Handover, Selected UMTS algorithm information is received by 3G_MSC-A from 3G_MSC-B in:

· The Process Access Signalling Request MAP message.
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