
3GPP CN WG1 Meeting #11
Document
N1-000475

Umea, Sweden, 28/Feb-03/Mar 2000

Revision of N1-000347







CHANGE REQUEST
Please see embedded help file at the bottom of this
page for instructions on how to fill in this form correctly.




24.008
CR
155r1
Current Version:
3.2.1








GSM (AA.BB) or 3G (AA.BBB) specification number (

( CR number as allocated by MCC support team



For submission to: 
CN #7
for approval
X

strategic

(for SMG

list expected approval meeting # here (
for information


non-strategic

use only)





Form: CR cover sheet, version 2 for 3GPP and SMG        The latest version of this form is available from: ftp://ftp.3gpp.org/Information/CR-Form-v2.doc



Proposed change affects:
(U)SIM

ME
X
UTRAN / Radio

Core Network
X

(at least one should be marked with an X)



Source:
CN1
Date: 
27/Feb/2000



Subject:
Alignment of the AUTN and Authentication Failure Parameter length



Work item:
Security



Category: 
F
Correction
X
Release: 
Phase 2



A
Corresponds to a correction in an earlier release


Release 96


(only one category 
B
Addition of feature


Release 97


shall be marked
C
Functional modification of feature


Release 98


with an X)
D
Editorial modification


Release 99
X





Release 00




Reason for 
change:

Alignment of the AUTN length is needed. Because, MODE was removed and AMF was added to the AUTN in the 33.102.

Alignment of the Response from SIM(renamed to Authentication Failure parameter) length that still has wrong length is needed.





Clauses affected:
9.2.2, 9.2.3a, 9.4.9, 9.4.10a, 10.5.3.1.2, 10.5.3.2.2



Other specs
Other 3G core specifications

(  List of CRs:


affected:
Other GSM core specifications

(  List of CRs:



MS test specifications

(  List of CRs:



BSS test specifications

(  List of CRs:



O&M specifications

(  List of CRs:




Other 
comments:
Other necessary alignments were done by N1-000188.


[image: image1.wmf]help.doc

  <--------- double-click here for help and instructions on how to create a CR.

9.2.2
Authentication request

This message is sent by the network to the mobile station to initiate authentication of the mobile station identity. See table 9.2.3/TS 24.008.

Message type:
AUTHENTICATION REQUEST

Significance:

dual

Direction:


network to mobile station

Table 9.2.3/TS 24.008: AUTHENTICATION REQUEST message content

IEI
Information element
Type / Reference
Presence
Format
Length


Mobility management
Protocol discriminator
M
V
1/2


protocol discriminator
10.2





Skip Indicator
Skip Indicator
M
V
1/2



10.3.1





Authentication Request
Message type
M
V
1


message type
10.4





Ciphering key sequence
Ciphering key sequence
M
V
1/2


number
number






10.5.1.2





Spare half octet
Spare half octet
M
V
1/2



10.5.1.8





Authentication
Auth. parameter RAND
M
V
 16


parameter RAND (UMTS challenge or GSM challenge)
10.5.3.1




20
Authentication
Auth. parameter AUTN
O
TLV
16-20


Parameter AUTN
10.5.3.1.2




**************
NEXT MODIFICATION *******************

9.2.3a
CS Authentication Failure (UMTS authentication challenge)

This message is sent by the mobile station to the network to indicate that authentication of the network has failed. See table 9.2.4a/TS 24.008.

Message type:
CS AUTHENTICATION FAILURE

Significance:

dual

Direction:


mobile station to network

Table 9.2.4a/TS 24.008: CS AUTHENTICATION FAILURE message content

IEI
Information element
Type / Reference
Presence
Format
Length


Mobility management
Protocol discriminator
M
V
1/2


Protocol discriminator
10.2





Skip Indicator
Skip Indicator
M
V
1/2



10.3.1





CS Authentication Failure
Message type
M
V
1


Message type
10.4





Reject Cause


Reject Cause

10.5.3.6
M
V
1

22
Response from SIM 
Response from SIM
O
TLV
14 - 18



10.5.3.2.2




**************
NEXT MODIFICATION *******************

9.4.9
Authentication and ciphering request

This message is sent by the network to the MS to initiate authentication of the MS identity. Additionally, the ciphering mode is set, indicating whether ciphering will be performed or not. See table 9.4.9/GSM 24.008.

Message type:
AUTHENTICATION AND CIPHERING REQUEST

Significance:

dual

Direction:


network to MS

Table 9.4.9/GSM 24.008: AUTHENTICATION AND CIPHERING REQUEST message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Authentication and ciphering request message identity
Message type

10.4
M
V
1


Ciphering algorithm
Ciphering algorithm 

10.5.5.3
M
V
1/2


IMEISV request
IMEISV request

10.5.5.10
M
V
1/2


Force to standby
Force to standby 

10.5.5.7
M
V
1/2


A&C reference number
A&C reference number

10.5.5.19
M
V
1/2

21
Authentication parameter RAND
Authentication parameter RAND 

10.5.3.1
O
TV
17

8
GPRS ciphering key sequence number
Ciphering key sequence number 

10.5.1.2
C
TV
1

28
Authentication parameter

AUTN
Authentication parameter AUTN

10.5.3.1.2
O
TLV
16-20

**************
NEXT MODIFICATION *******************

9.4.10a
PS Authentication Failure (UMTS authentication challenge)

This message is sent by the mobile station to the network to indicate that authentication of the network has failed. See table 9.4.10a/TS 24.008.

Message type:
PS AUTHENTICATION FAILURE

Significance:

dual

Direction:


mobile station to network

Table 9.4.10a/TS 24.008: PS AUTHENTICATION FAILURE message content

IEI
Information element
Type / Reference
Presence
Format
Length


Mobility management
Protocol discriminator
M
V
1/2


Protocol discriminator
10.2





Skip Indicator
Skip Indicator
M
V
1/2



10.3.1





PS Authentication Failure
Message type
M
V
1


Message type
10.4





GMM Cause


GMM Cause

10.5.5.14
M
V
1

30
Response from SIM 
Response from SIM
O
T
14 - 18



10.5.3.2.2




**************
NEXT MODIFICATION *******************

10.5.3.1.2
Authentication Parameter AUTN (UMTS authentication challenge only)

The purpose of the Authentication Parameter AUTN information element is to provide the MS with a means of authenticating the network.

The Authentication Parameter AUTN information element is coded as shown in figure 10.5.75.1/TS 24.008 and table 10.5.89.1/TS 24.008.

The Authentication Parameter AUTN is a type 4 information element with a minimum of 16 octets and a maximum of 20 octets length.

Figure 10.5.75.1/TS 24.008 Authentication Parameter AUTN information element (UMTS authentication challenge only) 


8
7
6
5
4
3
2
1



Authentication Parameter AUTN IEI
octet 1


Length of AUTN contents
octet 2


AUTN
Octet 3

octet 20

Table 10.5.89.1/TS 24.008 Authentication Parameter AUTN information element (UMTS authentication challenge only) 

+------------------------------------------------------+

│ AUTN value (octets 3 to 20)                          │

│                                                      │

│ The AUTN consists of (SQN xor AK)||AMF||MAC        │

│                     =(32 to 64)+16+64 bits           │

│                      (see TS 33.102)                 │

│                                                      │

+------------------------------------------------------+

**************
NEXT MODIFICATION *******************

10.5.3.2.2
Response from SIM (UMTS authentication challenge only)

The purpose of the Response from SIM information element is to provide the network with the necessary information to begin a re-authentication procedure (see TS 33.102) in the case of a ‘PS synch failure’ or a ‘CS synch failure,’ following a UMTS authentication challenge.

The Response from SIM IE is coded as shown in figure 10.5.76.2/TS 24.008 and table 10.5.90.2/TS 24.008.

The Response from SIM IE is a type 4 information element with a minimum length of 14 octets and a maximum length of 18 octets.

Figure 10.5.76.2/TS 24.008 Response from SIM information element (UMTS authentication challenge only)
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Response from SIM IEI
octet 1


Length of Response from SIM contents
octet 2


Response from SIM

:

:


octet 3

octet 18

Table 10.5.90.2/TS 24.008: Response from SIM  information element
+------------------------------------------------------+

│ Response from SIM value (octet 3 to 18)              │

│                                                      │

│ This contains RANDMS and AUTS (see TS 33.102)         │

│                                                      │

│                                                      │

+--------------------------------------------------------------------------------------------------+
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