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1. Background
The proposed Service Interactivity reporting includes the URLs to the content or resources accessed during the interactivity events. This could have some privacy issues which we need to consider.

2. Discussion
Think about the following use-case: 


A US senator is using a free marriage advice app (FMA) to watch DASH video content related to marriage problems. All videos are transmitted encrypted via HTTPS, and there is no login needed, so FMA does not know who is watching their stuff. The MNO knows who watches, but not what he is watching, as only the server address is shown due to encryption. 
FMA wants to understand how to make better ad placements, so they talk to the MNO and decide to activate DASH Service Interactivity reporting, where the interactivity reports are sent via one of the MNO:s servers.

Now, the senator is very keen on saving his shaky marriage, and he clicks on one of the ads presented during the main program. The ad directs him to an adult store, where he browses around quite a while in many of the explicit store categories. Out of curiosity he checks out some of the more advanced items, but in the end he doesn't buy anything, and just returns to the main program. Although feeling a bit guilty, he knows that his clicking is still safe, as HTTPS guarantees end-to-end encryption.
However, all of the URLs accessed during the ad-breaks are reported by the DASH client via the interactivity events to the MNO:s server. A low-level technichian digs into the interactivity reports, correlates these to the individual users, and leaks the senator's clicking to media as "AdultGate". While having done no illegal actions, the reputation and credibility of the senator is totally destroyed, and he is forced to resign. 

The more technically-oriented media is also starting to dig into how presumably end-to-end encrypted information could end up at the MNO. The 3GPP standard 26.247 is identified as a key element in exposing this information, and the UE vendors which implemented interactivity reports are now facing lawsuits. 


Of course the scenario above is highly theoretical, but it shows that it's not so difficult to find use-cases which could be problematic for 3GPP and/or the UE vendors. Having end-to-end encryption is a fundamental aspect of internet privacy, and standardizing concepts which might break this privacy should not be done without serious considerations. 

It is true that the URLs accessed could certainly be disclosed in other ways (for instance FMA sending them to the MNO by other means), but this would  not be a 3GPP or a UE problem, as such disclosures would be done without any standardized support from either 3GPP or the UEs.


3. Proposal

We propose that URLs cannot be reported by the DASH client, as this might pose privacy issues for users.
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