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1. Introduction
In SA4#93, SA4 has initiated the FS_MBMS_IoT study item about the MBMS service layer profiles and optimizations to provide application services such as massive software updates for IoT devices which are significantly resource-constrainted (battery power, processing and storage). 

2. Reason for Change
This present document provides the solutions for File Repair using CoAP.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 26.850.
* * * First Change * * * *

7
Solutions

7.x Solutions for File Repair using CoAP
3GPP TS 26.346 clause 9.3 describes file repair procedures for MBMS User Services. The file repair request messages can be either symbol-based or byte-range-based. In the symbol-based message format, the MBMS UE requests specific encoding symbols and uniquely identifies these by the combination (URI, SBN, ESI). In byte-range-based message format, the MBMS UE uses the conventional HTTP/1.1 GET or partial GET requests as defined in RFC 2616 to request all or a subset of source symbols of the referenced resource, respectively. Low-end IoT device catetory may not equipped with HTTP stack to keep a small code size. This section describes the solutions for File Repair based on CoAP.
7.x.1 Byte-Range-based File Repair Request Message Format
The CoAP base procotol [7] does not define the option that has an equivalent functionality as Range in HTTP header. This solution provides two alternative options to address the byte-range-based file repair.
7.x.1.1 Option 1: use Uri-Query option in CoAP
This alternative relies on the use of Uri-Query option in CoAP to send a byte-range request message. This solution uses the special defined keywords “bytefrom” and “byteto” inside Uri-Query option to indicate the byte-range.

NOTE: The special defined keywords could be different than “bytefrom” and “byteto” if this option is adopted.

As an example, the FLUTE receiver partially receives the transport object with file name "firmware.bin" having the “File-Etag” attribute set to “df69d20220cb1ff4” in the FDT instance. It issues a repair request to the host server to fetch the missing bytes. The request message from the CoAP client is as follows:

Input:

 
Destination IP Address = 198.51.100.1

Destination UDP Port = 5683

Uri-Host = “mbmsrepair1.example.com” 

Etag = "df69d20220cb1ff4"
Uri-Path = “path”

Uri-Path = “repair_script”
Uri-Query = "bytefrom=500;byteto=627"

Output:

coap://mbmsrepair1.example.com:5683/path/repair_script/?bytefrom=500;byteto=627
NOTE: The Etag option does not appear in the CoAP URI but in the CoAP payload.

Upon reception of the GET request message, the CoAP server parses the special keywords “bytefrom”, “byteto” to extract the byte-range the CoAP client wants to fetch. Figure 7.x.1.1-1 shows the request and reponse CoAP messages.
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Figure 7.x.1.1-1: Request and reponse CoAP messages using Uri-Query option
NOTE: MID is the message ID in CoAP header

In 3GPP TS 26.346, multiple byte-ranges or multiple symbols in different block number can be put in a single HTTP based file repair request message. However, there is no benefits to combine multiple requests in a single request message in CoAP since transfer of each block is acknowledged [x
]. If the missing data in response message is large or the CoAP server wants to use multiple small data payload in response messages, the block-wise transfer is used. Table 7.x.1-1 shows different cases for byte-range request:

	Single byte-range 
	Single response CoAP message for file repair if possible

Otherwise use block-wise transfer 

	Multiple byte-ranges
	Split into multiple of single byte-range requests


Table 7.x.1-1: Different cases for CoAP byte-range request message
Figure 7.x.1.1-2 shows the case where the CoAP server wants to use block-wise transfer to deliver the missing bytes.
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Figure 7.x.1.1-2: Request reponse CoAP messages using block-wise
NOTE: MID is the message ID in CoAP header
7.x.1.2 Option 2: define a new CoAP option Range
A new CoAP option “Range” with a new allocated number 21 is defined in this solution. Table 7.x.1.2-1 shows an example where the “Range” option resides in the ordered options in CoAP.
	No.
	C
	U
	N
	R
	Name
	Format
	Length
	Default

	1
	x
	
	
	x
	If-Match
	opaque
	0-8
	(none)

	3
	x
	x
	-
	
	Uri-Host
	string
	1-255
	(see below)

	4
	
	
	
	x
	ETag
	opaque
	1-8
	(none)

	5
	x
	
	
	
	If-None-Match
	empty
	0
	(none)

	7
	x
	x
	-
	
	Uri-Port
	unit
	0-2
	(see below)

	8
	
	
	
	x
	Location-Path
	string
	0-255
	(none)

	11
	x
	x
	-
	x
	Uri-Path
	string
	0-255
	(none)

	12
	
	
	
	
	Content-Format
	unit
	0-2
	(none)

	14
	
	x
	-
	
	Max-Age
	unit
	0-4
	60

	15
	x
	x
	-
	x
	Uri-Query
	string
	0-255
	(none)

	17
	x
	
	
	
	Accept
	unit
	0-2
	(none)

	20
	
	
	
	x
	Location-Query
	string
	0-255
	(none)

	21
	
	x
	
	x
	Range
	string
	0-255
	(none)

	35
	x
	x
	-
	
	Proxy-Uri
	string
	1-1034
	(none)

	39
	x
	x
	-
	
	Proxy-Scheme
	string
	1-255
	(none)

	60
	
	
	x
	
	Size1
	unit
	0-4
	(none)


C=Critical, U=Unsafe, N=NoCacheKey, R=Repeatable
Table 7.x.1.2-1: New defined “Range” option within CoAP options
NOTE: This solution uses the option number 21 to demonstrate the feasibility of the solution. If this solution using “Range” option is adopted as an extension of CoAP protocol, the allocated number could be different. 

With the new defined CoAP option, the query message from the CoAP client is as follows:

Input:

 
Destination IP Address = 198.51.100.1

Destination UDP Port = 61616


Uri-Host = “mbmsrepair1.example.com” 

Etag = "df69d20220cb1ff4"
Uri-Path = “path”

Uri-Path = “repair_script”
Range = “bytes=500-627"

Output:

coap://mbmsrepair1.example.com:5683/path/repair_script/
NOTE: The Etag and Range options do not appear in the CoAP URI but in the CoAP payload since these options are not in the process of the section 6.5 of RFC 7252.
Figure 7.x.1.2-1 shows the request response CoAP messages using the new defined “Range” option.
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Figure 7.x.1.2-1: Request and reponse CoAP messages using defined “Range” option
Similarly, Figure 7.x.1.2-2 shows the case where the CoAP server wants to use block-wise transfer to deliver the missing bytes
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Figure 7.x.1.2-2: Request and reponse CoAP messages using defined “Range” option and block-wise
7.3.2 Symbol-based File Repair Request Message Format
NOTE: This solution is relevant only If a FEC scheme is used in MBMS User Services for IoT device categories. 

This solution describes the symbol-based file repair request message format using CoAP Uri-Query option. For example, assume that in a MBMS IoT download session a “firmware.bin” file was delivered to an MBMS client. After the MBMS download session, the MBMS client recognized that it did not receive a packet with SBN = 5, ESI = 12. If the selected repair service URI is coap://mbmsrepair1.example.com/path/repair_script, only supports symbol-based file repair requests, and the File-Etag value of that file is “df69d20220cb1ff4”, then the CoAP GET request is as follows:

Input:
Destination IP Address = 198.51.100.1

Destination UDP Port = 5683

Uri-Host = “mbmsrepair1.example.com”

Etag = “df69d20220cb1ff4”
Uri-Path = “path”

Uri-Path = “repair_script”
Uri-Query = “SBN=5;ESI=12”
Output:

coap://mbmsrepair1.example.com:5683/path/repair_script?SBN=5;ESI=12

NOTE: The Etag option does not appear in the CoAP URI but in the CoAP payload.

[image: image5.png](CoAP Client|
(07 UE)

CON [MID=1234] GET, /pathirepair_script

(CoAP Server|

(Fierepai saver)

i = arRSB 20 e
Ur-Guery = SBN=GES=TZ"

ACK [MID=1234], 2.05 Content

>

Payicas Cortent o SENSEESISIZ.





Figure 7.x.2-1: Request and reponse CoAP messages using “Uri-Query” option
The other query options described in 3GPP TS 26.346 clause 9.3.6.1 can also be applied to CoAP using Uri-Query.

7.x.3 Solution evaluation
CoAP can be used for File Repair request and response messages instead of using HTTP stack for both symbol-based and byte-range-based.
The byte-range-based solutions have two following options: 
· The option 1 provides a standard approach to the byte-range File Repair. This solution requires that a new CoAP option (e.g. Range) is defined and standardized.
· The option 2 provides a solution using the existing CoAP options. Hence, this solution does not require an adoption for a new CoAP option. However, this solution requires a cooperation between CoAP client and server on the use of special keywords to define the byte range. 
* * * Next Change * * * *

�RFC 7959 : Block-Wise Transfers in the Constrained Application Protocol (CoAP)





