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[bookmark: _Toc532820340]*** Start of First MODIFICATION ***
[bookmark: _Toc524536850]7.X	LI for Push to Talk over Cellular services.
[bookmark: _Toc524536851]7.X.1	General description
The term PTC, when used in the present document, represents either a Push to talk Over Cellular (PoC) or Mission Critical Push To Talk (MCPTT) type service.  PoC and MCPTT, which use similar architectures for service delivery, shall be intercepted and delivered separated from the interception of all other services for LI purposes. Common functional architecture to both PTC services, to support mission critical services can be used for general commercial applications e.g. taxi service, utility companies and railways.
7.X.2	PTC Surveillance Events
[bookmark: _Toc524536867]7.X.2.1	PTC General
These events and associated event information are delivered from the POI to the MDF for either type of service provided by the SP, i.e. PoC or MCPTT. 

As described herein TS 33.128 clause 6.2.2 LI at AMF the AMF shall have LI capabilities to generate the target UE’s xIRI containing an AMFRegistration record when the IRI-POI present in the AMF detects that a UE matching one of the target identifiers provided via LI_X1 has successfully registered to the 5GS via 3GPP NG-RAN or non-3GPP access.  Accordingly the IRI-POI in the AMF shall generate Registration/Deregistration events as described in this clause. Clause 6.2.2.4 Location update describes the AMF shall generate an xIRI containing an AMFLocationUpdate record each time the IRI-POI present in an AMF detects that the target’s UE location is updated due to target’s UE mobility or as a part of an AMF service procedure.  

Described in TS 33.128 clause 7.2 Central Subscriber Management the UDM shall have LI capabilities to generate the target UE’s service area registration and subscription management related xIRI for PTC services.

For all PTC related xIRI messages containing PTC records (e.g. PTC Service registration record), the IRI-POI in the PTC Server shall include within the xIRI messages, the following headers:

-	the Interception Point ID (Clause 5.3.8 of [8]), 
-	the Network Function ID (Clause 5.3.7 of [8]),
-	the Domain ID (Clause 5.3.6 of [8]),
-	the Timestamp (Clause 5.3.10 of [8]),
-	the Matched Target ID (Clause 5.3.18 of [8]), for PTC, the Matched Target ID is expected to be one of the following: IMEI, SUPI, SIP-URI, Tel-URI, PEI, IMPU, IMPI, MCPTT or IPv4/v6 address.
-	the Other Target Identifier (Clause 5.3.19 of [8]),
-	Correlation ID (Clause 5.2.8 of [8]); when IRI and CC are to be delivered this parameter shall be populated as per [8]; but if IRI only is to be delivered, this field shall be set to zero (indicating that it is not being used).
[bookmark: _Toc524536868]7.X.2.2	PTC Service Registration 
The IRI-POI in the PTC server shall generate the Service Registration record when it detects the following events:
· When the target registers, reregisters, deregisters for a PTC service, or there is a change to the targets access network, regardless of whether it is successful or unsuccessful. 
This clause defines the PTC Service Registration Record with other events in Clause 7.X.3 as provided in Table 7.X.2.2-1.
Table 7.X.2.2-1: PTC Service Registration
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Service Registration). 
	M

	pTCServerURI
	Shall include the identity of the PTC server serving the target or the server the target is a participant of, if known. 
	C

	location
	Shall include the location of the target, if available and authorized.
	C

	timeofLocation
	Shall be provided, if available and authorized.
	C

	registrationRequest 
	Shall provide the type of registration request (e.g., register, reregister, deregister).
	M

	registrationOutcome
	Shall provide the indication whether this event was a success or failure of registration and the failure reason.
	M


[bookmark: _Toc524536870]
7.X.2.3	PTC Start of Interception
The IRI-POI in the PTC Server shall generate the Start of Interception record when it detects the following events:
· When LI is first initiated and the PTC target has at least one PTC Session active, i.e., a Pre-Established Session. 
· If multiple PTC Sessions are active at the start of the interception, a PTC Start of Interception Record is generated for each active PTC Session and sent to the LEMF. 
The PTC Start of Interception Begin Record is not reported for an Instant Personal Alert type of PTC Session.
This clause defines the PTC Start of Interception Record with other events in Clause 7.X.3 as provided in Table 7.X.2.3-1.
Table 7.X.2.3-1: PTC Start of interception begin record
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Service Registration). 
	M

	preEstSessionID
	If part of a Pre-Established Session, the session ID shall be provided. 
	C

	pTCOriginatingId
	Shall be provided to Identify the originating party, when known.
	C

	pTCSessionInfo
	Shall provide PTC Session information such as PTC Session URI, PTC Session type, and Nickname.
	M

	pTCHost
	Shall identify the PTC participant who has the authority to initiate and administrate a PTC Session, if known.
	C

	pTCParticipants
	Shall identify the individual PTC participants, if known.
	C

	MediaStreamAvail
	Shall include to indicate whether the PTC target's PTC Client is not able/willing to receive media streams immediately.
	M

	bearerCapability
	Shall provide when known the media characteristics information Elements of the PTC session, e.g. SDP information, media format, vocoder type.
	C


7.X.2.4	PTC Session Initiation
The IRI-POI in the PTC Server shall generate the Session Initiation record when it detects the following events:
· When the PTC target initiates a session, or 
· the target receives an invitation to join a session, or
· the PTC client uses the pre-established session for PTC session Initiation.
Regardless of the success or the final disposition of the invitation, this event is generated. 
This clause defines the PTC Session Initiation Record with other events in Clause 7.X.3 as provided in Table 7.X.2.4-1.

Table 7.X.2.4-1: PTC Session Initiation
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Service Registration). 
	M

	pTCHost
	Identifies the PTC participant who has authority to initiate and administrate an active PTC Group Session. Provide when known.
	C

	pTCOriginatingID
	Shall identify the originating party. Provide when known.
	C

	pTCParticipants
	Shall identify the individual PTC participants, if known.
	C

	associatePresenceStatus:

	Shall provide the Associate Presence Status, which is a list of:
PresenceID: Identity of PTC Client(s) or PTC group, when known
PresenceType: Identifies type of ID [PTC Client(s) or PTC group].
PresenceStatus: Presence state of each ID.
	C

	

	location
	Shall include the location of the target, if available and authorized.
	C

	timeofLocation
	Shall be provided, if available and authorized.
	C

	initationCause

	Shall identify if this was target initiated or associate initiated.
	M

	bearerCapability
	Shall provide when known the media characteristics information Elements of the PTC session, e.g. SDP information, media format, vocoder type.
	C


[bookmark: _Toc524536871]
7.X.2.5	PTC Session Abandon
The IRI-POI in the PTC Server shall generate the Session Abandon event record when it detects the following events:
· The request is abandoned before the PTC Session established end to end connectivity.
This clause defines the PTC Session Abandon Record with other events in Clause 7.X.3 as provided in Table 7.X.2.5-1.

Table 7.X.2.5-1: PTC Session Abandon
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Session Abandon). 
	M

	pTCHost
	Shall identify the PTC participant who has authority to initiate and administrate an active PTC Group Session. Provide when known.
	C

	pTCParticipants
	Shall identify the individual PTC participants, when known.
	C

	associatePresenceStatus:

	Shall provide the Associate Presence Status, which is a list of:
PresenceID: Identity of PTC Client(s) or PTC group, when known
PresenceType: Identifies type of ID [PTC Client(s) or PTC group].
PresenceStatus: Presence state of each ID.
	C

	

	location
	Shall include the location of the target, if available and authorized.
	C

	timeofLocation
	Shall be provided, if available and authorized.
	C

	abandonCause
	Identifies the reason for the abandoned PTC Session if known.
	C


[bookmark: _Toc524536872]
7.X.2.6	PTC Session Start
The IRI-POI in the PTC Server shall generate the PTC Session Start record when it detects the following events:
· A One-to-One communication is established, 
· One-to-Many communications is established, or 
· One-to-Many-to-One communications is established.  
The PTC client may use a pre-established session to establish a PTC session.
This clause defines the PTC Session Start Record with other events in Clause 7.X.3 as provided in Table 7.X.2.6-1.

Table 7.X.2.6-1: PTC Session Start
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Session Start Event). 
	M

	pTCServerURI
	Shall include the identity of the PTC server serving the target or the server the target is a participant of, if known. 
	C

	pTCHost
	Shall identify the PTC participant who has the authority to initiate and administrate a PTC Session, if known.
	C

	initiationCause
	Shall identify the originator of the PTC Session Initiation.  If an associate was the originator, the associate's id shall be included.
	M

	pTCSessionInfo
	Shall provide PTC Session information such as PTC Session URI, PTC Session type, and Nickname.
	M

	targetProvidedIdentity
	Included if different than the matched target identity header of the xIRI carrying this payload used to access the particular equipment, facility, or communication service (e.g., network address, terminal identity, subscription identity, SIP-URI).
	C

	pTCParticipants
	Shall identify the individual PTC participants
	M

	associatePresenceStatus:

	Shall provide the Associate Presence Status, which is a list of:
PresenceID: Identity of PTC Client(s) or PTC group, when known
PresenceType: Identifies type of ID [PTC Client(s) or PTC group].
PresenceStatus: Presence state of each ID.
	C

	

	location
	Shall include the location of the target, if available and authorized.
	C

	timeofLocation
	Shall be provided, if available and authorized.
	C

	bearerCapability
	Shall provide when known the media characteristics information Elements of the PTC session, e.g. SDP information, media format, vocoder type.
	M


[bookmark: _Toc524536873]
7.X.2.7	PTC Session End
The IRI-POI in the PTC Server shall generate the PTC Session End record when it detects the following events:
· When the PTC Session is released for any reason (i.e. normal or abnormal release) and voice communications ends. 

The PTC client may have used a pre-established session.  
This clause defines the PTC Session End Record with other events in Clause 7.X.3 as provided in Table 7.X.2.7-1.

Table 7.X.2.7-1: PTC Session End
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Session End). 
	M

	pTCServerURI
	Shall include the identity of the PTC server serving the target or the server the target is a participant of, if known. 
	C

	pTCSessionInfo
	Shall provide PTC Session information such as PTC Session URI, PTC Session type, and Nickname.
	C

	PreEstStatus
	Shall identify if the Pre-Established Session is released, if known.
	C

	pTCParticipants
	Shall identify the individual PTC participants, when known.
	C

	location
	Shall include the location of the target, if available and authorized.
	C

	timeofLocation
	Shall be provided, if available and authorized.
	C

	relCause
	Shall identify the reason for the release of the PTC session, when known.
	C


[bookmark: _Toc524536874]
[bookmark: _Toc524536876]7.X.2.8	PTC Instant Personal Alert 
The IRI-POI in the PTC Server shall generate the PTC Instant Personal Alert record when it detects the following events:
· When an Instant Personal Alert (IPA) (i.e. a request for one PTC subscriber to initiate a one-to-one PTC Session) is initiated or sent to the PTC target.
This clause defines the PTC Instant Personal Alert Record with other events in Clause 7.X.3 as provided in Table 7.X.2.8-1.
Table 7.X.2.8-1: PTC Instant Personal Alert
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Instant personal Alert). 
	M

	pTCSessionInfo
	Shall provide PTC Session information e.g., PTC Session URI, PTC Session type, and Nickname.
	M

	iPAPartyIdentity
	Shall identify the associate that was sent the IPA by the target or the associate that sent the IPA to the target.
	M

	iPADirection
	Shall identify the direction; to the target or from the target, of the Instant Personal Alert. 
	M



[bookmark: _Toc524536877]7.X.2.9	PTC Party Join 
The IRI-POI in the PTC Server shall generate the PTC Party Join record when it detects the following events:
· When the request to join (or re-joins) a PTC Group Session (i.e. Chat Group) that is already in progress, or
· an associate joins (or re-joins) a PTC Group Session (i.e. Chat Group), and 
· when the PTC Intercept target or the PTC service is made aware of this join action.
This clause defines the PTC Party Join Record with other events in Clause 7.X.3 as provided in Table 7.X.2.9-1.
Table 7.X.2.9-1: PTC Party Join event
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Party Join event). 
	M

	pTCHost
	Shall identify the PTC participant who has the authority to initiate and administrate a PTC Session, if known.
	C

	pTCParty
	Shall identify the identity that joins/re-joins/drop from a PTC session or placed a session on Hold/Retrieve. 
	M

	pTCSessionInfo
	Shall provide PTC Session information such as PTC Session URI, PTC Session type, and Nickname.
	M

	invitingUser	
	The PTC User who has been invited to a PTC Session if known.
	C

	joinUser
	Identity of the PTC User who has joined the session, i.e., associate identity or targets.
	M

	associatePresenceStatus:

	Shall provide the Associate Presence Status, which is a list of:
PresenceID: Identity of PTC Client(s) or PTC group, when known
PresenceType: Identifies type of ID [PTC Client(s) or PTC group].
PresenceStatus: Presence state of each ID.
	C

	

	bearerCapability
	Shall provide when known the media characteristics information Elements of the PTC session, e.g. SDP information, media format, vocoder type.
	M



[bookmark: _Toc524536878]7.X.2.10	PTC Party Drop
The IRI-POI in the PTC Server shall generate the PTC Party Drop record when it detects the following events:
· When an associate leaves the PTC Group Session in which the PTC target is also participating.
This clause defines the PTC Party Drop Record with other events in Clause 7.X.3 as provided in Table 7.X.2.10-1.
Table 7.X.2.10-1: PTC Party Drop
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Party Drop). 
	M

	pTCSessionInfo
	Shall provide PTC Session information such as PTC Session URI, PTC Session type, and Nickname.
	C

	targetProvidedIdentity
	Included if different than the matched target identity header of the xIRI carrying this payload used to access the particular equipment, facility, or communication service (e.g., network address, terminal identity, subscription identity, SIP-URI).
	C

	location
	Shall include the location of the target, if available and authorized.
	C

	timeofLocation
	Shall be provided, if available and authorized.
	C

	partyDrop
	Shall Identify the member of the PTC Group Session and leaves the PTC Session, provide when known.
	C

	associatePresenceStatus:

	Shall provide the Associate Presence Status, which is a list of:
PresenceID: Identity of PTC Client(s) or PTC group, when known
PresenceType: Identifies type of ID [PTC Client(s) or PTC group].
PresenceStatus: Presence state of each ID.
	C

	


[bookmark: _Toc524536879]7.X.2.11	PTC Party Hold-Retrieve
The IRI-POI in the PTC Server shall generate the PTC Part Hold-Retrieve record when it detects the following events:
· When an on-going PTC Session with the target is placed on hold or retrieved from hold.
This clause defines the PTC Party Hold-Retrieve Record with other events in Clause 7.X.3 as provided in Table 7.X.2.11-1.
Table 7.X.2.11-1: PTC Party Hold-Retrieve
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., Party Hold-Retrieve Event). 
	M

	pTCHost
	Shall identify the PTC participant who has the authority to initiate and administrate a PTC Session, if known.
	C

	pTCParty
	Shall identify the identity that joins/re-joins/drops from a PTC session or placed a session on Hold/Retrieve. 
	M

	pTCSessionInfo
	Shall provide PTC Session information such as PTC Session URI, PTC Session type, and Nickname.
	C

	targetProvidedIdentity
	Included if different than the matched target identity header of the xIRI carrying this payload used to access the particular equipment, facility, or communication service (e.g., network address, terminal identity, subscription identity, SIP-URI).
	C

	holdRetrieveInd
	Shall indicate the PTC Session is put on hold ((deactivate Media Bursts) a PTC Session is locked for talking/listening)) or released from hold. True indication equals placed on hold, false indication was retrieved from hold.
	M

	holdUser
	Shall identify the PTC user who placed their PTC Session on hold.
	M

	retrieveID
	Shall identify the PTC associate that retrieved from hold an on-going PTC Session.
	M



[bookmark: _Toc524536881]7.X.2.12	PTC Media Modification
The IRI-POI in the PTC Server shall generate the PTC Media Modification record when it detects the following events:
· When a PTC Client modifies the voice frame packet or voice codec mode by Out-of-band signalling using SDP payload within SIP messages. 
· When a re-negotiation occurs of the media parameters involving the target MS. 
This clause defines the PTC Media Modification Record with other events in Clause 7.X.3 as provided in Table 7.X.2.12-1.
Table 7.X.2.12-1: PTC Media Modification
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Media Modification Event). 
	M

	pTCSessionInfo
	Shall provide PTC Session information such as PTC Session URI, PTC Session type, and Nickname.
	C

	mediaStreamAvail 
	Shall include to indicate if the PTC target's PTC Client is not able/willing to receive media streams immediately.
	C

	bearerCapability
	Shall provide the media characteristics information Elements of the PTC session, e.g. SDP information, media format, vocoder type.
	M



[bookmark: _Toc524536882]7.X.2.13	PTC Group Advertisement
The IRI-POI in the PTC Server shall generate the PTC Group Advertisement record when it detects the following events:
· When a PTC Intercept Target sends or receives Group Advertisement information.
This clause defines the PTC Group Advertisement Record with other events in Clause 7.X.3 as provided in Table 7.X.2.13-1.
Table 7.X.2.13-1: PTC Group Advertisement
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Group Advertisement). 
	M

	targetProvidedIdentity
	Included if different than the matched target identity header of the xIRI carrying this payload used to access the particular equipment, facility, or communication service (e.g., network address, terminal identity, subscription identity, SIP-URI).
	C

	groupID
	Shall identify the PTC Group Identity, Nick Name, and characteristics.
	M

	groupAdReceiver
	Shall identify the PTC User(s) to whom the Group Advertisement is sent, other than the target, if known.
	C

	groupAdSender 
	Shall identify the PTC User sending the Group Advertisement, other than the target, if known.  
	C

	groupAuthorizationRules 
	Shall identify the action requested by the target to the PTC Group authorization rules, if known.
	C

	pTCHost
	Shall identify the PTC participant who has the authority to initiate and administrate a PTC Session, if known.
	C

	groupCharacteristics
	Shall Identify any PTC group identifying feature or any identifying specific characteristics for the group e.g. MCPTT specific or the PTC Group Identity, Nick Name, and description, if known.
	C



[bookmark: _Toc524536883]7.X.2.14	PTC Floor Control
The IRI-POI in the PTC Server shall generate the PTC Floor Control record when it detects the following events:
· When Floor Control arbitrates requests from or to the target for the right to send media (i.e. the right to speak).  
The term “Floor Control” is used to mean the same as term “Talk Burst Control”.  
This clause defines the PTC Floor Control Record with other events in Clause 7.X.3 as provided in Table 7.X.2.14-1.

Table 7.X.2.14-1: PTC Floor Control
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Floor Control). 
	M

	targetProvidedIdentity
	Included if different than the matched target identity header of the xIRI carrying this payload used to access the particular equipment, facility, or communication service (e.g., network address, terminal identity, subscription identity, SIP-URI).
	C

	pTCHost
	Shall identify the PTC participant who has the authority to initiate and administrate a PTC Session, if known.
	C

	pTCSessionInfo
	Shall provide PTC Session information such as PTC Session URI, PTC Session type, and Nickname.
	C

	floorSpeakerID	
	Shall identify the PTC Client that has the Talk Burst.
	M

	floorActivity
	Shall provide the Floor indication from the Talk Burst Control Protocol (TBCP) for the target. 
Choice of: 
-	TBCP_Request
-	TBCP_Granted
-	TBCP_Deny
-	TBCP_Queued
-	TBCP_Release
-	TBCP_Revoke
	M

	queuedFloorControl
	Shall indicate if queuing is supported by the PTC Server and the intercept target’s PTC Client.
	C

	queuedPositionStatus
	Shall indicate if queued floor control is supported, indicates the queue position.
	C

	maxTBTime
	Shall include the maximum duration value for the talk burst before the permission is revoked, provide when known.
	C

	talkburstReasonCode
	Shall indicate the reason code for the denial or revoke of a talk burst, if known.
	C



[bookmark: _Toc524536884]7.X.2.15	PTC Target Presence
The IRI-POI in the PTC Server shall generate the PTC Target Presence record when it detects the following events:
· When the PTC Server publishes network presence information to the Presence server on behalf of target. 
This clause defines the PTC Target Presence Record with other events in Clause 7.X.3 as provided in Table 7.X.2.15-1.

Table 7.X.2.15-1: PTC Target Presence
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Target Presence). 
	M

	targetPresenceStatus
	Shall provide the presence information of the PTC intercept target.
	M



[bookmark: _Toc524536885]7.X.2.16	PTC Associate Presence
The IRI-POI in the PTC Server shall generate the PTC Associate Presence record when it detects the following events:
· When the PTC Server receives presence status notifications from the Presence Servers after having subscribed to the PTC presence status of associates of the target.
This clause defines the PTC Associate Presence Record with other events in Clause 7.X.3 as provided in Table 7.X.2.16-1.

Table 7.X.2.16-1: PTC Associate Presence
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Associate Presence). 
	M

	targetProvidedIdentity
	Included if different than the matched target identity header of the xIRI carrying this payload used to access the particular equipment, facility, or communication service (e.g., network address, terminal identity, subscription identity, SIP-URI).
	C

	associatePresenceStatus:

	Shall provide the Associate Presence Status, which is a list of:
PresenceID: Identity of PTC Client(s) or PTC group, when known
PresenceType: Identifies type of ID [PTC Client(s) or PTC group].
PresenceStatus: Presence state of each ID.
	C

	



[bookmark: _Toc524536886]
7.X.2.17	PTC List Management 
The IRI-POI in the PTC Server shall generate the PTC List management record when it detects the following events:
· When the target PTC Client attempts to change their own contact list or their own PTC Group list(s). 
· When the network notifies the Intercept target’s PTC Client of changes made to their PTC-specific documents stored in the network (i.e. contact lists or PTC Group lists). 
This clause defines the PTC List Management Record with other events in Clause 7.X.3 as provided in Table 7.X.2.17-1.
Table 7.X.2.17-1: PTC List Management Events
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC List Management). 
	M

	targetProvidedIdentity
	Included if different than the matched target identity header of the xIRI carrying this payload used to access the particular equipment, facility, or communication service (e.g., network address, terminal identity, subscription identity, SIP-URI).
	C

	listManagementType

	Shall identify the specific document(s) that the target attempts to modify or that changes were made to the targets PTC document and identifies which list was modified i.e., list or group; 
-	ContactListManagementAttempt, 
-	GroupListManagementAttempt, 
-	ContactListManagementResult.
-    GroupListManagementResult.
-    Request unsuccessful 
	C

	listManagmentAction
	Shall identify when known the action taking by the PTC Target to the Contact Lists or PTC Group List(s). Also identifies when a notification is sent to the PTC Targets that changes occurred to his Contact List or PoC Group List(s).
Choice is:
create, 
modify, 
retrieve, 
delete, or 
notify.
	C

	contactIdentity
	Shall identify the contact modified in the Contact List or Group List, if known.
	C

	groupID
	Shall identify the PTC Group Identity, Nick Name, and characteristics, if known.
	C

	pTCHost
	Shall identify the PTC participant who has the authority to initiate and administrate a PTC Session, if known..
	C

	listManagementFailure
	Shall report when known the error code or reason for failure when List Management modifications fail, i.e., not authorized, time out, etc.
	C



[bookmark: _Toc524536887]7.X.2.18	PTC Access Policy 
The IRI-POI in the PTC Server shall generate the PTC Access Policy record when it detects the following events:
· When the PTC Intercept target attempts to change the access control lists (e.g. PTC user access policy and PTC Group authorization rules).  
· When the network responds to a modification or query by the PTC Intercept target to the access control lists (e.g. PTC user access policy and PTC Group authorization rules).  
This clause defines the PTC Access Policy Record with other events in Clause 7.X.3 as provided in Table 7.X.2.18-1.
Table 7.X.2.18-1: PTC Access Policy event
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Access Policy). 
	M

	targetProvidedIdentity
	Included if different than the matched target identity header of the xIRI carrying this payload used to access the particular equipment, facility, or communication service (e.g., network address, terminal identity, subscription identity, SIP-URI).
	C

	accessPolicyType
	Shall identify the type of access policy list being managed or queried by the PTC Intercept target or when the target is notified of changes to a policy of the targets.
Choice of: 
PTCUserAccessPolicyAttempt
GroupAuthorizationRulesAttempt
PTCUserAccessPolicyQuery
GroupAuthorizationRulesQuery
PTCUserAccessPolicyResult
GroupAuthorizationRulesResult
Request unsuccessful
	M

	pTCUserAccessPolicy

	Shall identify the action requested by the PTC Intercept Target related to the PTC user access policy. 
Choice of;
-  Allow_Incoming_PTC_Session_request
-  Block_Incoming_PTC_Session_request
-  Allow_Auto_Answer_Mode
-  Allow_Override_Manual_Answer_Mode 
	M

	groupAuthorizationRules
	Shall identify the action requested by the target to the PTC Group authorization rules.
Choice of: 
Allow_Initiating_Conference
Block_Initiating_Conference
Allow_Joining_Conference
Block_Joining_Conference
Allow_Add_Participants
Block_Add_Participants
Allow_Subscription_Conference_State
Block_Subscription_Conference_State
Allow_Anonymity
Forbid_Anonymity
	M

	contactIdentity
	Shall identify the contact modified in the Contact List or Group List, if known.
	M

	groupID
	Shall identify the PTC Group Identity, Nick Name, and characteristics, if known.
	C

	pTCHost
	Shall identify the PTC participant who has the authority to initiate and administrate a PTC Session, if known.
	C

	accessPolicyFailure
	Shall report the error code or reason for failure when Access Policy Request is unsuccessful, if known.
	C



[bookmark: _Toc524536888]
7.X.2.19	PTC Media Type Notification
The IRI-POI in the PTC Server shall generate the PTC Media Type Notification record when it detects the following events:
· When media is detected for media types other than PTC speech (e.g. video, images, text, and files) directed to/from the target's PTC client. 
Media Types are either real-time or non-real time, i.e., Audio (e.g. music), Video, Discrete Media (e.g. still image, formatted and non-formatted text, file), or Real Time Streaming Media (RTSP). Media parameters are SIP/SDP based information exchanged between the PTC server and the targets PTC client, between the PTC server and the NW PoC Box and between PTC servers that specify the characteristics of the Media for a PTC session being established or that already exists.

This clause defines the PTC Media Type Notification Record with other events in Clause 7.X.3 as provided in Table 7.X.2.19-1.
Table 7.X.2.19-1: PTC Media Type Notification
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Media Type). 
	M

	networkElementIdentifier
	Shall include the Unique identifier for the network element reporting the event.  
	M

	MediaStreamAvail 
	Shall include for a Pre-established session to indicate if the PTC intercept target's PTC Client is not able/willing to receive media streams immediately, when the Pre-established session is established.
	C

	pTCSessionInfo
	Shall provide Session information such as PTC Session URI, PTC Session type, and Nickname.
	C



[bookmark: _Toc524536889]7.X.2.20	PTC Pre-established Session
The IRI-POI in the PTC Server shall generate the PTC Pre-established Session record when it detects the following events:
· When a pre-established session is first setup/modified/released between the PTC client present within the target’s UE and the PTC server associated with the PTC client. 
· When the PTC Client uses a Pre-established session to make requests for a PTC Session (e.g., One-to-One, One-to-Many, or One-to-Many-to-One). 
The PTC client may use the pre-established session for originating or terminating calls after pre-established session establishment, regardless of whether the PTC target is actively transmitting or receiving talk bursts. The Pre-established Session provides a mechanism to negotiate media parameters such as IP address, ports, and codecs, which are used for sending the media and Talk Burst Control messages between the PTC Client and the PTC Server. 

This clause defines the PTC Pre-Established Session Record with other events in Clause 7.X.3 as provided in Table 7.X.2.20-1.

Table 7.X.2.20-1: PTC Pre-Established Session Record
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Pre-Established Session). 
	M

	pTCServerURI
	Shall identify the participating PTC Server URI associated with the PTC client originating the PTC Pre-Established Session request.
	M

	rTPSetting
	Shall provide the IP address and the port number of the target at the PTC Server for the RTP Session
	M

	pTCMediaCapability
	Shall identify the codec(s) and Media Parameters selected by the PTC Server from those contained in the original SDP offer from the targets PTC Client. 
	M

	preEstSessionID
	Shall identify the PTC Pre-established Session identity.
	M

	preEstStatus
	Shall identify if the Pre-Established Session is established (setup completed), modified, or released.
	M

	mediaStreamAvail
	Shall identify if the target’s PTC Client is not able/willing to receive media streams immediately.  Provide when Pre-established session is established.
	C

	location
	Shall be provided, when authorized. Reports location when a PTC Pre-Established Session is first established or terminated by the intercept target.
	C

	timeofLocation
	Shall be provided, if available and authorized.
	C

	failureCode
	Shall provide when the Pre-Established Session cannot be established or modified.
	C




7.X.2.21 	PTC Encryption Message
The IRI-POI in the PTC Server shall generate the PTC Encryption Message record when it detects the following events:
· When the KMS is queried to provide the encryption method, specific parameters and the encryption keys for encryption.   
· When a CSP service provides encryption/decryption information associated with intercepted content. 
If rekeying is deployed, new Encryption messages are sent coincident with the change in keys. 

This clause defines the PTC Encryption Message with other events in Clause 7.X.3 as provided in Table 7.X.2.21-1.

[bookmark: _Ref56984912]Table 7.X.2.21-1: Encryption Message Parameters
	Field name
	Description
	M/C/O

	cryptoContext
	Shall be provided if further information is needed to associate the encryption information with a specific session or stream, this parameter shall be included to identify the context to which this encryption message applies.
	C

	cipher
	Shall provide the name of the cipher.
	M

	key
	Shall provide the encryption key used to decipher LI communications. 
	M

	salt
	Shall provide the initial salt value, if the cipher requires a salt value.
	C

	keyEncoding
	Shall provide the encoding of the key if the encoding is other than binary.
	M

	pTCOther
	Shall provide if other information is required to decrypt the data.
	C




[bookmark: _Toc524536890]7.X.3	PTC Group Calls
[bookmark: _Toc524536891]7.X.3.1	General description
A PTC Group Session supports a One-to-One, One-to-Many, or One-to-Many-to-One with the following events; Session initiation request/response, Session modification, joining/leaving, termination, voice communication begins, ends, or forced disconnected. When detected at the IRI-POI, these events can originate from the target’s PTC Client to the PTC Server or from the PTC Server to the target’s PTC Client or PTC server to PTC Server on the behalf of the target. 
[bookmark: _Toc524536892]7.X.3.2	Group Call Request
The IRI-POI in the PTC Server shall generate the Group Call Request record when it detects the following events:
· When received at the PTC server serving the target or sent to the target’s PTC client for a request to join, re-join, or release of the group call. 
This Group Call Request event received at the PTC Server serving the target can originate from a separate PTC server (outside the SP architecture) to the target. This event would be generated for each instance as described.

This clause defines the PTC Group Call Request with other events in Clause 7.X.3 as provided in Table 7.X.3.2-1.

Table X.3.2-1: Group Call Request
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Group Call Request). 
	M

	groupID
	Shall identify the PTC Group Identity, Nick Name, and characteristics.
	M

	broadcastIndicator
	Shall indicate if this was a broadcast destined for the group.
	M

	emergency
	Shall indicate emergency type, if this is a peril or an imminent peril condition alert, if known 
	C

	emergencyGroupState
	Shall indicate the emergency state or condition of an MCPTT emergency call, if an emergency is indicated. 
	C

	alertIndicator
	Shall indicate an emergency alert condition was indicated.
	M

	mCPTTOrganizationName
	Shall include the name of the organization that the MCPTT device belongs to, if known.
	C

	location
	Shall include the location of the target, if available and authorized.
	C

	timeofLocation
	Shall be provided, if available and authorized.
	C

	mCPTTInd
	Shall indicate direction of the emergency state, or condition, as either from the MCPPT target or from a MCPTT group to the target.
	M

	pTCParticipants
	Shall identify the individual PTC participants, when known.
	C



[bookmark: _Toc524536893]
[bookmark: _Toc4079311]7.X.3.3	Group Call Cancel
The IRI-POI in the PTC Server shall generate the Group Call Cancel record when it detects the following events:
· When a Group Call Cancel is detected from the target's client or from the Group. In either case, a Group Call Cancel End Record shall be sent from the MF/DF to the LEMF. 

This Group Call Cancel can be received at the PTC Server serving the target from a separate PTC server (outside the SP architecture) to the target.
This clause defines the PTC Group Call Cancel with other events in Clause 7.X.3 as provided in Table 7.X.3.3-1.
 
Table 7.X3.3-1: Group Call Cancel End Record
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Group Call Cancel End). 
	M

	networkElementIdentifier
	Shall provide the Unique identifier for the network element reporting the event. 
	M

	groupID
	Shall identify the PTC Group Identity, Nick Name, and characteristics.
	M

	pTCParticipants
	Shall identify the individual PTC participants, when known.
	C



7.X.3.4	Group Call Response 
The IRI-POI in the PTC Server shall generate the Group Call response record when it detects the following events:
· When a group call response is sent to the target or received at the PTC Server from the target or on behalf of the target to a separate PTC server (outside the SP architecture).
This clause defines the PTC Group Call Response with other events in Clause 7.X.3 as provided in Table 7.X.3.4-1.

Table 7.X.3.4-1: Group Call Response
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Group Call Response). 
	M

	groupID
	Shall identify the PTC Group Identity, Nick Name, and characteristics.
	M

	location
	Shall include the location of the target, if available and authorized.
	C

	timeofLocation
	Shall be provided, if available and authorized.
	C

	pTCParticipants
	Shall identify the individual PTC participants, when known.
	C


[bookmark: _Toc524536894]
7.X.3.5	PTC Group Interrogate
The IRI-POI in the PTC Server shall generate the PTC Group Interrogate record when it detects the following events:
· When a group interrogate request or a response is received at the PTC Server serving the target.  
This clause defines the PTC Group Interrogate for use with other events in Clause 7.X.3 as provided in Table 7.X.3.5-1.

Table 7.X.3.5-1: Group Interrogate
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Group Interrogate). 
	M

	groupID
	Shall identify the PTC Group Identity, Nick Name, and characteristics.
	M

	pTCParticipants
	Shall identify the individual PTC participants, when known.
	C


[bookmark: _Toc524536895]
7.X.3.6	Ad Hoc PTC Group Session
The IRI-POI in the PTC Server shall generate the AD Hoc PTC Group Session record when it detects the following events:
· When the PTC target selects and invites more than one other PTC Subscriber, known as a one-to-many session.
· When the request is received at the PTC server serving the target or sent to the targets PTC client to join, re-join, or release of an Ad Hoc group call.

This event shall be reported when the PTC server supports Ad Hoc group sessions. Ad Hoc PTC sessions have no fixed membership and exist only for the duration of the PTC Session according to local CSP policy. The PTC Server, maintains and caches the list of attendants for the duration according to local policy after the Ad-hoc PoC Group Session release.

This clause defines the PTC Ad Hoc PTC Group Session for use with other events in Clause 7.X.3 as provided in Table 7.X.3.6-1
Table 7. X.3.6-1: Ad-hoc PTC Group Session
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Ad-hoc Group Session). 
	M

	networkElementIdentifier
	Shall include the Unique identifier for the network element reporting the event.  
	M

	groupID
	Shall identify the PTC Group Identity, Nick Name, and characteristics.
	M

	pTCParticipants
	Shall identify the individual PTC participants, when known.
	C

	invitingUser	
	Shall identify the PTC User who has been invited to an Ad Hoc PTC Session if known.
	C

	joinUser
	Shall identify the PTC User who has joined the Ad Hoc session, i.e., associate identity or targets.
	M

	partyDrop
	Shall identify the member of a PTC Ad Hoc Session and leaves the PTC Session, provide when known.
	C

	initationCause

	Shall identify when the network receives an Ad Hoc invitation, identifies if this was target initiated or associate initiated.
	M

	groupAuthorizationRules 
	Shall identify the action requested by the target to the PTC Group authorization rules, if known.
	C

	bearerCapability
	Shall provide when known the media characteristics information Elements of the PTC session, e.g. SDP information, media format, vocoder type.
	M

	broadcastIndicator
	Shall indicate if this was a broadcast destined for the group.
	M



[bookmark: _Toc4079314]7.X.3.7	MCPTT Imminent Peril Group Call
The IRI-POI in the PTC Server shall generate the MCPTT Imminent Peril Group Call record when it detects the following events:
· When an Imminent Peril Group Call originates from the targets MCPTT client to the server or to the targets MCPTT client from a MCPTT Group. 
This clause defines the PTC MCPTT Imminent Peril Group Call for use with other events in Clause 7.X3 as provided in Table 7.X.3.7-1. 
Table 7.X.3.7-1: Imminent Peril Group Call Report Record
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Imminent Peril Group Call). 
	M

	emergency
	Shall indicate emergency type, if this is a peril or an imminent peril condition alert. 
	M

	emergencyGroupState
	Shall indicate the emergency state or condition of an MCPTT emergency call. 
	M

	alertIndicator
	Shall indicate an emergency alert condition was indicated.
	M

	mCPTTOrganizationName
	Shall include the name of the organization that the MCPTT device belongs to, if known.
	C

	mCPTTInd
	Shall indicate direction of the emergency state, or condition, as either from the MCPPT target or from a MCPTT group to the target.
	C

	mCPTTgroupID
	Shall identity the Mission Critical Push To Talk group Identity if available.
	C

	pTCParticipants
	Shall identify the individual PTC participants, when known.
	C

	location
	Shall identify the location of the target, if known and authorized
	C

	timeofLocation
	Shall be provided, if available and authorized.
	C

	bearerCapability
	Shall provide the media characteristics information Elements of the PTC session, e.g. SDP information, media format, vocoder type.
	M



[bookmark: _Toc524536903]7.X.4	PTC Communication Content (CC)
[bookmark: _Toc524536904]7.X.4.1	General description
When communication content (CC) delivery is authorized the CSP shall access and deliver communication content for the target for the duration of any of the different types of PTC sessions (i.e., One-to-One, One-to-Many, or One-to-Many-to-One, Ad Hoc Group call, MCPTT or Private Calls). 
[bookmark: _Toc524536905]7.X.4.2	Communication Content (CC)
The CC-POI present in the PTC Server shall generate the Communication Content record when it determines it has communication content that needs to be encapsulated for transfer over the LI_X3 interface to the MDF3. 
The xCC delivered to the MDF3 shall be correlated to the PTC session related xIRI messages.
The payload for the PTC CC is provided in Table 7.X.2.4.1-1.  In addition, the CC-POI in the PTC Server shall include within the xCC messages, the following headers:
· the Interception Point ID (Clause 5.3.8 of [8]), 
· the Network Function ID (Clause 5.3.7 of [8]),
· the Domain ID (Clause 5.3.6 of [8]),
· the Timestamp (Clause 5.3.10 of [8]),
· the Matched Target ID (Clause 5.3.18 of [8]), for PTC, the Matched Target ID is expected to one of the following: IMEI, SUPI, SIP-URI, Tel-URI, PEI, IMPU, IMPI, MCPTT or IPv4/v6 address,
· the Other Target Identifier (Clause 5.3.19 of [8]),
· Correlation ID (Clause 5.2.8 of [8]).
Table 7.X.4.2-1: Communication Content
	Field name
	Description
	M/C/O

	eventType
	Shall be provided and coded to the type (i.e., PTC Communication Content). 
	M

	pTCCCPayload
	Shall provide the intercepted communications content encapsulated packet of a PTC session.
	M





*** End of First MODIFICATION ***

*** End of All MODIFICATIONS ***


20

