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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.501: "System Architecture for the 5G System".

[3]
3GPP TS 33.126: "Lawful interception requirements".

[4]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[5]
3GPP TS 23.271: "Functional stage 2 description of Location Services (LCS)".

[6]
OMA MLP: "Mobile Location Protocol V3.3".

NOTE:
Available at http://www.openmobilealliance.org.
[7]
ETSI TS 103 120: "Lawful Interception (LI); Interface for warrant information".

[8]
ETSI TS 103 221-1: "Lawful Interception (LI); Part 1: Internal Network Interface X1 for Lawful Interception".

[9]
3GPP TS 33.501: "Security Architecture and Procedures for the 5G System".

[10]
ETSI GR NFV-SEC 011: "Network Functions Virtualisation (NFV); Security; Report on NFV LI Architecture".

[11]
3GPP TS 33.107: "3G Security; Lawful interception architecture and functions".

[12]
3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".
[13]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[x]
3GPP TS 33.128: "Protocol and Procedures for Lawful Interception; Stage 3".

*** Next change ***
5.4.8
Interface LI_HI2

LI_HI2 is used to send IRI from the MDF2 to the LEMF. This interface is defined in TS 33.128 [x].
*** Next change ***
5.4.9
Interface LI_HI3

LI_HI3 is used to send CC from the MDF3 to the LEMF. This interface is defined in TS 33.128 [x].
*** Next change ***
5.6.1
General

Virtualisation is one of the deployment options for LI functions as described in the present document. In virtualised deployments, many of the initial deployment and configuration actions performed manually in non-virtualised deployments need to be automated. This clause outlines the basic architecture enhancements to support virtualised LI in 3GPP networks. Security aspects relating to virtualisation are described in clause 8.

The architecture enhancements in this clause are intended to apply to any virtualised 2G, 3G, 4G, 5G scenario including IMS that needs to support LI. Where legacy network functions defined in TS 33.107 [11] are virtualised, the architecture in figure 5.6-1 shall be applied, with legacy TS 33.107 [11] reference points and functional elements substituted for their equivalent in the present document (e.g. POI is equivalent to ICE in TS 33.107 [11], and LI_X2 is equivalent to X2).

*** Next change ***
6.2.2.5
Common IRI parameters

The detailed list of xIRI parameters are specified in TS 33.128 [x]. All xIRI shall include the following:

-
Target identity.
-
Time stamp.

-
Location information.

*** Next change ***
6.2.2.6
Specific IRI parameters

The detailed list of parameters in each xIRI are defined in TS 33.128 [x]. The following give a summary.

The registration xIRI shall include the following:

· Registration type information.
· Access type information.
· Requested slice information.

The deregistration xIRI shall include the following:

· UE initiated de-registration.
· Access type information.
· Network initiated de-registration.
The location update xIRI shall include the following:

· Location of the target UE (see clause 7.3).

The start of interception with already registered UE xIRI shall include the following:

· Access type information.
· Requested slice information.

The unsuccessful communication attempt xIRI shall include the following:
· Rejected type of communication attempt.
· Access type information.
· Failure reason.

When the access type is non-3GPP, the IP address used by the UE to reach the N3IWF shall be reported. The port shall also be reported if available.
*** Next change ***
6.2.3.4
Common IRI parameters

The list of xIRI parameters are specified in TS 33.128 [x]. Each xIRI shall include at the minimum the following information:

· Target identity.
· Time stamp.
· Correlation information.
· Location information.
· Session related information.
*** Next change ***
6.2.3.5
Specific IRI parameters

The parameters in each xIRI are defined in TS 33.128 [x].

*** Next change ***
6.2.5.4
Common IRI parameters

The list of xIRI parameters are specified in TS 33.128 [x]. The xIRIs shall include at the minimum the following information:

· Target identity.
· Time stamp.
· Location information.
· SMS direction (mobile originated, mobile terminated).
· SMS payload.

*** Next change ***
6.2.5.5
Specific IRI parameters

The parameters in each xIRI are defined in TS 33.128 [x].
*** Next change ***
7.2.2.5
Common IRI parameters

The list of xIRI parameters are specified in TS 33.128 [x]. All xIRIs shall include the following information:

· Target identity.
· Time stamp.

*** Next change ***
7.2.2.6
Specific IRI parameters

The parameters in each xIRI are defined in TS 33.128 [x].
*** Next change ***
7.4
IMS

IMS LI capabilities, (including those for S8HR) shall be used as defined in TS 33.107 [11].

For non-roaming VoNR with 5GC based on IMS as defined in TS 23.228 [13] annex Y, the capabilities defined in TS 33.107 [11] shall be used to perform interception.

NOTE 1:
For roaming scenarios, the present document does not support LI for the equivalent to S8HR in 4G) as this has not yet been specified by GSMA. However, in principle this could be implemented by implementing equivalent functionality to the BBIFF present in a 4G S-GW in an SMF and UPF and combining this with the LMISF as defined in TS 33.107 [11].

NOTE 2:
The present document does not provide LI support for IMS voice CC interception at the UPF, which is the equivalent IMS voice CC interception based at the PGW in TS 33.107 [11].
NOTE 3:
Standardisation of IMS LI capabilities (including voice in both roaming and non-roaming scenarios) will be included in a future release of the present document).

** End of all changes ***

