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Discussion

Topics
This paper focusses on the interception of User Plane (UP) packets at the UPF and explores to see whether any enhancements are needed. 
The following topics are covered: 
· TargetIdentifiers

· Ethernet and Unstructured packet types

· GTP Tunnels

· IP addresses

· N3, N9, N6 reference points (or interfaces)

· QoS Flow Identifiers

· Service Scoping
· Protocol Stacks

· Timing issues

· TS 29.244 CR overview for N4-based LI_T

· Possible enhancements needed.

In 5GC, the same IP address may be shared across network instances. 

Overview

According to the TS 33.128 (see Annex of this paper), the CC-POI/IRI-POI present in the UPF is expected to use the TargetIdentifiers received over the LI_T3/LI_T2 to detect the packets that will be to be used to generate the xCC data or xIRI message. The TargetIdentifiers can have the following values: 
· GTP Tunnel ID

· IPv4 Address  

· IPv6 Address 

The GTP Tunnel IDs used for Uplink (UL) data packets and Downlink (DL) data packets are not the same. 
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Figure 1: TEID values used for UL and DL are different

Moreover, more than one GTP tunnels may be present at the UPF for UE’s UP packets (see V-UPF in figure 2 below).  There can be multiple IP addresses present at the UPF. Moreover, the IP address allocation can be on a per network instance basis (the UPF may be connected to AN in different IP domains).

The figure 2 below illustrates three simple examples of UP packet flow: 

[image: image2.emf][POI]

UE

DN

IP

UE

IP

DN

F-TEID

F-TEID

AN V-UPF H-UPF

F-TEID

IP

UE

[POI]

N3 N9

N6

IP

UPF-r

IP-

AN

F-TEID

IP

V-UPF

IP

H-UPF

[POI]

UE

DN

IP

UE

IP

DN

AN UPF

F-TEID

IP

UE

N3

N6

IP

UPF-r

IP-

AN

F-TEID

Home-routed Roaming 

Non-roaming

[POI]

UE

DN

F-TEID

F-TEID

AN V-UPF H-UPF

F-TEID

[POI]

N3 N9

N6

IP

UPF-r

IP-

AN

F-TEID

IP

V-UPF

IP

H-UPF

Ethernet or Unstructured Data


Figure 2: Illustrations of UP packet flow

For Ethernet and Unstructured data type packets, there is no IPUE or IPDN. In home-routed roaming scenario, there are two GTP tunnels at the V-UPF. 

It is not clear from the TS 33.128 on which reference point (N3, N9 or N6) the UP packets have to be intercepted even though the TS 33.128 gives some recommendations when multiple UPFs are involved with multi-homing scenario. 

It is not clear from TS 33.128, how the GTP Tunnel ID is to be used to intercept the uplink (UL) and downlink (DL) UP packets if the interception will have to be done on the N6 interface using the TargetIdentifiers defined. It is not clear which IP address has to be used using the TargetIdentifiers defined. 
It is not clear whether QFI-based scoping is required for interception of the UP packets. It is not clear whether application-based scoping is required for interception of the UP packets. 

It is not clear how the TargetIdentifiers defined in TS 33.128 can be used to intercept the UP packets for PDU sessions that carry Ethernet packets and Unstructured data. 

Analysis
Summarizing the UP-protocol stacks defined in TS 23.501 (see  of figure 12 and figure 13) 
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Figure 3: Summarizing the simple protocol stack seen at the UPF

There are two TEIDs used in a GTP tunnel – local and remote (see figure 1). There are 4 IP addresses that can be seen (on N3 and N9) at the UPF for each packet flow. The first two are source and destination IP addresses of the GTP tunnel that exists between the two NFs (AN and UPF or between an UPF and another UPF). The second two are the UE IP address and the remote IP address at the DN (this is the only one seen on N6). 

Each PDU session can have multiple QoS flows serving different applications.  Each QoS flow is identified using QoS Flow Identifier or QFI. 
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Figure 4: An illustration of 3 QFIs in a PDU session

The protocol stack for the packet flow for the 3 QFIs (shown in figure 4) can be as shown in figure 5 below: 
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Figure 5: Packet flows of 3 QFIs in a PDU session

A QFI in 5GC compares to an EPS Bearer in 4GC.  In EPS, the CC interception is done at the EPS Bearer level. If the same scoping is required in 5GC LI, then CC interception may have to be done at the QFI level. Within a QFI, different packets may be used by different applications. One example of that multiple call-legs of a voice-session. Anyway, if the CC interception is required to be scoped at the application level, then further filtering may be required. 

With the TargetIdentifiers defined the TS 33.128, the xCC and xIRI interception can perhaps be done at the PDU session level. If  the interception at a QFI level or at the application level is required, then the way TargetIdentifiers defined may have to be enhanced or a   such a granular scoping may have to be done at the MDF3, but that still requires the MDF3 to have the QFI values. Having separate Correlation Numbers to each intercepted QFI-based UP packets may still require some changes in the way TargetIdentifiers are defined.  
NOTE: 
The interception of CC for IMS-based voice sessions, if not done at POI present in the UPF, an application-based CC interception for IMS-based voice session does not apply to the UPF based POI. However, there can multiple applications may use the same QFI even with the internet access which according to TS 33.128 requires the interception at the POI present in the UPF. 

The figure 6 below shows an example that  illustrates the use of different correlation numbers for different application-based xCC:  
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Figure 6: Application based LI scoping – use of different correlation numbers

Analysis for the Trigger timings

For this analysis, an example of  home-routed roaming architecture is presumed. The related call flow is extracted from TS 23.501 and pasted in the annex of this document in figure 16. 

In the flow diagram of figure 16, at step 5, the PDU Session Establishment is done at V-UPF. At the conclusion of this step, the V-SMF will have the local F-TEIDs used at the V-UPF on N3 and N9 reference points. V-UPF will have the F-TEID for incoming UP packets on N3 (UL) and N9 (DL).  
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Figure 7: At PDU Session Establishment in  V-UPF (step 5a, 5b of flow in figure 14)

A trigger sent at step 5 (POI in V-UPF) does not have any useful effect because there is no useful UP packet flow at this time since the peer entities of N3 and N9 reference points do not have the V-UPF F-TEIDs yet. Therefore, an out-of-band trigger sent at step 5a or sent at 5b will have a same net result as far as interception is concerned.  
-----------------------------------------------------------------------------------------------------------------------------------------------
At step 12 (figure 16), the PDU Session Establishment is done at H-UPF. At the conclusion of this step, the H-SMF will have the local and remote F-TEIDs used on N9 reference point.  The H-UPF will have the F-TEID for the incoming UP packets (UL) and remote F-TEID of the V-SMF for outgoing packets (DL).  
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Figure 8: At PDU Session Establishment in H-UPF (step 12a, 12b of flow in figure 14)

At this time, the trigger sent at step 5 (figure 16),  will enable the POI in the V-UPF to perform the interception of DL UP packets received from the H-SMF on N9 reference point, if the trigger was to do the interception on N9 reference point. 
However, if the trigger to do the interception was on N3 reference point, no interception of UP packets can occur here because the POI in the V-UPF does not have the F-TEID value of the peer entity (i.e. AN) of the N3 reference point.  
The POI in the H-UPF can perform the interception of DL packets at N9 if the trigger was to do the interception on N9.   
However, note that the DL packets cannot reach the UE at this time because the V-UPF does not the F-TEID value of the peer entity (i.e. AN).  
-----------------------------------------------------------------------------------------------------------------------------------------------

At step 15 (of figure 16), the N2: PDU Session Request is sent to the AN. The AN will have the local F-TEID for the incoming UP packets  (DL) and remote F-TEID of V-UPF for the UL UP packets.  
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Figure 9: At N2 PDU Session Request at the AN (step 15 of flow in figure 14)

At this time, the trigger sent at step 5 (figure 16),  will enable the POI in the V-UPF to perform the interception of UL UP packets received from the AN on N3 reference point, if the trigger was to do the interception on N3 reference point. However, the interception of DL UP packets won’t be done since the POI in the V-UPF does not know the F-TEID value used at the peer entity on N3 reference point. 

If the trigger to do the interception was on N9 reference point,  then the POI in the V-UPF will be able to perform the interception of DL UP packets received from the H-SMF on N9 reference point. However, the interception of UL UP packets won’t be done since  the POI in the V-UPF does not know the F-TEID value used at the peer entity (i.e. H-SMF) on N9 reference point. 

There is no change to what happens at the POI present in the H-SMF. In other words, the POI at the H-UPF can perform the interception of DL packets at N9 if the trigger was to do the interception on N9.    

However, note that the DL packets cannot reach the UE at this time because the V-UPF does not the F-TEID value of the peer entity (i.e. AN).  

--------------------------------------------------------------------------------------------------------------------------------------

At step 19 (of figure 16), a PDU Session Modification is done at the V-UPF.     At the conclusion of this step,  The V-UPF will have the peer F-TEID values for both N3 and N9 reference points.  
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Figure 10: At PDU Session Modification Request at the V-UPF (step 19 of flow in figure 14)

At this time, POI in V-UPF can provide the complete interception irrespective on which reference point the interception was turned on by the trigger. The POI in H-UPF will also be able to provide a complete interception as well.    

Inference  
As can be seen in figure 7 to figure 10, the TF present in the V-SMF can send a trigger to POI present in the V-UPF at 4 places: 

· At the step 5a

· At the step 5b

· At the step 19a

· At the step 19b. 

The POI present in the H-SMF can send the trigger to POI present in the H-UPF at 2 places: 

· At step 12a

· At step 12b. 

The UP packets between the target UE and the application can flow (in both directions) only after the step 19a/19b are executed. In other words, the use-full UP packet flow to and from the UE happens after the steps 19a/19b. 
The trigger may have to identify the reference point where the interception is done and the appropriate packet detection rules. 

N4-based trigger (TS 29.244)
The above analysis is not really required if an in-band trigger using the N4 reference point is used as done currently with the split control plane and user plane model (e.g. CUPS LI, IMS). Using the figure 7 to 10, an in-band trigger can be sent to the POI present in the V-UPF at the steps: 
· 5a

· 19a

And, the in-band trigger can be sent to the POI present in the H-UPF at the step:

· 12a. 

The TS 29.244 will have the stage 3 details  to transport the trigger over N4 reference point from the TF present in the SMF to a POI present in the UPF. The following few points identify the information from the upcoming CR (C4-191050) to TS 29.244. 

Reason for change:

In 5GC, the CC-POI or IRI-POI in UPF supports the generation of xCC and xIRI over LI_X3 and LI_X2 respectively (see TS 33.127 and TS 33.128). xCC and xIRI contents are described in TS 33.128 and ETSI TS 103 221-2. 

TS 33.127 specifies: 

When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI present in the UPF over the LI_T3 interface which can be based on N4 functionalities (between SMF and UPF) with LI specific security measures applied.

Additional information needs to be passed to the CC-POI or IRI-POI in the UPF to support the above requirements. 

Summary of change: 

New parameters are added over N4 to support xCC and xIRI generation by the CC-POI or IRI-POI in the UPF in 5GC. 

These parameters are sent in an encrypted form over N4, with encryption keys set by LI authorized personel. 

Clause 5.7.4 on Lawful Interception in 5GC

Requirements for support of Lawful Interception with SMF and UPF are specified in subclauses 6.2.3 of 3GPP TS 33.127 [47].
LI_X3 Communication Content (xCC) and LI_X2 Intercept Related Information (xIRI) shall be sent by the CC-POI and IRI-POI (Point Of Interception) present in the UPF to the MDF3 over the LI_X3 interface and to the MDF2 over the LI_X2 interface respectively, as specified in 3GPP TS 33.127 [47] and 3GPP TS 33.128 [x].
The CC-TF or IRI-TF  (Triggering Function) present in SMF shall instruct the CC-POI or IRI-POI present in the UPF to generate xCC or xIRI towards an MDF3 or MDF2 respectively by associating a FAR to the PDRs detecting the traffic to be intercepted, with: 

-
the DUPL flag set to 1 in the Apply Action; 

-
the Duplicating Parameters in the FAR with:  

-
the Destination Interface set to "LI Function"; 

-
the Delivery Address set to the MDF3 or MDF2 Delivery Address (IP address and port or URI);
-
the XID identifying the interception task as defined in subclause 5.1 of ETSI TS 103 221-1 [y]; 

-
the Delivery Type set to "X3Only", "X2Only" or "None" (i.e. LI does not apply)); 

-
the Correlation ID that the UPF shall include in xCC or xIRI; 

-
Header Reporting Parameters, to indicate packet-by-packet reporting or summarized reporting and associated parameters, if the delivery type is "X2Only"; 

-
PDU Session ID, if the delivery type is "X2Only" (see subclauses 6.2.3.5.3 and 6.2.3.5.4 of 3GPP TS 33.128 [x]).

The SUPI, PEI and/or GPSI may be provided in the user ID to the CC-POI and IRI-POI in the UPF.

The CC-TF or IRI-TF present in the SMF may include several Duplicate Parameters IEs in a FAR to request the generation of xCC and/or xIRI towards several destinations.

The LI_T2 and LI_T3 reference points reuse the protocol specified for the N4 reference point, but they shall comply in addition with the security requirements specified in clause 8 of 3GPP 33.127 [47]. The above information shall be sent over N4 in an encrypted form, with encryption keys set by the LI authorized personnel, and be accessible only to the TF (in SMF) and POI (in UPF). In other words, they are not accessible to any other functions within the SMF or UPF. Furthermore, to avoid detectability, the Apply-Action shall always request the packets to be duplicated and the encrypted information (i.e. Protected LI Parameters IE) shall always be included over N4 even when LI does not apply; the Delivery Type shall be set to "None" in the latter case. 
The CR specifies the other stage 3 details at the parameter level to be added to the TS 29.244. It is too detailed and felt not that important to this discussion. 
Advantages of having an N4-based trigger: 

· The identification of packet detection rules and forwarding rules used to identify/forward the UP packets that require interception is easier to realize as they can be based on the PDR and FAR IEs defined in TS 29.244. 
· To fulfil the requirements of Service Scoping that deal with the interception at the UPF, a QFI-based interception or an application-based interception can easily be realized because the such rules are part of the N4-request. 

· The timing of sending the trigger to the UPF can be aligned with the N4 request as opposed to the need to wait for a N4 response received at the SMF. This will avoid any concerns  regarding the missed UP-packet interception. 

· The same technique can be used to send the trigger for the interception Ethernet and unstructured UP packets. 

· The use of same IP address across network instances is not an issue because the trigger is sent along with the N4 request. 

· The start of mid-call interception for an established PDU session will be easier to realize since an N4-based trigger can include multiple PDR, FAR and QER IEs.  
NOTE:     This paper is not suggesting that the QFI or application-based interception is to be done. Instead, it is just saying that a trigger to do such interception is easier to compose. 

RECOMMENDATION

1. Update TS 33.128 to support an N4-based LI_T2 and LI_T3 for packet data interception in 5GC. This will require minimal changes with a reference to TS 29.244.  
2. Discuss and determine whether QFI-based interception of UP packets is required in 5GC. If required, discuss and determine whether such scoping can be done at the MDF3 rather than at the POI present in the UPF (see figure 11). 
3. Discuss and determine whether application-based interception of UP packets is required in 5GC. If required, discuss and determine whether such scoping can be done at the MDF3 rather than at the POI present in the UPF (see figure 11). Anyway, such a service-scoping may require at least to add the QFI as a TargetIdentifier value with the out-of-band LI_T2, LI_T3.
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Figure 11: Multiple QFIs in a PDU Session

4. Discuss and determine whether updates to the  stage 3 triggers specified  in TS 33.128 for LI_T2 and LI_T3 ActivateTask is required to accommodate the timing issues (figure 7 to 10 and 16).  
5. Discuss and determine whether the updates to TS 33.128 is required to accommodate the interception of Ethernet-based and Unstructured UP packets. 

6. Discuss and determine whether the updates to TS 33.128 is required to add the Network Instance as part of the TargetIdentifiers. 

7. Discuss and determine whether multiple GTP Tunnel IDs have to be provided as a part of TargetIndentifiers. 
Discuss and determine whether the TS 29.244 defined data structure elements such as PDI IE. FAR IE, QER IE, Network Instance IE etc., have to be examined to consider all possible type of TargetIdentifiers. 

ANNEX to this paper

***** Background – a cut and paste ***
TS 33.128 (reference only)

Table 6.2.3-6: ActivateTask message for triggering the CC-POI in the UPF
	ETSI TS 103 221-1 field name
	Description
	M/C/O

	XID
	Set to the same XID associated with the interception in the SMF.
	M

	TargetIdentifiers
	Packet detection criteria as determined by the CC-TF in the SMF, which enables the UPF to isolate target traffic. The CC-POI in the UPF shall support at least the following identifier types:

· GTP Tunnel ID.

· IPv4 address.

· IPv6 address.

NOTE:
This value is the target identifier for the CC-POI in the UPF, and may be different from the target identifier specified in the warrant.
	M

	DeliveryType
	Set to “X3Only”.
	M

	ListOfDIDs
	Delivery endpoints for LI_X3. These delivery endpoints shall be configured by the CC-TF in the SMF using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	CorrelationNumber
	Correlation ID to assign to X3 PDUs generated by the CC-POI in the UPF.
	M


Table 6.2.3-8: ActivateTask message for triggering the UPF IRI-POI

	ETSI TS 103 221-1 field name
	Description
	M/C/O

	XID
	Set to the same XID associated with the interception in the SMF.
	M

	TargetIdentifiers
	Packet detection criteria as determined by the IRI-TF in the SMF, which enable the UPF IRI-POI to isolate target traffic. The IRI-POI in the UPF shall support at least the following identifier types:

· GTP Tunnel ID.

· IPv4 address.

· IPv6 address.

NOTE: This value is the target identifier for the IRI-POI in the UPF, and may be different from the target identifier specified in the warrant.
	M

	DeliveryType
	Set to “X2Only”.
	M

	TaskDetailsExtensions/

HeaderReporting
	Header reporting-specific tag to be carried in the TaskDetailsExtensions field of ETSI TS 103 221-1 [7].
	M

	ListOfDIDs
	Delivery endpoints of LI_X2. These delivery endpoints shall be configured by the IRI-TF in the SMF using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	CorrelationNumber
	Correlation ID to assign to LI_X2 xIRI messages generated by the IRI-POI in the UPF.
	M


Clause 6.2.3.3.3

Another option is to intercept on the N6 (defined in TS 23.501) side of the PDU Anchor UPF (for each UL classifier in case of selective routing or Service and Session Continuity mode 3) for each DN that needs to be intercepted.

Referenced diagrams from TS 23.501
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Figure 12: User plane protocol stack
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Figure 13: User plane protocol stack for non-3GPP access
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Figure 14: QoS Flow mapping
References to TS 29.244 (background)

As defined in TS 29.244, the N4: PDU Session Establishment Request and N4: PDU Session Modification Request basically create Packet Detection Rules (PDRs) at the UPF that will allow the UPF to route packets at the QFI or even at the application level within a PDU session. 

If a CC interception at a QFI level or at an application level is required, then the option of using the PDRs and QERs will have to be explored. To help the discussion, the following text was taken from the TS 29.244:  

7.5.2.2
Create PDR IE within PFCP Session Establishment Request
The Create PDR grouped IE shall be encoded as shown in Figure 7.5.2.2-1.

Table 7.5.2.2-1: Create PDR IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	Create PDR IE Type = 1(decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	PDR ID
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that PFCP session.
	X
	X
	X
	X
	PDR ID

	Precedence
	M
	This IE shall indicate the PDR's precedence to be applied by the UP function among all PDRs of the PFCP session, when looking for a PDR matching an incoming packet.
	-
	X
	X
	X
	Precedence

	PDI
	M
	This IE shall contain the PDI against which incoming packets will be matched. 
See Table 7.5.2.2-2.
	X
	X
	X
	X
	PDI

	Outer Header Removal 
	C
	This IE shall be present if the UP function is required to remove one or more outer header(s) from the packets matching this PDR.
	X
	X
	-
	X
	Outer Header Removal

	FAR ID 
	C
	This IE shall be present if the Activate Predefined Rules IE is not included or if it is included but it does not result in activating a predefined FAR.

When present this IE shall contain the FAR ID to be associated to the PDR.
	X
	X
	X
	X
	FAR ID

	URR ID
	C
	This IE shall be present if a measurement action shall be applied to packets matching this PDR.

When present, this IE shall contain the URR IDs to be associated to the PDR. 

Several IEs within the same IE type may be present to represent a list of URRs to be associated to the PDR.
	X
	X
	X
	X
	URR ID

	QER ID 
	C
	This IE shall be present if a QoS enforcement action shall be applied to packets matching this PDR.

When present, this IE shall contain the QER IDs to be associated to the PDR. Several IEs within the same IE type may be present to represent a list of QERs to be associated to the PDR.
	-
	X
	X
	X
	QER ID

	Activate Predefined Rules 
	C
	This IE shall be present if Predefined Rule(s) shall be activated for this PDR. When present this IE shall contain one Predefined Rules name.

Several IEs with the same IE type may be present to represent multiple "Activate Predefined Rules" names.
	-
	X
	X
	X
	Activate Predefined Rules 


Table 7.5.2.2-2: PDI IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	PDI IE Type = 2 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Source Interface
	M
	This IE shall identify the source interface of the incoming packet.
	X
	X
	X
	X
	Source Interface

	Local F-TEID 
	O
	This IE shall not be present if Traffic Endpoint ID is present.

If present, this IE shall identify the local F-TEID to match for an incoming packet. 

The CP function shall set the CHOOSE (CH) bit to 1 if the UP function supports the allocation of F-TEID and the CP function requests the UP function to assign a local F-TEID to the PDR.
	X
	X
	-
	X
	F-TEID

	Network Instance
	O
	This IE shall not be present if Traffic Endpoint ID is present.

If present, this IE shall identify the Network instance to match for the incoming packet. See NOTE 1, NOTE2.
	X
	X
	X
	X
	Network Instance

	UE IP address 
	O
	This IE shall not be present if Traffic Endpoint ID is present.

If present, this IE shall identify the source or destination IP address to match for the incoming packet. 
	-
	X
	X
	X
	UE IP address

	Traffic Endpoint ID
	C
	This IE may be present if the UP function has indicated the support of PDI optimization. 

If present, this IE shall uniquely identify the Traffic Endpoint for that PFCP session.
	X
	X
	X
	X
	Traffic Endpoint ID

	SDF Filter
	O
	If present, this IE shall identify the SDF filter to match for the incoming packet. Several IEs with the same IE type may be present to provision a list of SDF Filters. The full set of applicable SDF filters, if any, shall be provided during the creation or the modification of the PDI.

See NOTE 3.
	-
	X
	X
	X
	SDF Filter

	Application ID
	O
	If present, this IE shall identify the Application ID to match for the incoming packet. 
	-
	X
	X
	X
	Application ID

	Ethernet PDU Session Information
	O
	This IE may be present to identify all the (DL) Ethernet packets matching an Ethernet PDU session (see subclause 5.13.1).
	-
	-
	-
	X
	Ethernet PDU Session Information

	Ethernet Packet Filter
	O
	If present, this IE shall identify the Ethernet PDU to match for the incoming packet.

Several IEs with the same IE type may be present to represent a list of Ethernet Packet Filters.

The full set of applicable Ethernet Packet filters, if any, shall be provided during the creation or the modification of the PDI.
	-
	-
	-
	X
	Ethernet Packet Filter

	QFI
	O
	If present, this IE shall identify the QoS Flow Identifier to match for the incoming packet. 

Several IEs with the same IE type may be present to provision a list of QFIs. When present, the full set of applicable QFIs shall be provided during the creation or the modification of the PDI. 
	-
	-
	-
	X
	QFI

	Framed-Route
	O
	This IE may be present for a DL PDR if the UPF indicated support of Framed Routing (see subclause 8.2.25). If present, this IE shall describe a framed route. 

Several IEs with the same IE type may be present to provision a list of framed routes. 
	-
	X
	-
	X
	Framed-Route

	Framed-Routing
	O
	This IE may be present for a DL PDR if the UPF indicated support of Framed Routing (see subclause 8.2.25). If present, this IE shall describe a framed route. 
	-
	X
	-
	X
	Framed-Routing

	Framed-IPv6-Route
	O
	This IE may be present for a DL PDR if the UPF indicated support of Framed Routing (see subclause 8.2.25). If present, this IE shall describe a framed IPv6 route. 

Several IEs with the same IE type may be present to provision a list of framed IPv6 routes. 
	-
	X
	-
	X
	Framed-IPv6-Route

	NOTE 1:
The Network Instance parameter is needed e.g. in the following cases:


-
PGW/TDF UP function supports multiple PDNs with overlapping IP addresses; 


-
SGW UP function is connected to PGWs in different IP domains (S5/S8);


-
PGW UP function is connected to SGWs in different IP domains (S5/S8);


-
SGW UP function is connected to eNodeBs in different IP domains;

-
UPF is connected to 5G-ANs in different IP domains.
NOTE 2:
When a Local F-TEID is provisioned in the PDI, the Network Instance shall relate to the IP address of the F-TEID. Otherwise, the Network Instance shall relate to the UE IP address.

NOTE 3:
SDF Filter IE(s) shall not be present if Ethernet Packet Filter IE(s) is present. 

NOTE 4:
When several SDF filter IEs are provisioned, the UP function shall consider that the packets are matched if matching any SDF filter. The same principle shall apply for Ethernet Packet Filters and QFIs.


Table 7.5.2.2-3: Ethernet Packet Filter IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	Ethernet Packet Filter IE Type = 132 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Ethernet Filter ID
	C
	This shall be present if Bidirectional Ethernet filter is required. This IE shall uniquely identify an Ethernet Filter among all the Ethernet Filters provisioned for a given PFCP session.
	-
	-
	-
	X
	Ethernet Filter ID

	Ethernet Filter Properties
	C
	This IE shall be present when provisioning a bidirectional Ethernet Filter the first time (see subclause 5.x.4).
	-
	-
	-
	X
	Ethernet Filter Properties

	MAC address
	O
	If present, this IE shall identify the MAC address.

This IE may be present up to 16 times.
	-
	-
	-
	X
	MAC address

	Ethertype
	O
	If present, this IE shall identify the Ethertype.
	-
	-
	-
	X
	Ethertype

	C-TAG
	O
	If present, this IE shall identify the Customer-VLAN tag.
	-
	-
	-
	X
	C-TAG

	S-TAG
	O
	If present, this IE shall identify the Service-VLAN tag.
	-
	-
	-
	X
	S-TAG

	SDF Filter
	O
	If packet filtering is required, for Ethernet frames with Ethertype indicating IPv4 or IPv6 payload, this IE shall describe the IP Packet Filter Set. 

Several IEs with the same IE type may be present to represent a list of SDF filters.
	-
	-
	-
	X
	SDF Filter


7.5.2.3
Create FAR IE within PFCP Session Establishment Request
The Create FAR grouped IE shall be encoded as shown in Figure 7.5.2.3-1.

Table 7.5.2.3-1: Create FAR IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	Create FAR IE Type = 3 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	FAR ID
	M
	This IE shall uniquely identify the FAR among all the FARs configured for that PFCP session.
	X
	X
	X
	X
	FAR ID

	Apply Action
	M
	This IE shall indicate the action to apply to the packets, See subclauses 5.2.1 and 5.2.3.
	X
	X
	X
	X
	Apply Action

	Forwarding Parameters
	C
	This IE shall be present when the Apply-Action requests the packets to be forwarded. It may be present otherwise. 

When present, this IE shall contain the forwarding instructions to be applied by the UP function when the Apply-Action requests the packets to be forwarded. 

See table 7.5.2.3-2.
	X
	X
	X
	X
	Forwarding Parameters

	Duplicating Parameters 
	C
	This IE shall be present when the Apply-Action requests the packets to be duplicated. It may be present otherwise. 

When present, this IE shall contain the forwarding instructions to be applied by the UP function for the traffic to be duplicated, when the Apply-Action requests the packets to be duplicated. 

Several IEs with the same IE type may be present to represent to duplicate the packets to different destinations. See NOTE 1.
See table 7.5.2.3-3.
	X
	X
	-
	X
	Duplicating Parameters

	BAR ID
	O
	When present, this IE shall contain the BAR ID of the BAR defining the buffering instructions to be applied by the UP function when the Apply Action requests the packets to be buffered. See table 7.5.2.6-1.
	X
	-
	-
	X
	BAR ID

	NOTE 1:
The same user plane packets may be required, according to operator's policy and configuration, to be duplicated to different SX3LIFs.


Editor's Note: Regarding duplication of parameters for interception is FFS on N4, needs confirmation from SA3.

Table 7.5.2.3-2: Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Forwarding Parameters IE Type = 4 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Destination Interface
	M
	This IE shall identify the destination interface of the outgoing packet.
	X
	X
	X
	X
	Destination Interface

	Network Instance
	O
	When present, this IE shall identify the Network instance towards which to send the outgoing packet. See NOTE 1.
	X
	X
	X
	X
	Network Instance

	Redirect Information
	C
	This IE shall be present if the UP function is required to enforce traffic redirection towards a redirect destination provided by the CP function. 
	-
	X
	X
	X
	Redirect Information

	Outer Header Creation 
	C
	This IE shall be present if the UP function is required to add one or more outer header(s) to the outgoing packet. If present, it shall contain the F-TEID of the remote GTP-U peer when adding a GTP-U/UDP/IP header, or the Destination IP address and Port Number when adding a UDP/IP header. See NOTE 2.
	X
	X
	-
	X
	Outer Header Creation

	Transport Level Marking 
	C
	This IE shall be present if the UP function is required to mark the IP header with the DSCP marking as defined by IETF RFC 2474 [22]. When present, it shall contain the value of the DSCP in the TOS/Traffic Class field set based on the QCI, and optionally the ARP priority level, of the associated EPS bearer, as described in sub-clause 4.7.3 of 3GPP TS 23.214 [2].
	X
	X
	-
	X
	Transport Level Marking

	Forwarding Policy 
	C
	This IE shall be present if a specific forwarding policy is required to be applied to the packets. It shall be present if the Destination Interface IE is set to SGi-LAN / N6-LAN. It may be present if the Destination Interface is set to Core, Access, or CP-Function.  See NOTE 2.

When present, it shall contain an Identifier of the Forwarding Policy locally configured in the UP function.
	-
	X
	X
	X
	Forwarding Policy

	Header Enrichment
	O
	This IE may be present if the UP function indicated support of Header Enrichment of UL traffic. When present, it shall contain information for header enrichment.
	-
	X
	X
	X
	Header Enrichment

	Linked Traffic Endpoint ID
	C
	This IE may be present, if it is available and the UP function indicated support of the PDI optimisation feature, (see subclause 8.2.25). When present, it shall identify the Traffic Endpoint ID allocated for this PFCP session to receive the traffic in the reverse direction (see subclause 5.2.3.1).
	X
	X
	-
	X
	Traffic Endpoint ID

	Proxying
	C
	This IE shall be present if proxying is to be performed by the UP function.
When present, this IE shall contain the information that the UPF shall perfom ARP proxying as specified in IETF RFC 1027 [32] and / or IPv6 Neighbour Solicitation Proxying as specified in IETF RFC 4861 [33] functionality for the Ethernet PDUs.
	-
	-
	-
	X
	Proxying

	NOTE 1:
The Network Instance parameter is needed e.g. in the following cases:


-
PGW/TDF UP function supports multiple PDNs with overlapping IP addresses; 


-
SGW UP function is connected to PGWs in different IP domains (S5/S8);


-
PGW UP function is connected to SGWs in different IP domains (S5/S8);


-
SGW UP function is connected to eNodeBs in different IP domains;


-
UPF is connected to 5G-ANs in different IP domains.

NOTE 2:
If the Outer Header Creation and Forwarding Policy are present, the UP function shall put the user plane packets in the user plane tunnel by applying Outer Header Creation, after enforcing the required Forwarding Policy.


Table 7.5.2.3-3: Duplicating Parameters IE in FAR 
	Octet 1 and 2
	
	Duplicating Parameters IE Type = 5 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Destination Interface
	M
	This IE shall identify the destination interface of the outgoing packet.
	X
	X
	-
	X
	Destination Interface

	Outer Header Creation 
	C
	This IE shall be present if the UP function is required to add one or more outer header(s) to the outgoing packet. If present, it shall contain the F-TEID of the remote GTP-U peer. See NOTE 1.
	X
	X
	-
	X
	Outer Header Creation

	Transport Level marking
	C
	This IE shall be present if the UP function is required to mark the IP header with the DSCP marking as defined by IETF RFC 2474 [22]. When present, it shall contain the value of the DSCP in the TOS/Traffic Class field. 
	X
	X
	-
	X
	Transport Level Marking

	Forwarding Policy 
	C
	This IE shall be present if a specific forwarding policy is required to be applied to the packets. When present, it shall contain an Identifier of the Forwarding Policy locally configured in the UP function.
	X
	X
	-
	X
	Forwarding Policy

	NOTE 1:
If the Outer Header Creation and Forwarding Policy are present, the UP function shall put the user plane packets in the user plane tunnel by applying Outer Header Creation, after enforcing the required Forwarding Policy.


Editor's Note: Interception is FFS on N4, needs confirmation from SA3LI.

.5.2.5
Create QER IE within PFCP Session Establishment Request
The Create QER grouped IE shall be encoded as shown in Figure 7.5.2.5-1.

Table 7.5.2.5-1: Create QER IE within PFCP Session Establishment Request 

	Octet 1 and 2
	
	Create QER IE Type = 7 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	QER ID
	M
	This IE shall uniquely identify the QER among all the QER configured for that PFCP session
	-
	X
	X
	X
	QER ID

	QER Correlation ID
	C
	This IE shall be present if the UP function is required to correlate the QERs of several PFCP sessions, for APN-AMBR enforcement of multiple UE's PDN connections to the same APN.
	-
	X
	-
	X
	QER Correlation ID

	Gate Status
	M
	This IE shall indicate whether the packets are allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or downlink directions.
	-
	X
	X
	X
	Gate Status

	Maximum Bitrate
	C
	This IE shall be present if an MBR enforcement action shall be applied to packets matching this PDR. When present, this IE shall indicate the uplink and/or downlink maximum bit rate to be enforced for packets matching the PDR.

This IE may be set to the value of: 

-
the APN-AMBR, for a QER that is referenced by all the PDRs of the non-GBR bearers of a PDN connection; 

-
the TDF session MBR, for a QER that is referenced by all the PDRs of a TDF session;

-
the bearer MBR, for a QER that is referenced by all the PDRs of a bearer;

-
the QoS Flow MBR, for a QER that is referenced by all the PDRs of a QoS Flow (for 5GC);

-
the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.
	-
	X
	X
	X
	MBR

	Guaranteed Bitrate
	C
	This IE shall be present if a GBR has been authorized to packets matching this PDR. When present, this IE shall indicate the authorized uplink and/or downlink guaranteed bit rate.

This IE may be set to the value of: 

-
the aggregate GBR, for a QER that is referenced by all the PDRs of a GBR bearer;

-
the QoS Flow GBR, for a QER that is referenced by all the PDRs of a QoS Flow (for 5GC);

-
the SDF GBR, for a QER that is referenced by all the PDRs of a SDF.
	-
	X
	X
	X
	GBR

	Packet Rate
	C
	This IE shall be present if a Packet Rate enforcement action (in terms of number of packets per time interval) shall be applied to packets matching this PDR. 

When present, this IE shall indicate the uplink and/or downlink maximum packet rate to be enforced for packets matching the PDR.

This IE may be set to the value of: 

-
downlink packet rate for Serving PLMN Rate Control, for a QER that is referenced by all PDRs of the UE belonging to the PDN connection using CIoT EPS Optimizations as described in 3GPP TS 23.401 [2])

-
uplink and/or downlink packet rate for APN Rate Control, for a QER that is referenced by all the PDRs of the UE belonging to PDN connections to the same APN using CIoT EPS Optimizations as described in 3GPP TS 23.401 [2]).
	-
	X
	-
	
	Packet Rate

	DL Flow Level Marking
	C
	This IE shall be set if the UP function is required to mark the packets for QoS purposes: 

-
by the TDF-C, for DL flow level marking for application indication (see subclause 5.4.5); 

-
by the PGW-C, for setting the GTP-U Service Class Indicator extension header for service indication towards GERAN (see subclause 5.4.12).
	-
	X
	X
	-
	DL Flow Level Marking

	QoS flow identifier
	C
	This IE shall be present if the QoS flow identifier shall be included by the UPF.
	-
	-
	-
	X
	QFI

	Reflective QoS
	C
	This IE shall be present if the UP function is required to set Reflective QoS Identifier to request reflective QoS for uplink traffic.
	-
	-
	-
	X
	RQI


Table 7.5.3.1-1: Information Elements in a PFCP Session Establishment Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Node ID
	M
	This IE shall contain the unique identifier of the sending Node.
	X
	X
	X
	X
	Node ID

	Cause
	M
	This IE shall indicate the acceptance or the rejection of the corresponding request message.
	X
	X
	X
	X
	Cause

	Offending IE
	C
	This IE shall be included if the rejection is due to a conditional or mandatory IE missing or faulty.
	X
	X
	X
	X
	Offending IE

	UP F-SEID
	C
	This IE shall be present if the cause is set to "Request accepted (success)". When present, it shall contain the unique identifier allocated by the UP function identifing the session.
	X
	X
	X
	X
	F-SEID

	Created PDR 
	C
	This IE shall be present if the cause is set to "success" and the UP function was requested to allocate the local F-TEID for the PDR. 

When present, this IE shall contain the PDR information associated to the PFCP session. There may be several instances of this IE.

See table 7.5.3.2-1.
	X
	X
	-
	X
	Created PDR

	Load Control Information
	O
	The UP function may include this IE if it supports the load control feature and the feature is activated in the network.

See Table 7.5.3.3-1.
	X
	X
	X
	X
	Load Control Information

	Overload Control Information
	O
	During an overload condition, the UP function may include this IE if it supports the overload control feature and the feature is activated in the network.

See Table 7.5.3.4-1.
	X
	X
	X
	X
	Overload Control Information

	SGW-U FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	X
	-
	-
	-
	FQ-CSID

	PGW-U FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	-
	X
	-
	-
	FQ-CSID

	Failed Rule ID
	C
	This IE shall be included if the Cause IE indicates a rejection due to a rule creation or modification failure. 
	X
	X
	X
	X
	Failed Rule ID

	Created Traffic Endpoint 
	C
	This IE shall be present if the cause is set to "success" and the UP function was requested to allocate a local F-TEID in a Create Traffic Endpoint IE. When present, it shall contain the local F-TEID to be used for this Traffic Endpoint.

There may be several instances of this IE.
	X
	X
	-
	X
	Created Traffic Endpoint


7.5.3.2
Created PDR IE within PFCP Session Establishment Response
The Created PDR grouped IE shall be encoded as shown in Figure 7.5.3.2-1.

Table 7.5.3.2-1: Created PDR IE within PFCP Session Establishment Response 

	Octet 1 and 2
	
	Created PDR IE Type = 8 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	PDR ID
	M
	
	X
	X
	-
	X
	PDR ID

	Local F-TEID 
	C
	If the UP function allocates the F-TEID, this IE shall be present and shall contain the local F-TEID to be used for this PDR.
	X
	X
	-
	X
	F-TEID


Table 7.5.4.1-1: Information Elements in a PFCP Session Modification Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	CP F-SEID
	C
	This IE shall be present if the CP function decides to change its F-SEID for the PFCP session. The UP function shall use the new CP F-SEID for subsequent PFCP Session related messages for this PFCP Session. See Note 2.
	X
	X
	X
	X
	F-SEID

	Remove PDR
	C
	When present, this IE shall contain the PDR Rule which is requested to be removed. See Table 7.5.4-8. 

Several IEs within the same IE type may be present to represent a list of PDRs to remove.
	X
	X
	X
	X
	Remove PDR

	Remove FAR
	C
	When present, this IE shall contain the FAR Rule which is requested to be removed. See Table 7.5.4-9.

Several IEs within the same IE type may be present to represent a list of FARs to remove.
	X
	X
	X
	X
	Remove FAR

	Remove URR
	C
	When present, this shall contain the URR Rule which is requested to be removed. See Table 7.5.4-10.

Several IEs within the same IE type may be present to represent a list of URRs to remove.
	X
	X
	X
	X
	Remove URR

	Remove QER
	C
	When present, this IE shall contain the QER Rule which is requested to be removed. See Table 7.5.4-11. 

Several IEs within the same IE type may be present to represent a list of QERs to remove.
	-
	X
	X
	X
	Remove QER

	Remove BAR
	C
	When present, this IE shall contain the BAR Rule which is requested to be removed. See Table 7.5.4.12-1.
	X
	-
	-
	X
	Remove BAR

	Remove Traffic Endpoint
	C
	When present, this IE shall contain the Traffic Endpoint ID identifying the traffic endpoint to be removed, if the UP function has indicated support of PDI optimization.

All the PDRs that refer to the removed Traffic Endpoint shall be deleted.

See Table 7.5.4.14-1.
	X
	X
	X
	X
	Remove Traffic Endpoint

	Create PDR
	C
	This IE shall be present if the CP function requests the UP function to create a new PDR.
See Table 7.5.2.2-1. 

Several IEs within the same IE type may be present to represent a list of PDRs to create.
	X
	X
	X
	X
	Create PDR

	Create FAR
	C
	This IE shall be present if the CP function requests the UP function to create a new FAR.See Table 7.5.2.3-1.

Several IEs within the same IE type may be present to represent a list of FARs to create.
	X
	X
	X
	X
	Create FAR

	Create URR
	C
	This IE shall be present if the CP function requests the UP function to create a new URR. See Table 7.5.2.4-1. 

Several IEs within the same IE type may be present to represent a list of URRs to create.
	X
	X
	X
	X
	Create URR

	Create QER
	C
	This IE shall be present if the CP function requests the UP function to create a new QER. See Table 7.5.2.5-1. 

Several IEs within the same IE type may be present to represent a list of QERs to create.
	-
	X
	X
	X
	Create QER

	Create BAR
	C
	This IE shall be present if the CP function requests the UP function to create a new BAR. 
See Table 7.5.2.2-1.
	X
	-
	-
	X
	Create BAR

	Create Traffic Endpoint
	C
	When present this IE shall contain the information associated with the Traffic Endpoint to be created, if the UP function has indicated support of PDI optimization. See Table 7.5.2.7-1.
	X
	X
	X
	X
	Create Traffic Endpoint

	Update PDR
	C
	This IE shall be present if a PDR previously created for the PFCP session need to be modified. See Table 7.5.4.6-1. 

Several IEs within the same IE type may be present to represent a list of PDRs to update.
	X
	X
	X
	X
	Update PDR

	Update FAR
	C
	This IE shall be present if a FAR previously created for the PFCP session need to be modified. See Table 7.5.4.7-1. Several IEs within the same IE type may be present to represent a list of FARs to update.
	X
	X
	X
	X
	Update FAR

	Update URR
	C
	This IE shall be present if URR(s) previously created for the PFCP session need to be modified.

Several IEs within the same IE type may be present to represent a list of modified URRs. Previously URRs that are not modified shall not be included. See Table 7.5.4.8-1.
	X
	X
	X
	X
	Update URR

	Update QER
	C
	This IE shall be present if QER(s) previously created for the PFCP session need to be modified. 

Several IEs within the same IE type may be present to represent a list of modified QERs. 

Previously created QERs that are not modified shall not be included.
See Table 7.5.4.9-1.
	-
	X
	X
	X
	Update QER

	Update BAR
	C
	This IE shall be present if a BAR previously created for the PFCP session needs to be modified. 

A previously created BAR that is not modified shall not be included.
See Table 7.5.4.3-3.
	X
	-
	-
	X
	Update BAR

	Update Traffic Endpoint
	C
	When present this IE shall contain the information associated with the traffic endpoint to be updated, if the UP function has indicated support of PDI optimization.

All the PDRs that refer to the Traffic Endpoint shall use the updated Traffic Endpoint information.

See Table 7.5.4.13-1.
	X
	X
	X
	X
	Update Traffic Endpoint

	PFCPSMReq-Flags
	C
	This IE shall be included if at least one of the flags is set to 1. 

-
DROBU (Drop Buffered Packets): the CP function shall set this flag if the UP function is requested to drop the packets currently buffered for this PFCP session (see NOTE 1).

-
QAURR (Query All URRs): the CP function shall set this flag if the CP function requests immediate usage report(s) for all the URRs previously provisioned for this PFCP session (see NOTE 3). 
	X

X
	-

X
	-

X
	X

X
	PFCPSMReq-Flags

	Query URR
	C
	This IE shall be present if the CP function requests immediate usage report(s) to the UP function. 

Several IEs within the same IE type may be present to represent a list of URRs for which an immediate report is requested.

See Table 7.5.4.10-1. 

See NOTE 3.
	X
	X
	X
	X
	Query URR

	PGW-C FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	X
	X
	-
	-
	FQ-CSID

	SGW-C FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	X
	X
	-
	-
	FQ-CSID

	MME FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	X
	X
	-
	-
	FQ-CSID

	ePDG FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	-
	X
	-
	-
	FQ-CSID

	TWAN FQ-CSID
	C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	-
	X
	-
	-
	FQ-CSID

	User Plane Inactivity Timer
	C
	This IE shall be present if it needs to be changed.
	-
	X
	X
	X
	User Plane Inactivity Timer

	Query URR Reference
	O
	This IE may be present if the Query URR IE is present or the QAURR flag is set to "1". When present, it shall contain a reference identifying the query request, which the UP function shall return in any usage report sent in response to the query.
	X
	X
	X
	X
	Query URR Reference

	Trace Information
	O
	When present, this IE shall contain the trace instructions to be applied by the UP function for this PFCP session.

A Trace Information with a null length indicates that the trace session shall be deactivated. 
	X
	X
	X
	X
	Trace Information

	NOTE 1:
The CP function may request the UP function to drop the packets currently buffered for the PFCP session when using extended buffering of downlink data packets, buffering is performed in the UP function and the DL Data Buffer Expiration Time is handled by the CP function. In this case, when the DL Data Buffer Expiration Time expires, the CP function shall send an PFCP Session Modification Request including the DROBU flag (to drop the downlink data packets currently buffered in the UP function) and updating the Apply Action within the FARs of this PFCP session to request the UP function to start buffering the downlink data packets with notifying the arrival of subsequent downlink data packets. See subclause 5.9.3 of 3GPP TS 23.214 [2].

NOTE 2:
When changing the CP F-SEID of an established PFCP Session, the CP function shall be able to handle any incoming PFCP Session related messages sent by the UP function with the previous CP F-SEID for a duration at least longer than twice the PFCP retransmission timer (N1xT1).

NOTE 3:
The QAURR (Query All URRs) flag in the PFCPSMReq-Flags IE and the Query URR IE are exclusive from each other in a PFCP Session Modification Request.


7.5.4.2
Update PDR IE within PFCP Session Modification Request
The Update PDR grouped IE shall be encoded as shown in Figure 7.5.4.2-1.

Table 7.5.4.2-1: Update PDR IE within PFCP Session Modification Request
	Octet 1 and 2
	
	Update PDR IE Type = 9 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	PDR ID
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that PFCP session.
	X
	X
	X
	X
	PDR ID

	Outer Header Removal 
	C
	This IE shall be present if it needs to be changed.
	X
	X
	-
	X
	Outer Header Removal

	Precedence
	C
	This IE shall be present if there is a change in the PDR's precedence to be applied by the UP function among all PDRs of the PFCP session, when looking for a PDR matching an incoming packet.
	-
	X
	X
	X
	Precedence

	PDI
	C
	This IE shall be present if there is a change within the PDI against which incoming packets will be matched. When present, this IE shall replace the PDI previously stored in the UP function for this PDR. See Table 7.5.2.2-2.
	X
	X
	X
	X
	PDI

	FAR ID 
	C
	This IE shall be present if it needs to be changed
	X
	X
	X
	X
	FAR ID

	URR ID 
	C
	This IE shall be present if a measurement action shall be applied or no longer applied to packets matching this PDR.

When present, this IE shall contain the list of all the URR IDs to be associated to the PDR.
	X
	X
	X
	X
	URR ID

	QER ID 
	C
	This IE shall be present if a QoS enforcement action shall be applied or no longer applied to packets matching this PDR.

When present, this IE shall contain the list of all the QER IDs to be associated to the PDR.
	-
	X
	X
	X
	QER ID

	Activate Predefined Rules 
	C
	This IE shall be present if new Predefined Rule(s) needs to be activated for the PDR. When present this IE shall contain one Predefined Rules name.

Several IEs with the same IE type may be present to represent multiple "Activate Predefined Rules" names.
	-
	X
	X
	X
	Activate Predefined Rules 

	Deactivate Predefined Rules 
	C
	This IE shall be present if Predefined Rule(s) needs to be deactivated for the PDR. When present this IE shall contain one Predefined Rules name.

Several IEs with the same IE type may be present to represent multiple "Activate Predefined Rules" names.
	-
	X
	X
	X
	Deactivate Predefined Rules 

	NOTE:
The IEs which do not need to be modified shall not be included in the Update PDR IE. The UP function shall continue to behave according to the values previously received for IEs not present in the Update PDR IE.


7.5.4.3
Update FAR IE within PFCP Session Modification Request
The Update FAR grouped IE shall be encoded as shown in Figure 7.5.4.3-1.

Table 7.5.4.3-1: Update FAR IE within PFCP Session Modification Request 

	Octet 1 and 2
	
	Update FAR IE Type = 10 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	FAR ID
	M
	This IE shall identify the FAR to be updated.
	X
	X
	X
	X
	FAR ID

	Apply Action
	C
	This IE shall be present if it is changed.
	X
	X
	X
	X
	Apply Action

	Update Forwarding parameters
	C
	This IE shall be present if it is changed.See table 7.5.4.3-2.
	X
	X
	X
	X
	Update Forwarding Parameters

	Update Duplicating Parameters 
	C
	This IE shall be present if it is changed. See table 7.5.4.3-3.

Several IEs with the same IE type may be present to request to duplicate the packets to different destinations.
	X
	X
	-
	X
	Update Duplicating Parameters

	BAR ID
	C
	This IE shall be present if the BAR ID associated to the FAR needs to be modified. See Table 7.5.4.11-1.
	X
	-
	-
	X
	BAR ID

	NOTE:
The IEs which do not need to be modified shall not be included in the Update FAR IE. The UP function shall continue to behave according to the values previously received for IEs not present in the Update FAR IE.


Editor's Note: Interception (e.g. Update Duplicating Parameters) needs final confirmation form SA3LI.

Table 7.5.4.3-2: Update Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Update Forwarding Parameters IE Type = 11 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Destination Interface
	C
	This IE shall only be provided if it is changed. 

When present, it shall indicate the destination interface of the outgoing packet.
	X
	X
	X
	X
	Destination Interface

	Network instance
	C
	This IE shall only be provided if it is changed.
	X
	X
	X
	X
	Network Instance

	Redirect Information
	C
	This IE shall be present if the instructions regarding the redirection of traffic by the UP function need to be modified.
	-
	X
	X
	X
	Redirect Information

	Outer Header Creation 
	C
	This IE shall only be provided if it is changed. See NOTE 1.
	X
	X
	-
	X
	Outer Header Creation

	Transport Level Marking 
	C
	This IE shall only be provided if it is changed
	X
	X
	-
	X
	Transport Level Marking

	Forwarding Policy 
	C
	This IE shall only be provided if it is changed. See NOTE 1.
	-
	X
	X
	X
	Forwarding Policy

	Header Enrichment
	C
	This IE shall only be provided if it is changed
	-
	X
	X
	X
	Header Enrichment

	PFCPSMReq-Flags
	C
	This IE shall be included if at least one of the flags is set to 1. 

-
SNDEM (Send End Marker Packets): this IE shall be present if the CP function modifies the F-TEID of the downstream node in the Outer Header Creation IE and the CP function requests the UP function to construct and send GTP-U End Marker messages towards the old F-TEID of the downstream node. 
	X
	X
	-
	X
	PFCPSMReq-Flags

	Linked Traffic Endpoint ID
	C
	This IE may be present, if it is changed and the UP function indicated support of the PDI optimization feature, (see subclause 8.2.25). When present, it shall identify the Traffic Endpoint ID allocated for this PFCP session to receive the traffic in the reverse direction (see subclause 5.2.3.1).
	X
	X
	-
	X
	Traffic Endpoint ID

	NOTE 1:
If the Outer Header Creation and Forwarding Policy are present, the UP function shall put the user plane packets in the user plane tunnel by applying Outer Header Creation, after enforcing the required Forwarding Policy.


Table 7.5.4.3-3: Update Duplicating Parameters IE in FAR 
	Octet 1 and 2
	
	Update Duplicating Parameters IE Type = 105 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Destination Interface
	C
	This IE shall only be provided if it is changed. 

When present, it shall indicate the destination interface of the outgoing packet.
	X
	X
	-
	X
	Destination Interface

	Outer Header Creation 
	C
	This IE shall only be provided if it is changed. See NOTE 1.
	X
	X
	-
	X
	Outer Header Creation

	Transport Level Marking 
	C
	This IE shall only be provided if it is changed.
	X
	X
	-
	X
	Transport Level Marking

	Forwarding Policy 
	C
	This IE shall only be provided if it is changed. See NOTE 1.
	-
	X
	-
	X
	Forwarding Policy

	NOTE 1:
If the Outer Header Creation and Forwarding Policy are present, the UP function shall put the user plane packets in the user plane tunnel by applying Outer Header Creation, after enforcing the required Forwarding Policy.


Editor's Note: Interception (e.g. Update Duplicating Parameters) needs final confirmation form SA3LI.

7.5.4.5
Update QER IE within PFCP Session Modification Request
The Update QER grouped IE shall be encoded as shown in Figure 7.5.4.5-1.

Table 7.5.4.5-1: Update QER IE within PFCP Session Modification Request 

	Octet 1 and 2
	
	Update QER IE Type = 14 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	QER ID
	M
	This IE shall uniquely identify the QER among all the QRs configured for that PFCP session
	-
	X
	X
	X
	QER ID

	QER Correlation ID
	C
	This IE shall be present if the QER correlation ID in this QER needs to be modified.

See NOTE 1.
	-
	X
	-
	X
	QER Correlation ID

	Gate Status
	C
	This IE shall be present if the Gate Status needs to be modified. When present, it shall indicate whether the packets are allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or downlink directions.
See NOTE 1.
	-
	X
	X
	X
	Gate Status

	Maximum Bitrate
	C
	This IE shall be present if an MBR enforcement action applied to packets matching this PDR need to be modified. 

When present, this IE shall indicate the uplink and/or downlink maximum bit rate to be enforced for packets matching the PDR.

This IE may be set to the value of: 

-
the APN-AMBR, for a QER that is referenced by all the PDRs of the non-GBR bearers of a PDN connection; 

-
the TDF session MBR, for a QER that is referenced by all the PDRs of a TDF session;

-
the bearer MBR, for a QER that is referenced by all the PDRs of a bearer;

-
the QoS Flow MBR, for a QER that is referenced by all the PDRs of a QoS Flow (for 5GC);

-
the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.

See NOTE 1.
	-
	X
	X
	X
	MBR

	Guaranteed Bitrate
	C
	This IE shall be present if a GBR authorization to packets matching this PDR needs to be modified. When present, this IE shall indicate the authorized uplink and/or downlink guaranteed bit rate.

This IE may be set to the value of: 

-
the aggregate GBR, for a QER that is referenced by all the PDRs of a GBR bearer;

-
the QoS Flow GBR, for a QER that is referenced by all the PDRs of a QoS Flow (for 5GC);

-
the SDF GBR, for a QER that is referenced by all the PDRs of a SDF.

See NOTE 1.
	-
	X
	X
	X
	GBR

	Packet Rate
	C
	This IE shall be present if a Packet Rate enforcement action (in terms of number of packets per time interval) need to be modified for packets matching this PDR. 
	-
	X
	-
	
	Packet Rate

	DL Flow Level Marking
	C
	This IE shall be set if the DL Flow Level Marking IE needs to be modified.
See NOTE 1.
	-
	X
	X
	-
	DL Flow Level Marking

	QoS flow identifier
	C
	This IE shall be present if it needs to be modified.
	-
	-
	-
	X
	QFI

	Reflective QoS
	C
	This IE shall be present if it needs to be modified.
	-
	-
	-
	X
	RQI

	NOTE 1:
The IEs which do not need to be modified shall not be included in the Update QER IE. The UP function shall continue to behave according to the values previously received for IEs not present in the Update QER IE.


7.5.4.6
Remove PDR IE within PFCP Session Modification Request
The Remove PDR grouped IE shall be encoded as shown in Figure 7.5.4.6-1.

Table 7.5.4.6-1: Remove PDR IE within PFCP Session Modification Request 

	Octet 1 and 2
	
	Remove PDR IE Type = 15 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	PDR ID
	M
	This IE shall identify  the PDR to be deleted.


	X
	X
	X
	X
	PDR ID


7.5.4.7
Remove FAR IE within PFCP Session Modification Request
The Remove FAR grouped IE shall be encoded as shown in Figure 7.5.4.7-1.

Table 7.5.4.7-1: Remove FAR IE within PFCP Session Modification Request 

	Octet 1 and 2
	
	Remove FAR IE Type = 16 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	FAR ID
	M
	This IE shall identify the FAR to be deleted.
	X
	X
	X
	X
	FAR ID


7.5.4.8
Remove URR IE within PFCP Session Modification Request
The Remove URR grouped IE shall be encoded as shown in Figure 7.5.4.7-1.

Table 7.5.4.8-1: Remove URR IE within PFCP Session Modification Request 

	Octet 1 and 2
	
	Remove URR IE Type = 17 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	URR ID
	M
	This IE shall identify the URR to be deleted.
	X
	X
	X
	X
	URR ID


7.5.4.9
Remove QER IE PFCP Session Modification Request
The Remove QER grouped IE shall be encoded as shown in Figure 7.5.4.9-1.

Table 7.5.4.9-1: Remove QER IE PFCP Session Modification Request
	Octet 1 and 2
	
	Remove QER IE Type = 18 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	QER ID
	M
	This IE shall identify the QER to be deleted.
	-
	X
	X
	X
	QER ID
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Figure 15: UP packet handling at the UPF (diagram from TS 29.244)
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Figure 16: flow diagram from TS 23.502
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