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[bookmark: _Toc536178032]<<<<<<<<<<<<<<<<<<<< FIRST CHANGE >>>>>>>>>>>>>>>>>>>>
6.2.3.3	Triggering of the UPF from SMF over LI_T3
When interception of communication contents or interception of Packet Data Headers is required, the SMF CC-TF present in the SMF sends a trigger to the UPF CC-POI  present in the UPF over the LI_T3 interface.
When the CC-TF in the SMF detects that a PDU session has been established for a target UE, it shall send an activation message to the CC-POI in the UPF over the LI_T3 interface. The activation message shall contain the correlation identifiers that the CC-POI in the UPF shall use when emitting xCC or xIRI. This can be achieved by sending an ActivateTask message as defined in TS 103 221-1 [7] clause 6.2.1 with the following details:
Table 6.2.3-5: ActivateTask message for triggering the CC-POI in the UPF
	TS 103 221-1 Field name
	Value
	M/C/O

	XID
	Set to the same XID associated with the interception in the SMF

NOTE: It is for further study how the CC-TF and IRI-POI in the SMF agree on the XID.
	M

	TargetIdentifiers
	Packet detection criteria as determined by the CC-TF in the SMF, which enables the UPF to isolate target traffic. The UPF CC-POI shall support at least the following identifier types:

GTP Tunnel ID
IPv4 addressIPv6 address

NOTE: This value is the target identifier for the UPF CC-POI, and may be different from the target identifier specified in the warrant.
	M

	DeliveryType
	Set to “X3Only” if communication content interception is authorized, or “X2Only” if Packet Data Header interception is authorized.
	M

	ListOfDIDs
	Delivery endpoints for LI_X2 or LI_X3. These delivery endpoints shall be configured by the SMF CC-TF in the SMF using the CreateDestination message as described in TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	CorrelationNumber
	Correlation ID to assign to X3 PDUs generated by the UPF CC-POI in the UPF
	M



The following table adds new necessary parameters to trigger packet header reporting.
Table 6.2.3-6: ActivatePDHReporting Parameters 
	Field name
	Value
	M/C/O

	PdhType
	If only Packet Data Header interception is authorized, this field is set to either “PDHR,” if Packet Data Header Reporting interception is required, or is set to “PDSR,” if Packet Data Summary Reporting interception is required.
	C

	PdsrOneShotOrInterim
	If Packet Data Summary Reporting is required, this field is set either to:
a) one shot (one summary report summarizes all packets of a data session)
b) interim (triggered prior to the completion of a data session, yielding multiple summaries per session)
	C

	PdsrType
	If Packet Data Summary Reporting is required, and the PdsrOneShotOrInterim is set to interim, this field is set to one of the following triggers:
a) timer expiry (along with a timer value)
b) packet count (along with a value for the number of packets detected before a summary is triggered)
c) report size (along with a value for the number of source and destination pairs reached before a summary is triggered)
d) byte size (along with a value for the cumulative byte size reached before a summary is triggered)
Summary reports shall NOT be cumulative, i.e., each summary report shall describe only the packets contained in its respective range, and each new summary shall start its count (of whichever attribute from the numbered list above applies) from zero, i.e., the information in the (n+1)’th summary report starts immediately after the end of the n’th summary report. 
	C




When the CC-TF in the SMF detects that a targeted PDU session has changed in a way which requires changes to the interception by the UPF CC-POI in the UPF, the CC-TF  shall modify the interception at the UPF CC-POI in the UPF over the LI_T3 interface accordingly. This is achieved by sending an ModifyTask message as defined in TS 103 221-1[ [7] clause 6.2.2 with the following details:

Table 6.2.3-6: ModifyTask message for updating interception at the UDF CC-POI in the UPF
	Field name
	Value
	M/C/O

	XID
	Set to the XID associated with the interception
	M

	TargetIdentifiers
	Updated packet detection criteria as determined by the CC-TF in the SMF.

NOTE: – See notes on TargetIdentifiers in Table 6.2.3-5
	M



When the SMF CC-TF in the SMF detects that the PDU session has been released for a target UE, it shall send a deactivation message to the UPF CC-POI in the UPF over the LI_T3 interface. When using TS 103 221-1 [7] this is achieved by sending a DeactivateTask message with the XID field set to the XID associated with the interception, as described in TS 103 221-1 [7] clause 6.2.3.
<<<<<<<<<<<<<<<<<<<< END of FIRST CHANGE >>>>>>>>>>>>>>>>>>>>



<<<<<<<<<<<<<<<<<<<< SECOND CHANGE >>>>>>>>>>>>>>>>>>>>
6.2.3.4	Generation of xIRI at UPF over LI_X2
Editor’s Note – Someone who knows about Packet Data Header Reporting probably ought to write this…
Editor’s Note – also need a section on use of LI_T2 to trigger Packet Data Header Reporting in the UPF.
The UPF CC-POI generates Packet Data Header information either in per-packet form, as Packet Data Header Reports (PDHRs), or in summary form, as Packet Data Header Summary Reports (PDSRs). If the CC-POI is placed on a link which fragmented the original IP packet (see IETF RFC 791 [REF: https://tools.ietf.org/html/rfc791] for basic fragmentation rules, and IETF RFC 815 [REF: https://tools.ietf.org/html/rfc815] for more complex re-assembly rules), the situation may occur in which only the first fragment can be sensibly reported in a PDHR, while the subsequent fragments will be missing essential fields that are mandatory, which may cause simplistic implementations to mis-report them, or omit them altogether. The only way to guarantee correct reporting is to choose a non-fragmenting CC-POI.
6.2.3.4.1 Packet Data Header Reporting (PDHR)
If per-packet form is used, the UPF CC-POI extracts the following information from each packet:
Table 6.2.3-7: PDHR information extracted by the UPF CC-POI
	Field name
	Description
	M/C/O

	targetIdentifiers
	Packet detection criteria as determined by the CC-TF in the SMF, which enables the UPF to isolate target traffic. The UPF CC-POI shall support at least the following identifier types:
· GTP Tunnel ID
· IPv4 address
· IPv6 address
NOTE: This value is the target identifier for the UPF CC-POI and may be different from the target identifier specified in the warrant.
	M

	correlationNumber
	Correlation number generated at activation by the SMF for this UPF CC-POI associated with the LIID
	M

	sourceIPaddress
	Shall contain the source address of the packet from the 32-bit “Source Address” field in IPv4, as defined in IETF RFC 791 [REF: https://tools.ietf.org/html/rfc791], or from the 128-bit “Source Address” field, as defined in IETF RFC 2460 [REF: https://www.ietf.org/rfc/rfc2460.txt].
	M

	sourcePortNumber
	Shall contain the “Source Port” number that indicates and application or service running on top of the transport, if the “nextLayerProtocol” transport field (see below in this table) is one of:
a) Transmission Control Protocol (TCP), IP “Protocol” field decimal “6” [REF: https://tools.ietf.org/html/rfc793];
b) User Datagram Protocol (UDP), IP “Protocol” field decimal “17” [REF: https://tools.ietf.org/html/rfc768];
c) Datagram Congestion Control Protocol (DCCP), IP “Protocol” field decimal “33” [REF: https://tools.ietf.org/html/rfc4340]; or
d) Stream Control Transmission Protocol (SCTP), IP “Protocol” field decimal “132” [REF: https://tools.ietf.org/html/rfc4960].
[REF: https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml]
	C

	destinationIpAddress
	Shall contain the destination address of the packet from the 32-bit “Destination Address” field in IPv4, as defined in IETF RFC 791 [REF: https://tools.ietf.org/html/rfc791], or from the 128-bit “Destination Address” field, as defined in IETF RFC 2460 [REF: https://www.ietf.org/rfc/rfc2460.txt].
	M

	destinationPortNumber
	Shall contain the “Destination Port” number that indicates and application or service running on top of the transport, if the “nextLayerProtocol” transport field (see below in this table) is one of:
a) Transmission Control Protocol (TCP), IP “Protocol” field decimal “6” [REF: https://tools.ietf.org/html/rfc793];
b) User Datagram Protocol (UDP), IP “Protocol” field decimal “17” [REF: https://tools.ietf.org/html/rfc768];
c) Datagram Congestion Control Protocol (DCCP), IP “Protocol” field decimal “33” [REF: https://tools.ietf.org/html/rfc4340]; or
d) Stream Control Transmission Protocol (SCTP), IP “Protocol” field decimal “132” [REF: https://tools.ietf.org/html/rfc4960].
[REF: https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml]
	C

	nextLayerProtocol
	Shall contain the contents of the “Protocol” field as defined in IETF RFC 791 [REF: https://tools.ietf.org/html/rfc791], and is one of the Assigned Internet Protocol Numbers defined in the Protocol Numbers standard published by IANA [REF: https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml].
	M

	flowLabel
	If the IP addresses in the report are IPv6, this field shall contain the 20-bit IPv6 “Flow Label” 
[REF: IPv6: https://tools.ietf.org/html/rfc2460]; 
[REF: Flow Label: https://tools.ietf.org/html/rfc6437]
	C

	direction
	Shall contain the direction of the intercepted packet, and it indicates either “from target” or “to target.”
	M

	packetSize
	Shall contain the value of the “Total Length” IP header field if IPv4 is used, as defined in IETF RFC 791 [REF: https://tools.ietf.org/html/rfc791], or the value of the “Payload Length” field if IPv6 is used, as defined in IETF RFC 2460 [REF: https://www.ietf.org/rfc/rfc2460.txt].
	M




6.2.3.4.2 Packet Data Summary Reporting (PDSR)
If Summary form is used, the UPF CC-POI extracts from each packet the following information, and aggregates it in summaries:
Table 6.2.3-8: PDSR information extracted by the UPF CC-POI
	Field name
	Description
	M/C/O

	targetIdentifiers
	Packet detection criteria as determined by the CC-TF in the SMF, which enables the UPF to isolate target traffic. The UPF CC-POI shall support at least the following identifier types:
· GTP Tunnel ID
· IPv4 address
· IPv6 address
NOTE: This value is the target identifier for the UPF CC-POI and may be different from the target identifier specified in the warrant.
	M

	correlationNumber
	Correlation number generated at activation by the SMF for this UPF CC-POI associated with the LIID
	M

	sourceIPaddress
	Shall contain the source address of the packet from the 32-bit “Source Address” field in IPv4, as defined in IETF RFC 791 [REF: https://tools.ietf.org/html/rfc791], or from the 128-bit “Source Address” field, as defined in IETF RFC 2460 [REF: https://www.ietf.org/rfc/rfc2460.txt].
	M

	sourcePortNumber
	Shall contain the “Source Port” number that indicates and application or service running on top of the transport, if the “nextLayerProtocol” transport field (see below in this table) is one of:
e) Transmission Control Protocol (TCP), IP “Protocol” field decimal “6” [REF: https://tools.ietf.org/html/rfc793];
f) User Datagram Protocol (UDP), IP “Protocol” field decimal “17” [REF: https://tools.ietf.org/html/rfc768];
g) Datagram Congestion Control Protocol (DCCP), IP “Protocol” field decimal “33” [REF: https://tools.ietf.org/html/rfc4340]; or
h) Stream Control Transmission Protocol (SCTP), IP “Protocol” field decimal “132” [REF: https://tools.ietf.org/html/rfc4960].
[REF: https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml]
	C

	destinationIpAddress
	Shall contain the destination address of the packet from the 32-bit “Destination Address” field in IPv4, as defined in IETF RFC 791 [REF: https://tools.ietf.org/html/rfc791], or from the 128-bit “Destination Address” field, as defined in IETF RFC 2460 [REF: https://www.ietf.org/rfc/rfc2460.txt].
	M

	destinationPortNumber
	Shall contain the “Destination Port” number that indicates and application or service running on top of the transport, if the “nextLayerProtocol” transport field (see below in this table) is one of:
e) Transmission Control Protocol (TCP), IP “Protocol” field decimal “6” [REF: https://tools.ietf.org/html/rfc793];
f) User Datagram Protocol (UDP), IP “Protocol” field decimal “17” [REF: https://tools.ietf.org/html/rfc768];
g) Datagram Congestion Control Protocol (DCCP), IP “Protocol” field decimal “33” [REF: https://tools.ietf.org/html/rfc4340]; or
h) Stream Control Transmission Protocol (SCTP), IP “Protocol” field decimal “132” [REF: https://tools.ietf.org/html/rfc4960].
[REF: https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml]
	C

	nextLayerProtocol
	Shall contain the contents of the “Protocol” field as defined in IETF RFC 791 [REF: https://tools.ietf.org/html/rfc791], and is one of the Assigned Internet Protocol Numbers defined in the Protocol Numbers standard published by IANA [REF: https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml].
	M

	flowLabel
	If the IP addresses in the report are IPv6, this field shall contain the 20-bit IPv6 “Flow Label” 
[REF: IPv6: https://tools.ietf.org/html/rfc2460]; 
[REF: Flow Label: https://tools.ietf.org/html/rfc6437]
	C

	direction
	Shall contain the direction of the intercepted packet, and it indicates either “from target” or “to target.”
	M

	summaryTrigger
	Shall contain the trigger that caused the summary report to be emitted, which is one of the following:
a) timer expiry
b) packet count 
c) report size
d) byte size 
	M

	firstPacketTimestamp
	Shall contain the timestamp that represents the time that the CC-POI detected the first packet in the set represented by this summary.
	M

	lastPacketTimestamp
	Shall contain the timestamp that represents the time that the CC-POI detected the last packet in the set represented by this summary.
	M

	packetCount
	Shall contain the number of packets detected during the creation of this summary
	M

	byteCount
	Shall contain the number of bytes summed across all packets that belong to this summary. For IPv4 it is the sum of the “Total Length” fields of all packets in the summary [REF: https://tools.ietf.org/html/rfc791],  while for IPv6 it is the sum of the “Payload Length” fields of all packets in the summary [REF: https://tools.ietf.org/html/rfc2460].
	M


  <<<<<<<<<<<<<<<<<<<< END of SECOND CHANGE >>>>>>>>>>>>>>>>>>>>


































<<<<<<<<<<<<<<<<<<<< THIRD CHANGE >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc536178073]Annex A (normative): Structure of the Internal Interface

XIRIActivatePDR ::= SEQUENCE { -- See clause 6.2.3.3
	pDHType			[0] PdhType,
	pdsrOneShot		[1] PdsrOneShot,
	pdsrType		[2]	SummaryTrigger,
	triggerValue	[3]	INTEGER
}

PdhType	::= ENUMERATED {
	pdhr	(0),
	pdsr	(1)
}

PdsrOneShot ::= ENUMERATED {
	oneShot	(0),
	interim	(1)
}

SummaryTrigger ::= ENUMERATED {
	timerExpiry	(0),
	packetCount	(1),
	reportSize	(2),
	byteSize	(3)
}

XIRIUPFPDHR ::= SEQUENCE { -- See clause 6.2.3.4.1 
	targetIdentifiers		[0] TargetIds,
	correlationNumber		[1] CorrelationNumber,
	sourceIpAddress			[2]	IpAddress,
	sourcePort				[3]	INTEGER					OPTIONAL,
	destinationIpAddress	[4]	IpAddress,
	destinationPort			[5]	INTEGER					OPTIONAL,
	nextLayerProtocol		[6] INTEGER,
	iPv6flowLabel			[7] OCTET STRING(SIZE(3)) 	OPTIONAL, --20 bits
	direction				[8] Direction,
	packetSize				[9] INTEGER
}

XIRIUPFPDSR ::= SEQUENCE { -- See clause 6.2.3.4.2 
	targetIdentifiers		[0] TargetIds,
	correlationNumber		[1] CorrelationNumber,
	sourceIpAddress			[2]	IpAddress,
	sourcePort				[3]	INTEGER					OPTIONAL,
	destinationIpAddress	[4]	IpAddress,
	destinationPort			[5]	INTEGER					OPTIONAL,
	nextLayerProtocol		[6] INTEGER,
	iPv6flowLabel			[7] OCTET STRING(SIZE(3)) 	OPTIONAL, --20 bits
	direction				[8] Direction,
	summaryTrigger			[9] SummaryTrigger,
	firstPacketTimestamp	[10] Timestamp,
	lastPacketTimestamp		[11] Timestamp,
	packetCount				[12] INTEGER,
	byteCount				[13] INTEGER
}

IpAddress	::=	CHOICE {
	ipv4 	[0] OCTET STRING(SIZE(4)),
	ipv6	[1]	OCTET STRING(SIZE(16))
}

Direction ::= ENUMERATED {
	fromTarget	(0),
	toTarget	(1)
}
<<<<<<<<<<<<<<<<<<<< END of THIRD CHANGE >>>>>>>>>>>>>>>>>>>>

