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Abstract of the contribution: This pCR proposes to add UDP/DTLS as additional option to TCP as transport mechanism for LI_X3 and LI_HI3.
Discussion:
In the current version of TS 33.128, ETSI DTS 103 221-2 and TS 102 232-1 are adopted as standard interfaces respectively for LI_X3 and LI_HI3. For the transport protocol, DTS 103 221-2 specifies a default profile based on TCP and allows further profiles to be defined for LI_X3; TS 102 232-1 describes a transport layer based on TCP. In order to cope with 5G full rate from a given intercepted user and typical average rates from all intercepted users in a 5G scenario, it is proposed to add UDP/DTLS as alternative option, provided that an agreement exists between network operator and LEA on its use.  

**** First Change ****
[bookmark: _Toc534833486]5.3.3	Usage for realising LI_X3
The POI sending xIRI messages over the LI_X2 interface shall set the PDU type field for these messages to “X3 PDU”. (see ETSI TS 103 221-2 [8] clause 5.1).
ETSI TS 103 221-2 [8] specifies in clause 6 a default profile, allowing further profiles to be defined. The default profile specified in ETSI TS 102 221-2 [8] shall be supported. However, based on agreement between network operator and LEA, in order to cope with 5G full rate from a given intercepted user and typical average rates from all intercepted users in a 5G scenario, UDP/DTLS may be used as alternative transport protocol for LI_X3.
Editor’s Note – Need to investigate the use of e.g. UDP for X3 for high data rate scenarios, and potentially take this to ETSI.
Editor’s Note: Other areas where we may wish to define, or override defaults specified in TS 103 221-2 are:
· Whether we wish to define formats and hierarchies for the DID, NFID and IPID (clauses 5.3.3, 5.3.4 and 5.3.5)
· Whether sequence numbers are used (see clause 5.3.6). We might want to make this decision per-function. Also may wish to define procedures at the MF should sequence numbers not match up.
· Whether timestamps are used (see clause 5.3.7). We might want to make this decision per-function.

**** Next Change ****

[bookmark: _Toc534833493]5.5.3 	Usage for realising LI_HI3
The LI_HI3 messages are structured as a header and a payload. The header contains general information like LIID, Timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains content of communication based on information that the MDF3 has received from sources in the network, such as the CC-POI as described in section 6 and 7 of the present document. Details of the LI_HI3 messages can be found in Annex B of the present document. Messages defined as passing over the LI_HI3 interface shall be passed as the payload of the threeGPPCC field (see TS ETSI 102 232 – 7 [10] clause 15).
Transport layer based on TCP as described in clause 6.4 of ETSI TS 102 232-1 [9] shall be supported. However, based on agreement between network operator and LEA, in order to cope with 5G full rate from a given intercepted user and typical average rates from all intercepted users in a 5G scenario, UDP/DTLS may be used as alternative transport protocol for LI_HI3.
Editor’s Note – Clause 15 does not yet exist, and will either be introduced by a CR or the text above will be revised.
Editor’s Note – Need to investigate the use of e.g. UDP for HI3 for high data rate scenarios, and potentially take this to ETSI.
Editor’s Note – this assumes we add a new dedicated CC contents field to TS 102 232 part 1 and refer to it in part 7
Editor’s Note – There are more options in TS 102 232 than can be further specified or overridden in this document, including (contribution to specify these details are welcome):
· Use of keepalives and length of wait timers (TIME1, TIME2, TIME3). See clause 6.3.4.
Support or use of various capabilities (encryption, payload aggregation, capability negotiation etc). See primarily clause 6.2.
**** End of Changes ****
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