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Communications from/to the target (who is mobile subscriber) involving a WLAN access have been intercepted at a gateway entry point into the mobile network (e.g., Packet Data Gateway [PDG]) in 3G and 4G networks as described in 3GPP TS 33.107 and 3GPP TS 33.108.

In 5G, it appears that interception of such traffic is planned to occur deeper in the network (i.e., UPF) rather than at the gateway entry point (N3IWF).  This may provide for adequate interception of CC and most IRI.  However, certain IRI is only available at the N3IWF, such as the outer layer tunnel IP Address and Port Number of the UE as seen by the N3IWF.  Such information has been reported by the PDG and ePDG in 3G and 4G.

However, only reporting from the SMF/UPF, will result in Law Enforcement losing information that was previously reported by the CSP could also jeopardize a CSP’s ability to meet its regulatory requirements.  
ETSI TC LI expects that the outer layer tunnel IP Address and Port Number of the UE connecting to the 5G core network via the N3IWF would be reported by the LI solution.  

As it is not clear how this reporting is supported, ETSI TC LI would like to know how SA3-LI supports the reporting of the outer layer tunnel IP Address and Port Number of the UE in the current LI solution approach for 5G.  
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