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	 FIRST CHANGE 	

6.2.3	LI for SMF/UPF
[bookmark: _Toc529988941]6.2.3.1	General description
Editor’s Note: Include a general architecture description from 6.2.3.1 fig 6.2-4
[bookmark: _Toc529988942]6.2.3.12	Provisioning of SMF over LI_X1
The IRI-POI and CC-TF present in the SMF are provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. 
The POI in the SMF shall support the following Target Identifier Formats in the ETSI TS 103 221-1 [7] messages (or equivalent of ETSI TS 103 221-1 is not used):
· SUPI
· PEI
· GPSI
[bookmark: _Toc529988943]6.2.3.3	Generation of xIRI at SMF over LI_X2
6.2.3.3.1	General
The IRI-POI present in the SAMF shall emit X2 PDUs over LI_X2 for each of the events listed in TS 33.127 [5] clause 6.2.3.3), each of which is described in the following clauses:
6.2.3.3.2	PDU Session Establishment
The IRI_POI in the SMF shall generate an xIRI SMF PDU Session Establishment message when the IRI-POI present in the SMF detects that a PDU session has been established for the target UE. The message shall contain the following payload, encoded as per clause 5.3.2.


XIRISMFPDUSessionEstablishmentMessage ::= SEQUENCE
{
	supi				[0]	SUPI OPTIONAL,
	pei					[1] PEI OPTIONAL,
	gpsi				[2] GPSI OPTIONAL,
	pduSessionID		[3] PDUSessionID,
	gtpTunnelID			[4] FTEID,
	pdnType				[5]	PDNType,
	sNSSAIs				[6] SEQUENCE OF SNSSAI OPTIONAL,
	ueEndpoint			[7] UEEndpointAddress,
	locationInformation	[8]	Location OPTIONAL,
	dnn					[9] UTF8String,
	amfID				[10] AMFID,
	requestType			[11] FFS,
	accessType			[12] AMFAccessType OPTIONAL,
	ratType				[13] RATType OPTIONAL
}

PDNType ::= ENUMERATED
{
	ipv4 		(1),
	ipv6 		(2),
	ipv4v6 		(3),
	nonIP		(4),
	ethernet	(5)
}

PDUSessionID ::= INTEGER (0..255)

SNSSAI ::= SEQUENCE
{
	sliceServiceType 	[0] INTEGER (0..255),
	sliceDifferentiator	[1]	OCTET STRING (SIZE(3)) OPTIONAL
}

FTEID ::= SEQUENCE
{
	teid		[0] INTEGER (0.. 4294967295)
	ipv4Address	[1] IPv4Address OPTIONAL,
	ipv6Address	[2] IPv6Address OPTIONAL
}

UEEndpointAddress ::= CHOICE
{
	ipv4Address		[1] IPv4Address,
	ipv6Address		[2] IPv6Address,
	ethernetAddress	[3] MACAddress
}

AMFID ::= SEQUENCE
{
	amfRegionID		[1] INTEGER (0..255),
	amfSetID		[2] INTEGER (0..1023),
	amfPointer		[3] INTEGER (0..63)
}

RATType ::= ENUMERATED
{
	nr(0),
	eutra(1),
	wlan(2),
	virtual(3)
}

Table 6.6: Payload for PDU Session Establishment xIRI message
	Field name
	Description
	M/C/O

	supi
	SUPI associated with the PDU session (e.g. as provided by the AMF in the associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be present except for PEI-only unauthenticated emergency sessions.
	C

	pei
	PEI associated with the PDU session if available
	C

	gpsi
	GPSI associated with the PDU session if available
	C

	pduSessionID
	PDU Session ID as assigned by the AMF, as defined in TS 24.007 [z] clause 11.2.3.1b
Editor’s Note – This appears to be only one byte long (and actually only uses four bits of that byte); is this the correct reference?
	M

	gtpTunnelID
	Contains the F-TEID identifying the tunnel used to encapsulate the traffic, as defined in TS 29.244 [x] clause 8.2.3.
	M

	pdnType
	Identifies the type of PDU being carried by the GTP-U tunnel as defined in TS 29.244 [x] clause 8.2.79
	M

	sNSSAIs
	List of slice identifiers associated with the PDU session, if available. See TS 23.003 [z] clause 28.4.2 and TS 23.501 [?] clause 5.12.2.2.
	C

	ueEndpoint
	Identifies the UE endpoint (either from the UE IP Address element of the PDI or the UE IP address of the associated Traffic Endpoint)
Editor’s Note – needs further study – not convinced this is correct way to define the field. Alternative formulations welcome
	M

	locationInformation
	Location information provided by the AMF, if available
	C

	dnn
	Data Network Name associated with the target traffic, as defined in TS 23.003 [z] clause 9A and described in TS 23.501 [?] clause 4.3.2.2
	M

	amfid
	Identifier of the AMF associated with the target UE, as defined in TS 23.003 [z] clause 2.10.1.
	M

	requestType
	Type of request from the AMF (i.e. initial, emergency, existing PDU session)
Editor’s Note – needs further study – closest applicable reference appears to be 24.008 clause 10.5.6.17 but this is UE / radio signalling and doesn’t appear to match the possible values cited in 23.502. Advice appreciated.
	M

	accessType
	Access type associated with the session (i.e. 3GPP or non-3GPP access) if provided by the AMF.
Editor’s Note – Assume we can re-use the access type enumeration defined for the AMF messages here
	C

	rattType
	RAT Type associated with the access if provided by the AMF as part of session establishment (see TS 23.502 [?] clause 4.3.2). Values given as per TS 29.571 [?] clause 5.4.3.2
Editor’s Note – Can be provided by AMF according to 23.502, but is it redundant if location information is supplied?
	C


NOTE: At least one of the SUPI, PEI or GPSI fields shall be present. 
Editor’s Note – TS 29.244 allows for forwarding without use of GTP-U, but figure 8.3.1-1 in TS 23.501 seems to suggest that GTP-U will always be used for N3/N9. Do we need to cater for non-GTP-U-encapsulated PDUs being forwarded?
Editor’s Note – Do we want to report if the SMF performs secondary authentication as part of the session establishment?
Editor’s Note – Multiple UPFs could be selected for a given PDU session. Should we either (a) factor out the UPF-related fields and allow them to occur multiple times in this structure, or (b) ask that this event is raised for each SMF-UPF interaction?


6.2.3.3.3	PDU Session Modification
The IRI_POI in the SMF shall generate an xIRI SMF PDU Session Establishment message when the IRI-POI present in the SMF detects that a PDU session has been modified for the target UE. The message shall contain the following payload, encoded as per clause 5.3.2.
XIRISMFPDUSessionModificationMessage ::= SEQUENCE
{
· See clause 6.2.3.3.3 for details of this structure
?
}

Table 6.7: Payload for PDU Session Modification xIRI message
	Field name
	Description
	M/C/O

	
	
	

	
	
	



Editor’s Note – For further study – likely to be a copy of the details available in the PDU Session Establishment message.

6.2.3.3.4	PDU Session Release
The IRI_POI in the SMF shall generate an xIRI SMF PDU Session Establishment message when the IRI-POI present in the SMF detects that interception has been activated for the target UE that has an already established PDU session. The message shall contain the following payload, encoded as per clause 5.3.2.
XIRISMFPDUSessionReleaseMessage ::= SEQUENCE
{
· See clause 6.2.3.3.4 for details of this structure
	supi				[0]	SUPI,
	pei					[1] PEI OPTIONAL,
	gpsi				[2] GPSI OPTIONAL,
	pduSessionID		[3] PDUSessionID,
	timeOfFirstPacket	[4] GeneralizedTime OPTIONAL,
	timeOfLastPacket	[5] GeneralizedTime OPTIONAL,
	uplinkVolume		[6] INTEGER OPTIONAL,
	dlownlinkVolume		[7] INTEGER OPTIONAL,
	locationInformation	[8]	Location OPTIONAL,
}

Table 6.8: Payload for PDU Session Release xIRI message
	Field name
	Description
	M/C/O

	supi
	SUPI associated with the PDU session
	M

	pei
	PEI associated with the PDU session if available
	C

	gpsi
	GPSI associated with the PDU session if available
	C

	pduSessionID
	PDU Session ID as assigned by the AMF
	M

	timeOfFirstPacket
	Time of first packet as reported in the Usage Report IE if available in the UPF deletion response (see TS 29.244 [x] clause 7.5.7.2)
	C

	timeOfLastPacket
	Time of last packet as reported in the Usage Report IE if available (see TS 29.244 [x] clause 7.5.7.2)
	C

	uplinkVolume
	Number of uplink octets, as reported in the Volume Report IE if available (see TS 29.244 [x] clause 7.5.7.2)
	C

	downlinkVolume
	Number of downlink octets, as reporting the Volume Report IE if available (see TS 29.244 [x] clause 7.5.7.2)
	C

	locationInformation
	Location information, if available.
	O




6.2.3.3.5	Start of Interception with an Established PDU Session
The IRI_POI in the SMF shall generate an xIRI SMF PDU Start of Interception with an Established PDU Session message when the IRI-POI present in the SMF detects that a PDU session has already been established for the target UE when interception starts. The message shall contain the following payload, encoded as per clause 5.3.2.
XIRISMFStartOfInterceptionWithEstablishedPDUSessionMessage ::= SEQUENCE
{
· See clause 6.2.3.3.5 for details of this structure

}

Table 6.9: Payload for Start of Interception with Established PDU Session xIRI message
	Field name
	Description
	M/C/O

	
	
	

	
	
	



Editor’s Note – For further study – likely to be a copy of the details available in the PDU Session Establishment message.


[bookmark: _Toc529988944]6.2.3.4	Triggering of the UPF from SMF over LI_T3
When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI  present in the UPF over the LI_T3 interface.
When the CC-TF in the SMF detects that a PDU session has been established for a target UE, it shall send an activation message to the CC-POI in the UPF over the LI_T3 interface. The activation message shall contain the correlation identifiers that the CC-POI in the UPF shall use when emitting xCC. This can be achieved by sending an ActivateTask message as defined in TS 103 221-1 [7] clause 6.2.1 with the following details:
Table 6.10: ActivateTask message for triggering the CC-POI in the UPF
	TS 103 221-1 Field name
	Value
	M/C/O

	XID
	Set to the same XID associated with the interception in the SMF

NOTE: It is for further study how the CC-TF and IRI-POI in the SMF agree on the XID.
	M

	TargetIdentifiers
	Packet detection criteria as determined by the CC-TF in the SMF, which enables the UPF to isolate target traffic. The UPF CC-POI shall support at least the following identifier types:

GTP Tunnel ID
IPv4 address
IPv6 address

NOTE: This value is the target identifier for the UPF CC-POI, and may be different from the target identifier specified in the warrant.
	M

	DeliveryType
	Set to “X3Only”
	M

	ListOfDIDs
	Delivery endpoints for LI_X3. These delivery endpoints shall be configured by the CC-TF in the SMF using the CreateDestination message as described in TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	CorrelationNumber
	Correlation number to assign to X3 PDUs generated by the CC-POI in the UPF
	M



When the CC-TF in the SMF detects that a targeted PDU session has changed in a way which requires changes to the interception by the CC-POI in the UPF, the CC-TF  shall modify the interception at the CC-POI in the UPF over the LI_T3 interface. This is achieved by sending an ModifyTask message as defined in TS 103 221-1[ [7] clause 6.2.2 with the following details:
Table 6.10: ModifyTask message for updating interception at the CC-POI in the UPF
	Field name
	Value
	M/C/O

	XID
	Set to the XID associated with the interception
	M

	TargetIdentifiers
	Updated packet detection criteria as determined by the CC-TF in the SMF.

Editor’s Note – See notes on TargetIdentifiers above
	M



When the CC-TF in the SMF detects that the PDU session has been released for a target UE, it shall send a deactivation message to the CC-POI in the UPF over the LI_T3 interface. When using TS 103 221-1 [7] this is achieved by sending a DeactivateTask message with the XID field set to the XID associated with the interception, as described in TS 103 221-1 [7] clause 6.2.3.
[bookmark: _Toc529988945]
6.2.3.5	Generation of xIRI at UPF over LI_X2
Editor’s Note – Someone who knows about Packet Data Header Reporting probably ought to write this…
Editor’s Note – also need a section on use of LI_T2 to trigger Packet Data Header Reporting in the UPF.
6.2.3.65	Generation of xCC at UPF from over LI_X3
The CC-POI present in the UPF shall emit X3 PDUs over LI_X3 for each IP packet matching the criteria specified in the Triggering message received over LI_T3 from the CC-TF in the SMF. 
NOTE: Implementers are reminded of the completeness and non-duplication requirements (see TS 33.127 [5]).
Editor’s Note: What do we do with packets that reached the UPF on N6 from the DN, but were not delivered to the UE? 
Each X3 PDU shall contain the contents of the GTP-U packet given using the GTP-U payload format.:


[bookmark: _Toc529988946]6.2.3.76	Generation of IRI over LI_HI2
When an SMF xIRI message is received over LI_X2, the MDF2 shall emit an IRI message over LI_HI2 without undue delay.
The timestamp field of the TS 102 232-1 [6] psHeader structure shall be set to the time that the AMF event was observed (i.e. the Timestamp field of the X2 PDU). The LIID and CID fields shall correctly reflect the target identity and communication session to which the IRI belongs.
The threeGPPIRIContents field shall be populated with the BER-encoded X2 PDU.
[bookmark: _Toc529988947]6.2.3.87	Generation of CC over LI_HI3
When an UPF xCC message is received over LI_X3, the MDF3 shall emit an CC message over LI_HI3 without undue delay.
The timestamp field of the TS 102 232-1 [6] psHeader structure shall be set to the time that the UPF event was observed (i.e. the Timestamp field of the X3 PDU). The LIID and CID fields shall correctly reflect the target identity and communication session to which the CC belongs.
The threeGPPCCContents field shall be populated with the BER-encoded PDU as follows.
UPFPDURecord ::= OCTET STRING
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