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Abstract of the contribution: This pCR proposes a solution to report unsuccessful procedure failures at AMF. It is based on c3i180003 and on the discussion in SA3-LI conference call on 2018 Nov 28th. 
Discussion
Both TS 33.126 and TS 33.127 require that failure in communication attempts need to be reported to the LEA/LEMF. This p-CR proposes stage 3 related specification text. The changes assume TS 33.128 v.0.0.4 as base.

**** First Change ****

[bookmark: _Toc531206328]6.2.2.2.1	Registration
The IRI_POI in the AMF shall generate an xIRI AMF Registration message when the IRI-POI present in the AMf detects that a UE matching one of the target identifiers provided via LI_X1 has successfully registered to the 5GS via 3GPP NG-RAN or non-3GPP access. 
Unsuccessful registration shall be reported only if the target UE has been successfully authenticated. 
The message shall contain the following payload, encoded as per clause 5.3.2.
[bookmark: _Hlk531187489]Editor’s Note: Need to separate the Registration Type and Registration Result into separate parameters.
XIRIAMFRegistrationMessage ::= SEQUENCE
{
· See clause 6.2.2.2.1 for details of this structure
	
registrationType			[1] ENUMERATED
		{
				initial		(1),
				mobility	(2),
				periodic	(3),
				emergency	(4)
		},

	registrationResult			[2]	ENUMERATED
		{
				threeGPPaccess					(1),
				non-threeGPPaccess 				(2),
				threeGPPandNon-threeGPPaccess 	(3)
		},

	requestedSliceInformation	[3]	RequestedSliceInformation	OPTIONAL,
	supi						[4]	SUPI,
	suci						[5] SUCI 						OPTIONAL,
	pei							[6] PEI 						OPTIONAL,
	gpsi						[7] GPSI 						OPTIONAL,
	guti						[8]	GUTI,
	location					[9]	LocationInformation 		OPTIONAL
}

Editor’s Note – We may choose to refactor the ASN.1 into a single module later, but for now we will write each in the relevant section to make them easier to discuss. At that point we can also consider any other factorisation (e.g. grouping fields together) subject to keeping the number of OPTIONAL fields to a minimum.
Editor’s Note – we may want to qualify whether each field is directly observed or obtained from some internal state within the NF associated with the POI.
Editor’s Note – we also need to indicate which identifier (e.g. SUPI) was used to isolate/identify the traffic at the POI?
Editor’s Note – Need to consider impacts of unauthenticated emergency calls and PARLOS. This editor’s note also applies to other events.
Table 6.1: Payload for AMF Registration xIRI message
	Field name
	Description
	M/C/O

	registrationType
	Specifies the type of registration, see 3GPP TS 24.501 [13]. 
	M

	registrationResult
	Specifies the result of registration, see 3GPP TS 24.501 [13]
	M

	requestSliceInformation
	Slice requested for the registration, if available
Editor’s Note – need to define valid format / values for this
	C

	supi
	SUPI associated with the registration (see clause 6.2.2.4)
	M

	suci
	SUCI used in the registration
	C

	pei
	PEI provided by the UE during the registration, if available.
	C

	gpsi
	GPSI obtained in the registration, if available as part of the subscription profile.
	C

	guti
	5G-GUTI provided as outcome of initial registration or used in other cases, see 3GPP TS 24.501 [13].
	M

	location
	Location information determined by the network during the registration, if available
	C




**** Next Change ****

6.2.2.2.X	AMF Unsuccessful Procedure
The IRI_POI in the AMF shall generate an xIRI AMF Unsuccessful Procedure message when the IRI-POI present in the AMF detects an unsuccessful procedure for a UE matching one of the target identifiers provided via LI_X1.
Unsuccessful registration shall be reported only if the target UE has been successfully authenticated. 
The message shall contain the following payload, encoded as per clause 5.3.2.
XIRIAMFUnsuccessfulProcedure ::= SEQUENCE
{
· See clause 6.2.2.2.X for details of this structure
	failedprocedureType			[1] FailedAMFProcedureType,
	failurecause				[2]	AMFFailureCause,
	requestedSliceInformation	[3]	RequestedSliceInformation	OPTIONAL,
	supi						[4]	SUPI						OPTIONAL,
	suci						[5] SUCI						OPTIONAL,
	pei							[6] PEI							OPTIONAL,
	gpsi						[7] GPSI						OPTIONAL,
	guti						[8]	GUTI						OPTIONAL,
	location					[9]	LocationInformation 		OPTIONAL
}

FailedAMFProcedureType ::= ENUMERATED
{
    registration            (1),
    deregistration          (2),
    locationupdate          (3),
    sms                     (4),
    pDUSessionEstablishment (5)  
}


AMFFailureCause	::= CHOICE
{
	fiveGMMCause 	[1]		FiveGMMCause,
	fiveGSMCause	[2]		FiveGSMCause

}

FiveGMMCause	::= INTEGER (0..255)
FiveGSMCause	::= INTEGER (0..255)

Editor’s Note: Type definitions above may have been duplicated for easier check and need to be removed from the final ASN.1.
Editor’s Note – We may choose to refactor the ASN.1 into a single module later, but for now we will write each in the relevant section to make them easier to discuss. At that point we can also consider any other factorisation (e.g. grouping fields together) subject to keeping the number of OPTIONAL fields to a minimum.
Editor’s Note – we may want to qualify whether each field is directly observed or obtained from some internal state within the NF associated with the POI.
Editor’s Note – we also need to indicate which identifier (e.g. SUPI) was used to isolate/identify the traffic at the POI?
Table 6.X: Payload for AMF Unsuccessful Procedure xIRI message
	Field name
	Description
	M/C/O

	failedprocedureType
	Specifies the procedure which failed at the AMF
	M

	failurecause
	Provides the value of the 5GSM or 5GMM cause, see 3GPP TS 24.501 [X], clauses 9.11.3.2 and 9.11.4.2.
	M

	requestSliceInformation
	Slice requested for the procedure, if available
Editor’s Note – need to define valid format / values for this
	C

	supi
	SUPI associated with the procedure, if available (see Note)
	C

	suci
	SUCI used in the procedure, if applicable and if available (see Note)
	C

	pei
	PEI used in the procedure, if available (see Note)
	C

	gpsi
	GPSI used in the procedure, if available (see Note)
	C

	guti
	5G-GUTI used in the procedure, if available, see 3GPP TS 24.501 [X], clause 9.11.3.4 (see Note)
	C

	location
	Location information determined during the procedure, if available
	C



Note: At least one identity shall be provided, the others shall be provided if available.
**** Next Change ****

[bookmark: _Toc531206332]6.2.2.2.5	Unsuccessful Communication Attempt
The IRI_POI in the AMF shall generate an xIRI AMF Unsuccessful Communication Attempt message when the IRI-POI present in the AMF detects that a target UE initiated communication procedure (e.g. Session Establishment, SMS) is rejected by the AMF before the proper NF handling the communication attempt itself is involved.
AMFStartOfInterceptionWithRegisteredUEMessage ::= SEQUENCE
{
· See clause 6.2.2.2.1 for details of this structure
	attemptedCommunicationType	[1] AttemptedCommunicationType,
	rejectionReason				[2] RejectionReason,
	supi						[3] SUPI,
	suci						[4] SUCI,
	location					[4]	LocationInformation OPTIONAL
}

Table 6.5: Payload for AMF Unsuccessful Communication Attempt xIRI message
	Field name
	Description
	M/C/O

	attemptedCommunicationType
	Inidcates the type of communication attempted
Editor’s Note – need to define valid values for this
	M

	requestSliceInformation
	Indicates the reason the communication was unsuccessful.
Editor’s Note – need to define valid format / values for this
	M

	supi
	SUPI associated with the communication (see clause 6.2.2.4)
Editor’s Note – assume this is available since an unsuccessful registration isn’t one of the things that can be reported with this message?
	M

	suci
	SUCI associated with the communication
	M

	location
	Location information associated with the attempted communication, if available
	C




**** End of Changes ****
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