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	 FIRST CHANGE 	
[bookmark: _Toc524604272]4	General
Editor’s Note: This should largely follow 33.108 section 4 approach but also describe LI interface beyond HI which have been pushed out of 33.127 compared with 107/108 split.
Editor’s Note:- Things such as Timing, Quality etc that are common should go in this section and not repetitively in later sections.
[bookmark: _Toc524604273]4.1	Introduction
Editors Note: Describes enough of the architecture of TS 33.127 that a developer does not need to go and read that document.
The present document provides details of the internal and external interfaces required for a network operator, access provider and/or service provider to provide the necessary information to a Law Enforcement Agency (LEA) required to meet LI requirements. LI requirements for 3GPP networks and services are given in TS 33.126 [x].
The high-level architecture that defines the necessary interfaces is specified in TS 33.127 [y]. The generic high-level architecture is as follows:


Figure 4.1-1: Architecture diagram with Point-to-Point LI interfaces
The specification of the interfaces is split into two parts. 
· Internal interfaces used between an operator’s network functions are described in section 4.2. 
· External interfaces used in communicating with a LEA are described in section 4.3
[bookmark: _Toc524604274]4.2	Basic Principles for Internal Interfaces
Editor’s Note: To include LI_X, and other internal interfaces at stage 3 level, primarily directing the reader to which part of section 5 to read for each interface (e.g. the LI_X1 interface is typically realised by the protocol described in section 5.x).
This clause lists the internal interfaces shown in clause 4.1, indicates the protocol used to realise each interface, and gives a reference to the relevant clauses of the present document that specify how the protocol is to be used for the given interface.
Table 4.1: Internal interfaces and related protocols
	Interface
	Description
	Protocol used to realise interface
	Usage

	LI_SI
	Provides system information to the LIPF from the SIRF
	Out of scope of the present document
	

	LI_X1
	Used to configure and audit Directly-tasked POIs, TFs and MDFs.
	ETSI TS 103 221-1 [?]
	See section 5.2.2

	LI_X1 (Management)
	Used to audit Triggered POIs
	ETSI TS 103 221-1 [?]
	See section 5.2.3

	LI_X2
	Passes xIRI information from IRI-POIs to the MDF2
	ETSI TS 103 221-2 [?]
	See section 5.3.2

	L_X3
	Passes xCC information from CC-POIs to the MDF3
	ETSI TS 103 221-2 [?]
	See section 5.3.3

	LI_T
	Passes triggering information from the TF to a Triggered POI
	ETSI TS 103 221-1 [?]
	See section 5.2.4

	LI_ADMF
	Used to pass intercept provisioning information form the LICF to the LIPF
	Out of scope of the present document
	

	LI_MDF
	Used by MDF2 and MDF3 in interactions necessary to correctly generate CC and IRI from xCC and xIRI.
	Out of scope of the present document
	




[bookmark: _Toc524604275]4.3	Basic Principles for Handover Interfaces
Editor’s Note: Describe HI interfaces at stage 3 level, primarily directing the reader to which part of section 5 to read for each interface. (e.g. the LI_HI2 interface is typically realised by the protocol described in section 5.y)
This clause lists the external and handover interfaces shown in clause 4.1, indicates the protocol used to realise each interface, and gives a reference to the relevant clauses of the present document that specify how the protocol is to be used for the given interface.
Table 4.2: Internal interfaces and related protocols
	Interface
	Description
	Protocol used to realise interface
	Usage

	LI_HI1
	Used to send warrant and other interception request information from LEA to operator.
	ETSI TS 103 120 [?] shall be supported
Other methods (e.g manual exchange) may be used depending on national regulatory requirements. 
	See section 5.2.?

	LI_HI2
	Sends IRI from the MDF2 to the LEMF
	Editor’s Note – TBD
	See section 5.3.?

	LI_HI3
	Sends CC from the MDF3 to the LEMF
	Editor’s Note - TBD
	See section 5.3.?




[bookmark: _Toc524604276]5	Transport and Communications Protocol
Editor’s Note: Equivalent to ANNEX A 33.108 goes here.
Editor’s Note: Based on working agreements;
-	Protocols must be real-time (LI_X and HI)
- 	Support real-time delivery of HI2 and HI3
-	Not use FTP as per 33.108
- 	Not include support for ROSE unless a positive use case is identified
- 	Be upgradable to support virtual networks (rate padding etc).
- 	Full AAA, confidentiality and Integrity protection as standard.
[bookmark: _Toc524604277]5.1	General
Editor’s note: Explains that this section This clause describes the protocols used for each of the interfaces at a level which is agnostic of the subject service or /network. – and that any aAdditional specific fields or behaviours are given in the relevant sections parts of clases 6 and 7.

[bookmark: _Toc524604278]5.2	Internal Interfaces
5.2	Protocols for LI_X1 and LI_T interfaces
5.2.1 	General usage of ETSI TS 103 221-1
Editor’s Note -TBD
5.2.2 	Usage for realising LI_X1
Editor’s Note -TBD
5.2.3	Usage for realising LI_X1 (Management)
Editor’s Note -TBD
5.2.4	Usage for realising LI_T
Editor’s Note -TBD

5.3	Protocols for LI_X2 and LI_X3
5.3.1 	General usage of ETSI TS 103 221-2
Editor’s Note -TBD
5.3.2 	Usage for realising LI_X2
Editor’s Note -TBD
5.3.3	Usage for realising LI_X3
Editor’s Note -TBD
Editor’s Note: LI_X (and eventually other triggering or internal interfaces in R16)

5.4	Protocols for LI_HI1
5.3.1 	General
Editor’s Note -TBD
5.3.2 	Usage of ETSI TS 103 120
Editor’s Note - TBD

5.5	Protocols for LI_HI2 and LI_HI3
5.3.1 	General
Editor’s Note -TBD
Editor’s Note – Choices seem to be 
(1) Take 33.108 ASN.1 and revise, adding an IP-based CC handover, 
(2) Adapt X2/X3 in order to keep them as similar as possible or 
(3) Import an existing HI2/3 handover spec (such as TS 102 232) and create the necessary extensions

[bookmark: _Toc524604279]5.3	Handover Interfaces
Editor’s Note: HI interfaces
Editor’s Note: Internal and handover interfaces should be as similar as possible.

[bookmark: _Toc524604280]6	Network Layer Based Interception
Editor’s note: Stage 3 for 33.127 section 6, describing any remaining specific fields, behaviours or details not covered in section 5
Editor’s note: Parameters in this section to have common drafting rules.
6.1 	Introduction
This clause describes any remaining fields, behaviours or details necessary to implement the required LI interfaces specific 3GPP-defined network deployments not already described in clauses 4 and 5.
6.2 	5G
6.2.1 	General
This clause describes gives details of the LI interfaces specific to LI for 5G networks.
Editor’s Note: For now, only the “LI at AMF” section is provided, and only one event within this section. This is intended as a pencil sketch for how we could complete the specification. If the meeting is content with this approach, the other sections can be added as required. 
6.2.2 	LI at AMF
6.2.2.1	Provisoning over LI_X1
The IRI-POI present in the AMF is provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2.
6.2.2.2	Generation of xIRI over LI_X2
The IRI-POI present in the AMF shall emit X2 PDUs over LI_X2 for each of the following events (as listed in TS 33.127 [?] clause 6.3.2.4), each of which is described in the following clauses:
· Registration (see clause 6.2.2.3)
· Deregistration
· Location Update
· Start of Interception with Already Registered UE
· SMS.
6.2.2.3	Registration
The IRI_POI in the AMF shall generate a Registration xIRI message when the IRI-POI present in the AMf detects that a UE matching one of the target identifiers provided via LI_X1 has successfully registered to the 5GS via 3GPP NG-RAN or non-3GPP access. 
Unsuccessful registration shall be reported only if the target UE has been successfully authenticated. 
The Registration xIRI PDU shall include a Timestamp attribute indicating the time at which the registration occurred. It shall also contain the following SDO-defined attributes:
Table 6.1: Attributes for Registration xIRI message
	Information Element
	Description
	M/C/O
	Format

	Target Identity
	Target identity which triggered the event
	M
	Editor’s Note - TBD

	Registration Type
	Type of registration which occured
	M
	Editor’s Note – TBD

	Access Type
	Access type used
	M
	Editor’s Note – TBD

	Requested Slice Information
	Slice requested for the registration
	M
	Editor’s Note - TBD





[bookmark: _Toc524604281]7	Service Layer Based Interception
Editor’s note: Stage 3 for 33.127 section 7, describing any remaining specific fields, behaviours or details not covered in section 5
Editor’s note: Parameters in this section to have common drafting rules.
7.1	Introduction
This clause describes any remaining fields, behaviours or details necessary to implement the required LI interfaces for specific 3GPP-defind services not already described in clauses 4 and 5.
7.2	Central Subscriber Management
Editor’s Note -TBD
7.3	Location
Editor’s Note -TBD

	 END OF CHANGES 	
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