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1
Decision/action requested

This contribution proposes a new KI for TR 33.836.
2
References

[1]
3GPP TR 23.786: "Study on architecture enhancement for EPS and 5G System to support advanced V2X services".
[2]
3GPP TR 22.886: "Study on enhancement of 3GPP Support for 5G V2X Services".
[3]
3GPP TS 22.185: "Service requirements for V2X services; Stage 1".
[4]
3GPP TS 22.186: "Enhancement of 3GPP support for V2X scenarios; Stage 1".

3
Rationale

TR 23.786 [1] is introducing new key issues and enhancements to support advanced V2X services identified in TR 22.886 [2] based on vehicular services requirements defined in TS 22.185 [3] and TS 22.186 [4]. 

In particular, KI#5 from TR 23.786 [1], Key Issue #5: Service Authorization and Provisioning to UE for eV2X communications over PC5 reference point, is describing the following security-related issues:

5.5.1
General description

In order to enable the UE to use eV2X Service in 5G system, service authorization and provisioning for eV2X communication over PC5 reference point is needed, following aspects need to be studied:

-
Whether current authorization and provisioning mechanism over V2X control function defined in clause 4.4.1.1 of TS 23.285 [5] can be reused;

-
Justification for introducing a new solution and overall solution description;

-
Policy and parameters provisioned to UE;

-
Principles for applying parameters for V2X communications over PC5 reference point;

-
How to revoke the service authorization and provisioning to UE.-.

This contribution proposes a new Key Issue for eV2X TR to identify specific service authorization issues in eV2X UE.

4
Detailed proposal

It is proposed to approve the following changes for inclusion in eV2X TR.







***
BEGIN OF CHANGES
***

5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.d
Key Issue #d: Security of the UE service authorization and revocation
5.d.1
Key issue details 

KI#5 from TR 23.786 [xx] is describing Service Authorization and Provisioning to UE for eV2X communications over PC5 reference point. Secure service authorization and revocation is important for the overall security of the eV2X service.
5.d.2
Security threats

An adversary that is capable of compromising the eV2X UE service authorization and revocation procedures can compromise the overall integrity of the eV2X system.
5.d.3
Potential security requirements

The 5G System shall secure the eV2X UE Service authorization and revocation.
The eV2X UE Service authorization and revocation procedures shall be confidentiality, integrity, and replay protected.
Editor’s Note: It is FFS whether eV2X UE Service revocation is in scope of this Study.
***
END OF CHANGES
***



