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1
Decision/action requested

This contribution proposes a new KI for eV2X TR 33.836.
2
References

[1]
3GPP TR 23.786: "Study on architecture enhancement for EPS and 5G System to support advanced V2X services".
3
Rationale





In TR 23.786 [1], it captures that
“The unicast or multicast communication may need protection at link layer as well.”

and Solution #11 has been selected as the baseline for normative work.
This contribution proposes a new key issue for eV2X to identify the issue related to security of multicast.
4
Detailed proposal

*************** Start of the 1st Change ****************
2
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3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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3GPP TS 23.285: "Architecture enhancements for V2X services".
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3GPP TR 23.786: "Study on architecture enhancement for EPS and 5G System to support advanced V2X services".
*************** End of the 1st Change ****************
*************** Start of the 2nd Change ****************
5.X
Key Issue #X: Security for setting up multicast

5.X.1
Key issue details
In TR 23.786 [x], Solution #11 “Solution for unicast or multicast for eV2X communication over PC5 reference point” is selected as the baseline for normative work to address KI #9 “Support of unicast/multicast for sensor sharing over PC5” in this TR. Solution #11 states that “The unicast or multicast communication may need protection at link layer as well.” Clearly security aspect for setting up a unicast or multicast communication has not been considered. This key issue is about setting up a multicast communication securely.
5.X.2
Security threats
Since L2 signaling is used to establish eV2X multicast with eV2X UEs, an adversary may launch a man-in-the-middle attack on the signalling if the L2 link is not protected.  The eV2X UEs may not be able to receive multicast information or may be directed to the wrong multicast information.
5.X.3
Potential security requirements
FFS
*************** End of the 2nd Change ****************
