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1	Decision/action requested
This contribution proposes a new KI for eV2X TR 33.836.
2	References
[1]	3GPP TR 23.786: "Study on architecture enhancement for EPS and 5G System to support advanced V2X services".
3	Rationale					
In TR 23.786 [x], Solution #21 “Group communication enhancement for NR PC5” is selected as the baseline for normative work to address KI #1 “Support of eV2X group communication”. The group identifier provided by the application layer will be converted into the L2 ID. This conversion procedure shall be secured.  
4	Detailed proposal
*************** Start of the Change ****************
5.X	Key Issue #X: Security of identifier conversion in group communication
5.X.1	Key issue details
In TR 23.786 [x1], Solution #21 “Group communication enhancement for NR PC5” is selected as the baseline for normative work to address KI #1 “Support of eV2X group communication”. 



Figure 5.x.1-1: End to end group communication operation

With reference to Figure 5.x.1-1 as in TR 23.786 [x1], the group identifier provided by the application layer will be converted into the L2 ID. In addition, it is stated in TR 23.287 [x2] that: “When the group identifier information is not provided by the V2X application layer, the UE determines the destination Layer-2 ID based on configuration of the mapping between service type (e.g. PSID/ITS-AID) and Layer-2 ID”
This conversion/mapping procedure should be secured in terms of privacy and traceability. Unless the conversion is carefully performed, the group membership of specific UEs could be disclosed. For example, attackers might be able to make an inquiry whether any member of certain group are exists in some location.

5.X.2	Security threats
If the Group ID is not securely converted by the application layer, the intruder can link back to UE group memberships. 
Similarly if the mapping of L2 ID is not securely performed from the V2X services (e.g. PSID/ITS-AID), the attacker may also link back to the privacy parameters in geographical area(s) that require privacy support.
5.X.3	Potential security requirements
5G system shall ensure that the group IDs conversion to L2 IDs are protected from linkability and traceability attacks for eV2X groupcast communications.
*************** End of the Change ****************
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