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1
Decision/action requested

Add the new Key Issue below to TR 33.807.
2
References

[1]


3GPP TR 33.807, Study on the security of the Wireless and Wireline Convergence for the 5G system 




architecture.

[2]

3GPP TS 33.501 Security Architecture and Procedures for 5G System. 
3
Rationale

In TS 33.501 [2] Annex B, EAP-TLS is described as an example of authenticating devices in private networks or IoT devices in isolated environment (e.g., without roaming requirements). Such an isolated 5GS may consist of fixed access networks, which often provide network access to non-3GPP devices. Further, non-3GPP devices support standard EAP-TLS client, however they are not capable of performing 5G key derivation, neither do they understand 5G specific parameters such as ngKSI and ABBA which are sent to EAP-TLS client by SEAF according to Annex B of 33.501. 
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Figure 1 - Isolated 5G deployment with Radio AN and 5G UE
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Figure 2 - Isolated 5G deployment with Fixed AN and non-3GPP UE
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Figure 1 -Isolated 5G deployment with Radio AN and 5G UE

Figure 2 -Isolated 5G deployment with Fixed AN and non-3GPP UE


The question is, can non-3GPP devices in such an isolated deployment be authenticated by 5G core using EAP-TLS, i.e., by ignoring 5G specific parameters (i.e., ngKSI and ABBA) and not deriving 5G specific keys (e.g., K_AUSF)? 

4
Detailed proposal

** change to TR 33.807 **
5.X
Key Issue #X: Authentication of non-3GPP UE in isolated 5G deployment
5.X.1
Key issue details

This key issue is to study if non-3GPP devices in an isolated 5G deployment can be authenticated by 5G core using EAP-TLS, 

5.X.2
Security threats

N/A
5.X.3
Potential architecture requirements

A 5G core in an isolated 5G deployment supporting the access of non-3GPP UEs shall support authentication of non-3GPP UEs by EAP-methods such as EAP-TLS."
** End of change **
