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Decision/action requested

Agree with this approach and then the associated contribution.
2
Rationale

Key Issue #27 describes the issue and requirements to add a new UP gateway function on the roaming N9 interface.  The primary purpose of such a UP gateway function is to allow passage of PDU sessions established between the visited and home networks by the corresponding SMFs, while discarding packets relating to all other PDU sessions.  The UP gateway function is to send reports to the 5GCN. 
Thus in the corresponding contribution, it is proposed to add a solution to TR 33.855 that addresses key issue 4.1.17 with a UP gateway function for the roaming N9 interface.  
To be able to control the roaming GTP-U sessions, the UP gateway function needs PDU session create and terminate information from the 5G control plane.  As KI #27 shows, there are three interface options to source the control information: the SEPP, the SMF, and the UPF.  Below is a short discussion on each of the three options.
1. SEPP control interface:  As all session management messages between visited and home PLMNs are transmitted via the SEPP, the SEPP could glean session setup and teardown information and forward it to the UP gateway.  The complexity comes from the need for the SEPP to locate the UP gateway associated with the UPF.  This could be achieved by semi-static provisioning or the info being passed by the SMF as part of session management messages. The SEPP is unlikely to know what to do with any sort of reporting from the UP gateway, but forwarding it to the SMF.  Just more work for the SEPP without any value-add.  
In summary:
(+) In line with 5G architecture.
(+) Independent scalability for UPF and UP gateway.
(-)  Impact on SEPP to generate and send additional UP control traffic per PDU session to UP gateway.
(-)  Impact on SEPP to implement UP gateway instance selection.
2. SMF control interface:  As part of allocating the UPF for the PDU session, the SMF may also allocate the corresponding UP gateway, thus can directly send the session control info to the UP gateway at the same time as it does to the UPF.  Note that this doubles the number of control messages sent by the SMF.
In summary:
(+) In line with 5GC architecture.
(+) Independent scalability for UPF and UP gateway instances.
(+) In line with SMF’s existing functionality of selection and management of UP.
(-)  Increasing, approximately doubling UP control traffic per PDU session.
(-)  Impact on SMF to implement UP gateway instance selection.
3. UPF control interface:  The UPF upon receiving PDU session control messages from the SMF, could relay the necessary info to a UP gateway. This control interface works well when there is 1:1 relationship between the UPF and the UP gateway, but perhaps more complex in case of 1:n.
In summary:
(+) No additional messages and load on SMF or the SEPP.
(-)  Impact on UPF to implement UP gateway instance selection. 
(-)  A control interface forwarded by the UPF potentially violates 5G’s architectural principles.

As control by the SEPP puts additional, unnecessary burden on the SEPP and it seems wrong to make the UPF a control point, it is proposed that the UP gateway is controlled from the SMF.  

It is also proposed that this control interface utilizes PFCP both for propagating PDU session information to the UP gateway and for the UP gateway’s reporting.  
Note, details of the resulting protocol and IEs are to be determined by CT. 
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Conclusion


It is requested that SA3 endorses the following as the basis for further work on a UP gateway for roaming N9 security:

· Standardize a UP gateway function controlling GTP-U sessions on N9 as described in key issue #27 of TR 33.855.

· Standardize an interface between UP gateway function and SMF.
