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1
Decision/action requested

It is proposed to add the solution to TR 33.855.
2
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Rationale

The key issue #27 was identified in [2] to study the introduction of a new UP gateway function on the N9 roaming interface for the protection of the user plane traffic on N9.

Clause 4.2 in [1] had a proposal for a GTP-U firewall in 5G for inter-PLMN N9 security. This pCR builds on this proposal to derive a solution for KI #27 in [2].
4
Detailed proposal
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6.X
 Solution #X: UP Gateway function on the inter-PLMN N9 interface
6.X.1
Introduction
This solution provides a solution for key issue #27.
The SEPP-U is a gateway function used for filtering GTP-U traffic on the N9 interface. The SEPP-U filters GTP-U messages in a way that only genuine GTP-U packets, that correspond to active PDU sessions established through the N32 interface, can transit through the gateway. All other GTP-U packets are discarded and logged. This ensures that no unwanted GTP-U packets enter or leave the mobile network.
The SEPP-U function may be deployed either at the edge of the operator network or collocated inside the UPF. It monitors incoming/outgoing GTP-U traffic on the N9 interface and executes GTP-U checks on every GTP-U packet on the N9 interface.

SEPP-U interacts with SMF over the Nx interface to obtain local and remote tunnelInfo information (TEID and tunnel IP address). 
SEPP-U operates as a transparent gateway, which sits on the IP route, examines each packet and decides to either pass it or drop it. 

In the following figure, SEPP-U is shown as a separate function in front of UPF to only forward GTP-U traffic, belonging to successfully established PDU sessions. The SEPP-U interfaces with the SMF over the Nx interface to obtain the required session (tunnelInfo) information.
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Figure 6.X.1-1 SEPP-U, a UP gateway Function for the inter-PLMN N9 interface
6.X.2
Solution details
In the ingress direction (i.e. entering the network), the SEPP-U function intercepts all incoming GTP-U traffic on the N9 interface and forwards valid GTP-U traffic to the concerned UPF inside the network for further processing. This ensures that only valid GTP-U traffic is received at the UPF.
In the egress direction (i.e. exiting the network), the SEPP-U function intercepts all outgoing GTP-U traffic from UPFs, and forwards valid GTP-U traffic towards the other network. 

6.X.2.1
Interface between SEPP-U and Core Network control plane entity
A new interface is proposed between the SEPP-U and a Core Network control plane entity. This interface is used for communication between the core network control plane entity and SEPP-U. 

The SMF, which has access to the TunnelInfo information of both GTP-U endpoints, is the Core Network control plane that interacts with the SEPP-U function. 
The SEPP-U receives GTP Tunnel Info from SMF and executes the required operations. 

The protocol between the SMF and the SEPP-U function may be based on the existing N4 interface and Packet Forwarding Control Protocol (PFCP) (see 3GPP TS 29.244[XX]). 

In the following figure, SMF is the Control Plane entity that supplies SEPP-U with remote GTP_U tunnel information including TEID and IP address:
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Figure 6.X.2.1-1: Interface between SEPP-U and SMF
In Step 3, the SMF pushes the local TunnelInfo information of the GTP-U tunnel endpoint in its network and optionally the peer network TunnelInfo information of the peer GTP-U tunnel endpoint obtained from the other network to SEPP-U. This allows SEPP-U to identify and verify whether the incoming GTP-U traffic targets a valid GTP-U end-point in the network receiving the GTP-U packet and/or that it is from a valid network or not. 
In addition, the SMF also indicates which operation to perform in SEPP-U for the TunnelInfo information. These operations may include add, modify or remove valid GTP-U session information in the SEPP-U, request to only check target destination IP address and TEID, or also check source IP address of the GTP-U packet.
In deployments where SEPP-U is collocated with the UPF, the existing N4 interface and Packet Forwarding Control Protocol (PFCP) (see 3GPP TS 29.244 [XX]) between the SMF and the UPF may be used by the SMF to push GTP-U TunnelInfo to the UPF.
6.X.2.2
Interface between UPFs and SEPP-U

In deployments where the SEPP-U function is centralized, for e.g. sitting at the perimeter configured to perform GTP-U firewall function on a traffic destined to a set of UPFs, SEPP-U operates as a transparent proxy. 

The SEPP-U function looks for a specific pattern in the GTP-U packet (basically the GTP header and IP address in the IP Header) for validity checks. The UPFs may not be aware that SEPP-U exists at the perimeter of the network to monitor incoming GTP-U traffic.

6.X.3
Evaluation
The above solution addresses all requirements of key issue #27.
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