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1. Overall Description:

SA3 thanks SA2 for their LS on protection of PC5 unicast and groupcast security in S3-190044/S2-1812854.

Regarding the questions given in the LS, SA3 has the following updated answers, which may change as work progresses:
- A unicast solution was developed by SA2 as documented in clause 6.11 of TR 23.786. SA2 would like to know if SA3 sees a need to provide link layer protection for the unicast connection, and if there is any security measure to be developed to protect the V2X traffic, including privacy protection. 
SA3 answer: SA3 considers that at least integrity protection is required PC5-S messages during V2X unicast communication establishment over PC5. More information on AS layer protection is required from RAN2.  For information, SA2 is advised to refer clause 5.1 and 5.2 of TR 33.836 for the related key issues. At this stage of work, SA3 expects a potential need for an update to the security establishment procedure between V2X UEs during link establishment. SA3 also expects a potential need for an update to the link identifier update procedure for privacy protection.
- A group communication solution was developed by SA2 and documented in clause 6.21 of TR 23.786. SA2 would like to know if SA3 considers link layer protection necessary for the group communication traffic.
SA3 answer: Security protection of group communication in 3GPP layers will be considered if there is any signalling for groupcast in 3GPP layers. SA3 anticipates the generation and use of Group ID. This Group ID may need to be confidentiality/privacy protected. 
2. Actions:

To SA2 group.

ACTION:  SA3 asks SA2 to take the above information into account.
3. Date of Next TSG-SA WG3 Meetings:)
SA3#96
26-30 August 2019


Wroclaw (Poland)

SA3#96AdHoc
14-18 October 2019


China (TBD)

�PAGE \# "'Page: '#'�'"  ��to be removed when LS is approved





