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1
Decision/action requested

SA3 is requested to approve this pCR for service access authorization of NFs within a NF Set
2
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3
Rationale

In 3GPP Rel-16, Network Reliability is introduced via NF Sets and NF Service Sets. 

Network Functions can be deployed such that several network function instances are present within an NF Set to provide distribution, redundancy and scalability together as a Set of NF instances. When the selected NF producer instance is not available, another NF producer instance within the same NF Set is selected.

This pCR adds a solution to TR 33.855 for obtaining an access token for the NF Set. This allows the NF service consumer to use the same access token for all NF producers within the NF set.
4
Detailed proposal

*** BEGIN CHANGES ***
6.x
Solution #x: Service access authorization for NF producers within a NF set
6.x.1
Introduction
This solution addresses key issue #24: Service access authorization within a NF Set or a NF Service Set. 

In 3GPP Rel-16, Network Reliability is introduced via NF Sets and NF Service Sets. 
Network Functions can be deployed such that several network function instances are present within an NF Set to provide distribution, redundancy and scalability together as a Set of NF instances. When the selected NF producer instance is not available, another NF producer instance within the same NF Set is selected. 
6.x.2
Solution Description
The following procedure is used a NF service consumer needs an access token to obtain services from any of the NF service producers within the NF set. 
NOTE: The procedure doesn’t make any assumption on the communication mode. It applies to both Direct and Indirect communication.
As a pre-requisite to this procedure, the NF service consumer has obtained a list of NF producers within a set by executing the Discovery request procedure with the NRF.
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Figure 6.x.2-1 OAuth based service access authorization for NF Sets
1. 
The NF service consumer sends the Nnrf_AccessToken_Get Request to the NRF. The Nnrf_AccessToken_Get Request contains the NF Instance ID of the Service Consumer (NF_A), expected NF service name(s), and the NF Set Id.
2. 
The NRF authorizes the client.

3a. The NRF generates an access token. It identifies all the NF producer instances within the NF Set, and populates the “audience” claim in the access token with NF instance Ids of all the NF producers within the NF Set. 

3b. The NRF generates an access token. It populates the “audience” claim in the access token with the NF Set Id.
Editor’s Note: Select one of the options in 3a and 3b.
4. The NRF sends the access token to NF service consumer.
5-6. The NF service consumer selects a NF producer within the NF Set, and issues a service request. It includes the access token obtained in step 4 in the service request.
6-7 The NF service consumer may reselect a new NF producer instance within the NF set for subsequent requests. It includes the same access obtained in step 4 above in the service request.
6.x.3
Solution Evaluation

Editor’s Note: Evaluation is FFS
*** END CHANGES ***
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