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1
Decision/action requested

SA3 is kindly requested to approve the following editorial changes to TR 33.835 v0.4.0.
2
References

[1]
TR 33.835, v0.4.0 (S3-190923) 
3
Rationale

In TR 33.835, v0.4.0, there are several editorial mistakes, this document is to address these editorials:
1. Wrong reference in the title of Figure 5.1.1-1
2. Figures in solution #13 are not shown correctly, including Figure 6.13.2.1-1, Figure 6.13.2.2.2-1, Figure 6.13.2.2.3-1
3. Wrong place of 6.15.3 Evaluation
4. Figures in solution #16 are not shown correctly, including Figure 6.12.2.1-1, 6.16.2.2.1-1.

4
Detailed proposal

*************** Start of 1st Change ****************
5
Key Issues

5.1
Key Issue #1: Security Anchor

5.1.1 Issue detail

The GBA/GAA features specified in TS 33.220 [2] leverage the EPS/UMTS authentication infrastructure (especially the HSS) to provide the security between the UE and an application function in the network with which the UE interacts on the User Plane. It should be noted that GBA uses UMTS AKA and that the HSS provides the CK/IK to the BSF instead of Kasme.

Figure 5.1.1-1 below shows the architecture of the features. GBA allows mutual authentication and the establishment of shared keys between the UE and BSF over the Ub interface. GAA, on the other hand, enables using such shared keys for protecting the access to a NAF. In principle GBA keys can be used to secure any protocol between a UE and a NAF over the Ua interface.
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Figure 5.1.1-1: GBA and GAA reference architecture from TS 33.220 [2]

*************** End of 1st Change ****************
*************** Start of 2nd Change ****************
6.13
Solution #13: AKMA authentication via the control plane

6.13.1
Introduction
This solution addresses KI#1, KI#2, KI#3 and KI#4.

In GBA [2], the bootstrapping (i.e. authentication to get a fresh master key Ks) requires only IP connectivity between the UE and BSF. While that means that GBA is access independent it also means that UEs need to support an additional authentication mechanism to run the AKMA bootstrapping compared to the access authentication mechanism. In case a UE has 5G connectivity, over 3GPP or non-3GPP access, it would be useful if the UE could re-use the access authentication mechanism to run AKMA bootstrapping via the control plane. 

With re-use of access authentication mechanism it is not meant to run primary authentication for AKMA purposes as this would interfere with the serving network authentication policy and serving network keys. Instead, the intention is to re-use the access authentication mechanism (as much as possible) in order to perform an independent AKMA authentication run with the purpose to produce an AKMA anchor key in the UE and home network AKMA anchor function (AAuF). Therefore, this solution is also independent of the key hierarchy resulting from the primary authentication. 

On high level this solution works in the following way:

-
UE sends an AKMA authentication request over NAS to AMF/SEAF.

-
The AMF/SEAF recognizes that the request is about AKMA authentication and finds the correct home network entity, AAuF, and sends an AKMA authentication request to AAuF. 

-
AAuF contacts the UDM to get authentication vector for AKMA purposes.

-
UDM provides authentication vector for AAuF and indicates the authentication method.

-
AAuF performs 5G AKA or EAP-AKA’ for AKMA purposes with the UE via the AMF/SEAF. Authentication messages between the UE and AMF/SEAF are sent over NAS.    

-
At the end of a successful AKMA authentication the UE and AAuF have a fresh AKMA anchor key KAKMA.
6.13.2
Solution details
6.13.2.1
Architecture and reference points

The AKMA architecture includes two new Network Functions:

· The AKMA Authentication Function (AAuF), and

· The AKMA Application Function (AApF).

The AAuF is the authentication anchor that provides UE authentication services. The AAuF is responsible for authenticating the UE, generating the key material to be used between the UE and the AApF and maintaining a UE AKMA context to be used for subsequent requests from AApFs and hence possibly avoiding a full re-authentication run. 

The AAuF interacts with the UE over the control plane via AMF/SEAF. The AAuF interacts with the UDM/ARPF, AMF/SEAF and the AApF using Service-Based Interfaces.

The AApF is the function that benefits from the AAuF authentication services. The AApF interacts with the UE over the a2 reference point and whenever needed requests keying material from the AAuF via Service-Based Interfaces.

Figure 6.13.2.1-1 below illustrates the proposed architecture 
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Figure 6.13.2.1-1: AKMA reference architecture

6.13.2.2
Procedures

6.13.2.2.1
Initiation

In order to be able to secure the communication using AKMA, the UE and the AApF must first agree on its use. The procedure for negotiating the use of AKMA is given in Figure 6.3.2.2.1-1. The procedure is initiated by the UE sending a Request message not including any AKMA parameters and concluded by the AAuF sending an AKMA authentication required message. This is based on the GBA initiation procedure described in clause 4.5.1 of TS 33.220 [2].
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Figure 6.13.2.2.1-1: Initiation procedure
6.13.2.2.2
AKMA authentication with EAP-AKA’

The authentication procedure assumes the support of the EAP framework as specified in RFC 3748 [4] such that:

· The UE takes the role of the peer,

· The AAuF takes the role of EAP authentication server

Since the UE will not be authenticated by the serving network the AAuF does not send any key material to the AMF/SEAF.
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Figure 6.13.2.2.2-1: Authentication procedure

The AKMA authentication procedure is initiated by the UE sending an AKMA authentication request message to the AMF/SEAF over NAS. 

The AMF/SEAF recognizes that the request is about AKMA authentication, determines the correct AAuF and sends an AKMA authentication request to the AAuF.  

The AAuF requests AV for AKMA purposes from the UDM/ARPF.

UDM provides authentication vector to the AAuF and indicates the authentication method. 

The AAuF triggers the EAP authentication procedure by sending an EAP request / AKA’ challenge to the AMF/SEAF.  

The AMF/SEAF forwards the EAP request / AKA’ challenge to the UE over NAS.

The UE processes the EAP request / AKA’ challenge and, if successful, sends EAP response / AKA’ challenge over NAS to the AMF/SEAF.  

The AMF/SEAF forwards the EAP response / AKA’ challenge to the AAuF. 

The AAuF verifies EAP response / AKA’ challenge and, if successful, derives the AKMA anchor key KAKMA. 

The AAuF sends an EAP success, temporary identifier pointing to KAKMA. and a validity time to the AMF/SEAF. 

The AMF/SEAF forwards the EAP success, temporary identifier and validity time to the UE over NAS.

Upon receiving the message from the AMF/SEAF, the UE derives the AKMA anchor key KAKMA.

The temporary identifier is used by the UE for subsequent requests towards AApFs as long as the validity period has not elapsed.

6.13.2.2.3
AKMA authentication with 5G AKA

The procedure for running 5G AKA for AKMA purposes is described below. The AAuF terminates the 5G AKA authentication in the network side. It should be noted that since the UE will not be authenticated by the serving network, the AAuF does not send the 5G SE AV to the AMF/SEAF, but instead the AAuF processes the 5G HE AV and 5G SE AV itself. Also, the AAuF does not send any key material to the AMF/SEAF.
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Figure 6.13.2.2.3-1: Authentication procedure

The AKMA authentication procedure is initiated by the UE sending an AKMA authentication request message to the AMF/SEAF over NAS. 

The AMF/SEAF recognizes that the request is about AKMA authentication, determines the correct AAuF and sends an AKMA authentication request to the AAuF.  

The AAuF requests AV for AKMA purposes from the UDM/ARPF.

UDM provides authentication vector to the AAuF and indicates the authentication method. 

The AAuF triggers the 5G AKA AKMA authentication procedure by sending the RAND and AUTN to the AMF/SEAF.  

The AMF/SEAF forwards the RAND and AUTN to the UE over NAS. 

The UE processes the RAND and AUTN and, if successful, sends RES* over NAS to the AMF/SEAF.  

The AMF/SEAF forwards the RES* to the AAuF. 

The AAuF verifies RES* and, if successful, derives the AKMA anchor key KAKMA. 

The AAuF sends a result indication, temporary identifier pointing to KAKMA. and a validity time to the AMF/SEAF. 

The AMF/SEAF forwards the result indication, temporary identifier and validity time to the UE over NAS.

Upon receiving the message from the AMF/SEAF, the UE derives the AKMA anchor key KAKMA.
The temporary identifier is used by the UE for subsequent requests towards AApFs as long as the validity period has not elapsed.

6.13.2.2.4
Usage

Once the UE has been successefully authenticated by the AAuF, the UE has the necessary keying material to establish secure communication with any AApF. In order to do that, the UE derives the application key KAF using the AApF identifier (FQDN) and possibly other parameters and supplies its temporary identifier to the AApF. The AApF then retrieves the the application key from the AAuF.
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Figure 6.13.2.2.4-1: Usage procedure

6.13.3
Evaluation
Editor’s note: The evaluation of the solution is FFS.

*************** End of 2nd Change ****************
*************** Start of 3rd Change ****************
6.15
Solution #15: Implicit Bootstrapping 

6.15.1
Introduction

6.15.1.1
Solution summary

EAP-AKA´ or 5G AKA can be used for primary authentication.

KAKMA is derived by AUSF as a sibling to KSEAF using a separate FC value and a counter as input. 

KAKMA is transferred to AKAF together with the counter and an id for the user. This id shall fulfil the requirements in key issue #5.

KAKMA can be refreshed without a primary authentication in the UE and AKAF.

The AUSF and UE needs to be informed that the AKMA key shall be generated. This could be done by either 

· pre-configuration of UE and AUSF 

· signalling AUSF and UE in AMF field during primary authentication

· signalling between UDM and AUSF over service-based interfaces

· dynamic configuration of UE using parameter update from UDM using mechanisms in clause 6.15 of TS 33.501, [10]).

The requirements on each entity are listed below:

· UDM

· New parameter keeping track of AKMA key is to be derived by AUSF

· Potentially communicate AKMA usage to AUSF and UE (unless it is statically configured)

· AUSF

· Store the KAUSF after the completion of the primary authentication

· Derive KAKMA from KAUSF and parameters

· Transfer KAKMA, sequence nr and ID to AKAF 

· Support key refresh procedure

· AKAF

· Receive and store KAKMA, counter and ID

· Support key refresh procedure using counter

· Derive application keys on request from AFs

· UE

· Derive AKMA key 

· Support key refresh procedure 

6.15.1.2
Background

This solution addresses the key issue #4 (mutual authentication).

To save roundtrips for the bootstrapping, the AKMA anchor key could be generated at the time of primary authentication. It could configurable whether the AKMA key is generated or not depending on operator settings.

Note that this solution requires that the same subscription, and therefore the same credentials, are used for 5G access and for AKMA.

The AKMA anchor could be either the AUSF or a separate entity, here named AKMA Anchor Function, AKAF. Or it could be two entities co-located for convenience. 

The AKMA anchor key, KAKMA could be derived either as a sibling (Figure 6.15.1.2-1) or child key (Figure 6.15.1.2-2) in relation to KAUSF.

The different options above are analysed in this solution. 
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Figure 6.15.1.2-1 KAKMA sibling to KAUSF
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Figure 6.15.1.2-2 KAKMA child to KAUSF
This solution only applies to the derivation of the anchor key KAKMA. 

Application keys are derived as described in TS  33.220 [2]. 
The preferred option for deriving KAKMA is the child key option as it does not have any impact on the UDM.





6.15.2
Solution details
6.15.2.1
Authentication using EAP-AKA’

The procedure for EAP-AKA' defined in clause 6.1.3.1 of  TS 33.501 [10] is the following. “The AUSF derives EMSK from CK’ and IK’ as described in RFC 5448[12] and Annex F. The AUSF uses the most significant 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF as described in clause A.6.”
The proposed addition to the statement above for KAKMA is the following.  

KAKMA is derived from EMSK. 

Editor’s Note: How KAKMA is derived from EMSK is FFS.
This solution corresponds to the key hierarchy where the KAUSF and KAKMA are sibling keys. 

However, this solution causes some problems if the AKMA key needs to be refreshed without performing a primary authentication, see 6.15.3.3.

Another option is to go for the hierarchy option where the KAKMA is a child key to KAUSF. In this case, KAKMA will be a sibling key to KSEAF and it can be derived similarly as KSEAF for example using another FC value and a counter value (to be used for re-fresh, see 6.15.3.3). 

6.15.2.2
Authentication using 5G AKA

For 5G AKA, the KAUSF is derived by the UDM (not by AUSF as in EAP-AKA´). Hence the UDM would be appropriate for derivation also of the KAKMA. Here there is no straight forward solution as for EAP-AKA´. One possible solution is to derive KAKMA similar to KAUSF but using another FC value. 

This solution corresponds to the key hierarchy where the KAUSF and KAKMA are sibling keys. 

However, this solution also causes some problems if the AKMA key needs to be refreshed without performing a primary authentication, see 6.15.3.3.

As for EAP-AKA´, we could instead derive KAKMA as a child key to KAUSF. 

6.15.2.3
AKMA key refresh

A new primary authentication also derives a new AKMA key, but application keys can continue to exist (see key issue #12 Key life-times).

If the new authentication fails, the AKMA key shall be revoked (see separate key issue #14).

The solutions with sibling keys do not support re-fresh of KAKMA without a primary authentication. To solve this, it could be possible to use the other key hierarchy option and derive KAKMA from KAUSF. This way, the refresh of KAKMA might be possible by a separate procedure creating some freshness parameters to the derivation of KAKMA. This could be a sequence number held by the AKAF and or AUSF. 


[image: image12.emf]AKAF AUSF

Key refresh request (seq. nr.)

Key Refresh Response(Ki)

AUSF derives a fresh K

AKMA

, Ki, from K

AUSF

 

and the seq nr.


Figure 6.15.2.3-1 AKMA key refresh 

This refresh procedure is applicable regardless of which options is used for the primary authentication (EAP-AKA´ or 5G AKA). 

The AKMA key also needs to be refreshed in the UE. This requires some synchronisation between the UE and the AKAF or between UE and AUSF.  Alternatively, the synchronisation needs to be rely on both entities having synchronised time and that they choose to refresh the AKMA key when its lifetime approached its end. In Figure 6.15.3.3-2 an alternative where key refresh is signalled from AKAF to UE is shown. How this signalling is to be made is TBD.
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Figure 6.15.2.3-2 Signal key refresh to UE

6.15.3
Evaluation

Editor’s Note: This evaluation is preliminary.

Editor’s Note: The evaluation of on demand vs pre-generated anchor key derivation is FFS.   
The solution addresses key issue KI#3 (Mutual authentication). The solution outlines two main options for the derivation of the AKMA anchor key with respect to the KAUSF, the sibling option and the child option. 

Note that this solution requires that the same subscription, and therefore the same credentials, are used for 5G access and for AKMA. With this solution there is no need for a separate and specific AKMA authentication.
*************** End of 3rd Change ****************
*************** Start of 4th Change ****************
6.16
Solution #16: Use of KSEAF as root key for KAKMA

6.16.1
Introduction
This solution addresses key issue #10 by proposing an architecture that allows for using KSEAF as AKMA root key. In addition, it supports key issue #1 by proposing a logical connection between the SEAF and the anchor function introduced in solutions #2 and #3.

In order to fulfil key issue #10, this solution introduces to use KSEAF by introducing a generic architecture where the AAuF communicates with a key repository service (AKMA Key Repository Service – AKRS) that provides services to store a key together with an identifier and to retrieve (derivations) of the stored key upon request. In this solution, the AKRS is a service offered of the SEAF/AMF or the AUSF even though technically, the ARKS could also be a standalone function. This does not change the solution.

In order to enable using KSEAF for AKMA, this solution proposes to include an information element in the AKMA service request message that indicates which key the UE prefers to use and to include an information element in the AKMA service response message that indicates which key the network has selected to be used for this run of the AKMA service.

6.16.2
Solution details


6.16.2.1
AKMA Key Repository Service

6.16.2.1.1
AKMA Key Repository Service Serving Network Architecture Option
In order to support the functionality of established key usage, an AKMA Key Repository Service (AKRS) is included in the AKMA Architecture. In this version of the architecture, the AKRS connects to the SEAF. This architecture option is therefore called the 'Serving Network'-option. The  AKRS has the following functionality:

-
Offering an interface to the AAuF to retrieve a KAKMA derived from KSEAF for AKMA purposes;

-
Storing the KSEAF
Note: 
Storage of the KSEAF is offered in the SEAF already, so colocation of this service with the SEAF would reduce duplicate storage.

The service can be collocated with the AMF/SEAF, but can also be run standalone. In this solution, collocation is assumed and the service is referred to as AKRS.

The figure 6.16.2.1.1-1 below illustrates the proposed architecture.
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Figure 6.16.2.1.1-1 Architecture showing collocated AKRS and connections to the AauF
6.16.2.1.2
AKMA Key Repository Service Home Network Architecture Option

In order to support the functionality of established key usage, an AKMA Key Repository Service (AKRS) is included in the AKMA Architecture. This service has the following functionality:

-
Offering an interface to the AAuF to retrieve a KAKMA derived from KSEAF for AKMA purposes;

-
Storing the KAUSF or KSEAF
Note: 
Storage of the KAUSF is offered in the AUSF already, so colocation of this service with the AUSF would reduce duplicate storage.

Note:
The KSEAF can be calculated from the KAUSF. As such, there is no need to store both the KSEAF and the KAUSF.

The service can be collocated with the AUSF, but can also be run standalone. In this solution, collocation is assumed and the service is referred to as AKRS.

The figure 6.16.2.1.x-1 below illustrates the proposed architecture.
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Figure 6.16.2.1.2-1 Architecture showing collocated AKRS and connections to the AAuF
6.16.2.2
AKMA Established Key Use Procedure

6.16.2.2.1
Procedure
This procedure takes the place of the "Authentication Procedure" in solution #2, clause 6.2.2.2.2 and takes place after an initiation procedure as detailed in 6.2.2.2.1.

The established key use procedure is initiated by the UE sending a request message to the AAuF including a key identifier (KI), and a flag indicating that the UE would like to use KSEAF for AKMA purposes. The AAuF verifies whether the use is allowed according to local policy and regulations and sends a "EstablishedKeyUseForAKMARequest" message to AKRS instance on the SEAF or AUSF.

Upon reception of the message, the SEAF or AUSF fetches the appropriate key from storage and calculates the AKMA Key as follows:
KAKMA = KDF (Input key, "AKMA", AKMA Counter),
· Note:
If the instance on the AUSF fetches the KAUSF, it first needs to calculate the KSEAF before KAKMA can be calculated.

Where the Input key is or KSEAF and the AKMA counter is kept to avoid key repetition in case of multiple requests. Subsequently, the SEAF forwards the KAKMA and the value of the AKMA Counter to the AAuF together with a RAND and an XRES calculated from KAKMA and the RAND.

After reception of the key, the AAuF will authenticate the UE as follows by sending a message to the UE containing a flag indicating which key was used for calculation of KAKMA, the AKMA Counter, the random value RAND, and a MAC calculated as follows:


MAC = KDF (KAKMA, "AKMA MAC", RAND)

Upon reception of this message, the UE will calculate the KAKMA according to the key that was used, verify the MAC and if successful respond with a RES calculated from KAKMA and the RAND to the AAuF. The AAuF verifies that the RES is the same as the XRES and if so replies with a service response including the temporary identifier and validity time.

The procedure is shown in figure 6.16.2.2.1-1



[image: image18]
Figure 6.16.2.2.1-1: Established Key Use procedure

As a result of the procedure the following has been achieved:
-
A KAKMA has been derived from KSEAF;

-
The UE and key anchor have authenticated each other using the newly derived KAKMA
6.16.3
Evaluation
This solution addresses key issue #10 by proposing a method for deriving a AKMA root key from KSEAF. In order to do so, this solution introduces an AKMA Key Repository Service which can be collocated with either the SEAF or the AUSF.

In order to derive the AKMA key, the solution proposes two routes:

-
Deriving KAKMA directly from KSEAF;

-
Deriving KAKMA from KAUSF with having KSEAF in between.

The solution works for both the case that the AKRS is present in the serving network, as well as the case that the AKRS resides the home network.
In the serving network option, the authentication is performed between the UE and the serving network without involving the home network. Consequently, the home network has no control over the authentication, which may pose problems with charging and liability. Therefore, this option is not preferred.

In the home network option, an authentication is performed between the UE and the home network based on KSEAF. Because KSEAF is known to the serving network, the serving network could pose as the AUSF which also leads to a situation of loss of home network control over the authentication. The solution lacks a mitigating measure for this attack. Therefore, this option is not preferred either.

*************** End of 4th Change ****************
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