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Annex X: 
Aspects specific to the network product class AUSF
X.1
Network product class description for the AUSF
X.1.1
Introduction

The present document captures the network product class descriptions, threats and critical assets that have been identified in the course of the work on 3GPP security assurance specifications. The main body of the present document contains generic aspects that are believed to apply to more than one network product class, while Annexes cover the aspects specific to one network product class.
X.1.2
Minimum set of functions defining the AUSF network product class
As part of the AUSF network product, it is expected that the AUSF to contain AUSF application, a set of running processes (typically more than one) executing the software package for the AUSF functions and OAM functions that is specific to the AUSF network product model. Functionalities specific to the AUSF network product introduce additional threats and/or critical assets as described below. Related security requirements and test cases have been captured in TS 33.514 [X1]. 

Note: For the purposes of the present document, this common set is defined to be the list of AUSF functions contained in 3GPP TS 23.501 [X2] and TS 23.502 [X3]. 
X.2
Assets and threats specific to the AUSF
X.2.1
Critical assets

In addition to the critical assets of a GNP has been described in clause 5.2 of the present document, the critical assets specific to the AUSF to be protected are:
-
AUSF Application;

-
User Data: e.g. subscriber's identities (e.g. SUPI), authentication parameters (e.g. Serving network name, authentication vectors, AUSF key), Routing indicator etc.
-
The interfaces of AUSF to be protected and which are within SECAM scope: 
-
N12 interface

-
N13 interface

NOTE 1: 
The detailed interfaces of the AUSF class are described in clause 4, Network Product Class Description of the present document.

-
AUSF Software: binary code or executable code 

NOTE 2: 
AUSF files may be any file owned by a user (root user as well as non-root uses), including User account data and credentials, Log data, configuration data, OS files, AUSF application, User data or AUSF Software.
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