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1
Decision/action requested

This contribution proposes a new key issue to TR33.861.
2
References
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R2-1908264, LS on RRC Connection Re-Establishment for CP for NB-IoT connected to 5GC
3
Rationale





As depicted in R2-1908264 [1], 

“RAN2 would like to ask SA3 and SA2 on the feasibility of introducing RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC and if found feasible to introduce RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC in their specifications.”
So, the contribution proposes to introduce the key issue of Security Handling in RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC.
4
Detailed proposal

*************** Start of Change ****************
5.X
Key Issue #X: Security Handling in RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC
5.X.1
Key issue details
RRC Connection Re-Establishment for the control plane for NB-IoT connected to 5GC is used to support mobility handling in NB-IoT CP optimisations. The procedure has been introduced in LTE in clause 7.4.4 in TS 33.401 [7]. It would lead a functionality gap between 5GC and EPC for mobility handling in NB-IoT CP optimisations if not introducing it in 5GC.
Since AS security is not activated for NB-IoT CP optimisations solution, the UE and the RAN cannot authenticate each other using AS security in Re-establishment procedure. Thus, suitable security handling for this procedure is needed.
5.X.2
Security threats
In case the RRC Re-establishment Request message lacks integrity and replay protection, it will be possible for an attacker to tamper with and replay RRC signalling, which may lead to forgery of real UE identity.
In case the RRC Re-establishment message lacks integrity and replay protection, it will be possible for an attacker to tamper with and replay signalling, which may lead to forgery of real network identity.
5.X.3
Potential security requirements
The RRC Re-establishment Request message for the control plane for NB-IoT shall support integrity, and replay protection.
The RRC Re-establishment message for the control plane for NB-IoT shall support integrity, and replay protection.
*************** End of Change ****************
