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*********** Begin of 1st Change ************
4.2.3.4.1.2
Accounts shall allow unambiguous identification of the user.
Requirement name: The network product shall use accounts that allow unambiguous identification of the user.

Requirement Description: Users shall be identified unambiguously by the network product. The network product shall support assignment of individual accounts per user, where a user could be a person, or, for Machine Accounts, an application, or a system. The network product shall not enable the use of group accounts or group credentials, or sharing of the same account between several users, by default. The network product shall support a minimum number of 50 individual accounts per user data base if not explicitly specified in a SCAS of a particular network product, so that accountability for each user is ensured even in large operator networks. The network product shall not support user access credentials unrelated to an account.

NOTE 1:
The network product may support independent user data bases for different access methods, e.g. one data base for command shell access on OS level and another data base for GUI access. User data bases may be stored locally on the network product or on a central AAA system that the network product accesses for user authentication.

NOTE 2:
This requirement does not preclude user group concepts for access control.

Security Objective references: tba.
Test case: 

NOTE 3:
Some typical default accounts suggest that they are shared amongst several persons (e.g. vendor_xy, support), or do not allow identification of individual users (e.g. guest, ftp, anonymous). In order to avoid overlap of this test case with clause 4.2.3.4.2.2, it is assumed for this test case that such accounts have been deleted or disabled in line with clause 4.2.3.4.2.2.

Test Name: TC_ACCOUNT_DOCUMENTATION

Purpose:

To ensure that documentation of the network product does not encourage or require the use of group accounts, group credentials, or sharing of the same account between several users. To ensure that the network product does not support credentials unrelated to an account.

Procedure and execution steps:


Pre-Conditions:

1)
All user and group data bases for names and credentials supported by the network product are identified in the documentation accompanying the network product.

2)
All predefined accounts and groups are identified in the documentation accompanying the Network Product.

3)
Instructions of how administrator users can add accounts, groups, and credentials to the database(s) are provided in the documentation accompanying the Network Product.

4) 
The operations manual describes OAM user and group concepts supported by the network product.


Execution Steps:

The accredited evaluator's test lab is required to execute the following steps:

1)
Review the system documentation (in particular operations manual) whether it encourages or requires the use of group accounts, group credentials, or sharing of the same account between several users.
2)
Review the system documentation whether the network product requires or supports entering credentials unrelated to an account, in order to perform specific actions, e.g. to enter a "master password" for access to privileged functions.

Expected Results:

1)
The reviewed documentation is in line with the requirement.

Expected format of evidence: 

Test report that lists the reviewed documentation (incl. release dates and versions) and the findings.
Test Name: TC_ACCOUNT_DEFAULTS

Purpose:

To ensure that the default setup of the network product does not enable the use of group accounts or group credentials. 
Procedure and execution steps:


Pre-Conditions:

1)
All user and group data bases for names and credentials supported by the network product are identified in the documentation accompanying the network product.

2)
Instructions of how administrator users can view all existing accounts, groups, and protected credentials in the databases are provided in the documentation accompanying the Network Product.


Execution Steps:

The accredited evaluator's test lab is required to execute the following steps:

1)
After login via an account with necessary access rights (e.g. Admin) search in the databases for any group credentials. Example for Linux®: /etc/gshadow

Expected Results:

1)
No group credentials are defined.

Expected format of evidence: 

Test report that lists the reviewed documentation, reviewed user and group databases, and the findings.

Test Name: TC_ACCOUNT_NUMBER

Purpose:

To ensure that a minimum number of  individual accounts per user data base is supported. The minimum number defined in the Requirement Description of this clause.
Procedure and execution steps:


Pre-Conditions:


All user data bases for names and credentials supported by the network product are identified in the documentation accompanying the network product.


Execution Steps:


The accredited evaluator's test lab is required to execute the following steps:


Create accounts until minimum  number of accounts is reached. 


Expected Results:


Successful creation minimum number of accounts.

Expected format of evidence: 

Test report that lists the reviewed documentation, reviewed user databases, and the findings.
*********** End of 1st Change ************
