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1
Decision/action requested

It is requested to approve this contribution.
2
References

NA
3
Rationale

In SA3#95 meeting, S3-191319 was submitted and noted finally. During the discussion, we agreed that the solution can be merged into solution 4. So this is a merger verion.
Based on S3-191319, a few editor’s note can be deleted.

4
Detailed proposal

************ Change 1 ************

6.4
Solution #4: FN-RG registration to 5GC

6.4.1
Introduction

This solution addresses key issues #2 and #11.
This solution specifies registration procedure for FN-RG. The FN-RG connects to 5GC via W-5GAN, which has the FAGF function that provides connectivity to the 5GC via N2 and N3 reference points. Since the FN-RG is a non-wireless entity defined by the BBF, it doesn’t support NAS signalling. The FAGF provides N1 connectivity on behalf of the FN-RG. 

6.4.2
Solution details
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Figure 6.4.2-1 Registration call flow for FN-RG
1. A layer-2 (L2) connection is established between the FN-RG and the FAGF function in the W-5GAN.

2. The FN-RG is authenticated by the W-5GAN. Authentication method used for FN-RG is defined by BBF and out of scope of 3GPP. 

It is assumed that there is a trust relationship between the wireline operator that manages the W-5GAN and the PLMN operator managing the 5GC. 

Editor’s Note: It is FFS if any procedure is required to establish this trust between FAGF in the W-5GAN and AMF in the 5GC.

3-4. The FAGF performs initial registration on behalf of the FN-RG. It generates a Registration Request NAS message on and sends it the AMF in 5GC over N2. The W-5GAN sends a registration request to the AMF on behalf of the FN-RG. It contains the SUCI of the FN-RG (or rather the SUCI used by the W-5GAN to uniquely identify the FN-RG). 
The message includes SUCI, and it also contains an indication that the W-5GAN has authenticated the FN-RG.
Editor’s Note: It is FFS how SUCI is constructed for the FN-RG by the FAGF

5. The AMF selects an AUSF based on the received SUCI. The AMF sends a Nausf_UEAuthentication_Authenticate Request message to the AUSF. It contains the SUCI of the FN-RG. It also contains an indication that the W-5GAN has authenticated the FN-RG.

6. The AUSF sends a Nudm_UEAuthentication_Get Request to the UDM. It contains the SUCI of the FN-RG and the indication that the W-5GAN has authenticated the FN-RG.

7. The UDM invokes the SIDF and maps the SUCI to the SUPI. 
8. The UDM decides using the authentication profile of the SUPI and the indication about authentication by the W-5GAN that authentication by the home network is not required. 

9. The UDM sends a Nudm_UEAuthentication_Get Response to the AUSF. It contains the SUPI of the FN-RG. It also contains an indication that authentication by the home network is not required. 

10. The AUSF sends a Nausf_UEAuthentication_Authenticate Response to the AMF. It contains the SUPI of the FN-RG. It also contains the indication that authentication by the home network is not required from the UDM.
11. NAS security between AMF and W-5GAN is established similar to unauthenticated emergency calls, i.e. with NULL encryption and NULL integrity protection.




12. The AMF sends Registration Accept message to the FAGF. This message contains 5G-GUTI and other parameters.

13. The FAGF sends a Registration Complete message back to the AMF. The FAGF shall stores the 5G-GUTI for use in later NAS procedures.

6.4.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

********** End of Change ***********
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