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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.814.
2
References
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3
Rationale





The present document proposes to add evaluation for solution#4.

For network assisted positioning procedure, the measurements are obtained in NG-RAN and sent to AMF afterwards. In this scanorio, UE is untouchable, which means UE is unware of the positioning. The solution #4, which relies on UE to implement the privacy control, fails to work for the scenario.
4
Detailed proposal

*************** Start of Change ****************
6.4
Solution #4: Enhanced privacy control in LCS

6.4.1
Introduction

This solution addresses following key issues:

1)
Key issue #4: Privacy control in LCS.

In LCS, the UDM provides the UE privacy setting to GMLC and NEF. 
The H-GMLC checks UE privacy profile settings prior to delivering a location estimate. The H-GMLC also checks UE privacy profile settings to verify if an LCS client is authorized for 5GC_MT_LR. 
Further, the NEF uses the UE privacy settings to verify if AF is authorized for 5GC_MT_LR. 
It is also allowed that an authorized AF provisions the UE privacy setting for specific UE(s) via NEF. If the privacy setting provided by the UE and the AF conflict, NEF gives precedence to the one provided by UE. 
Most of these existing mechanisms of privacy control in LCS work well when the entities are in same trust domain and are behaving as expected. What is missing is that there is no assurance that the privacy control is effective when trust domain between the entities vary, and when all the entities might not be behaving as expected. 

The current solution caters that missing aspect. Futher details are given below.

6.4.2
Solution details

The Figure 6.4.2-1 below shows an example of procedures and messages involved in LCS. In Step 7, if an indicator of privacy check related action indicates that the UE must either be notified or notified with privacy verification, a notification invoke message is sent to the target UE. In Step 8, the target UE notifies the UE user of the location request and, if privacy verification was requested, waits for the user to grant or withhold permission. The UE then returns a notification result to the AMF indicating whether permission is granted or denied for the current LCS request. See 3GPP TS 23.273 [6] for details. 
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Figure 6.4.2-1: 5GC-MT-LR Procedure for the commercial location services (Figure 6.1.2-1 in TS 23.273 [6])
Steps 1-15 are in Figure 6.4.2-1 are described in TS 23.273 [6].

As described above, Figure 6.4.2-1's Step 7 and Step 8 are important procedure messages that enable the network to aquire verification from the UE's user, when required. However, there is no protocol level mechanism to ensure that those steps not simply skipped. In other words, Step 12 could happen without Step 7 and Step 8, meaning that the privacy control at Step 7 and Step 8 could be ineffective. To avoid such situation, this solution requires the following.

When the UE is transferring measurements related to LCS positioning to the network, the UE shall verify the privacy settings before transferring those measurements to the network. 
In relation to Figure 6.4.2-1, it means that the UE shall perform privacy settings check during Step 12. The privacy settings check could for example be the following: whether positioning is allowed or disallowed by the UE (at that time), does the user of the UE need to be informed and asked for permission, whether other conditions are met, e.g., what type of positioning is being performed, etc.
If steps 7 and 8 are skipped and privacy settings check is performed during Step 12, for synchronization of the privacy settings between the UE and the network, the UE needs to notify the AMF whether positioning is permitted or denied for the current LCS request or other privacy settings (e.g. time for disallowing the subsequent LCS requests) if updated. Then the AMF needs to invoke the Nudm_SDM_Update service operation, in the same way as Step 9, to store the updated UE privacy settings into the UDM, which then stores the updated UE privacy settings into the UDR.
6.4.3
Evaluation

Editor's Note: The following evaluation is preliminary. It may be updated.

This solution synchronizes the privacy settings between the UE and the network..   
For network assisted positioning procedure, the measurements are obtained in NG-RAN and sent to AMF afterwards. In this scanorio, UE is unware of the positioning. The solution #4, which relies on UE to implement the privacy control, fails to work for the scenario.
According to the current TS 23.273[6], if UE privacy profile setting requires notification (and verification), AMF will, based on the indicator, notifies UE on the positioning request, as in step 7. UE can also include updated UE privacy setting in step 8. If the serving network is trusted with the positioning of the UE, AMF follows the the privacy setting which is provided by UE. Also according to the spec [6], H-GMLC will perform another check before sending out locations, to ensure the geographical restrictions in UE privacy profile setting are not violated. 
Therefore, the privacy settings check performed during Step 12 is only used for synchronization purpose of the privacy settings between the UE and the network.
*************** End of Change ****************
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