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Annex X: 
Aspects specific to the network product class AUSF

X.1
Network product class description for the AUSF

X.1.1
Introduction

The present document captures the network product class descriptions, threats and critical assets that have been identified in the course of the work on 3GPP security assurance specifications. The main body of the present document contains generic aspects that are believed to apply to more than one network product class, while Annexes cover the aspects specific to one network product class.

X.1.2
Minimum set of functions defining the AUSF network product class
According to TR 33.916 [2], a network product class is a class of products that all implement a common set of 3GPP-defined functionalities. In order to define the AUSF network product class it is necessary to define the common set of 3GPP-defined functionalities that is constitutive for an AUSF. As part of the AUSF network product, it is expected that the AUSF contains an AUSF application, a set of running processes (typically more than one) executing the software package for the AUSF functions and OAM functions that is specific to the AUSF network product model. Functionalities specific to the AUSF network product may introduce additional threats and/or critical assets as described below. Related security requirements and test cases will be captured in TS 33.516 [xx]. 

The AUSF consists of the following main services:

-
OAM (covered by the main body of this document)

-
AUSF specific services 


-
Authentication


-
SoR


-
UPU

-
SBI related services (covered by the main body of this document)

X.2
Assets and threats specific to the AUSF

X.2.1
Critical assets

The critical assets of a GNP are described in clause 5.2 of the present document. This includes the assets like the software of the service and everything related to the OAM and SBA interfaces. 

This clause defines the critical assets specific to the AUSF specific services Authentication, SoR and UPU.
These assets include all the data handled by the three services as described in clause 14.1 of 3GPP TS 33.501, [yy], and any other temporary data that is used in the creation of the outputs listed in that mentioned clause. 

X.2.2
Threats related to authentication procedures
No specific threats have been identified for AUSF in addition to the generic threats identified in the main body of this document. 
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