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1
Decision/action requested

It is proposed to approve and add this solution to TR 33.861
2
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3
Rationale

This solution addresses Key Issue #4: Signalling overload due to Malicious Applications on the UE and Key Issue #5: gNB Protection from CIoT DoS attack by utilizing already defined mechanisms. 
The core elements of the solution are the NWDAF functionality “Network Performance Analytics”, TS 23.288 clause 6.6 [1], which can be used to observe and predict gNB resource usage and communication performance. Thus, identifying a potential DDoS attack in case the communication performance decreases or gNB resource usage has an unnatural peak.

The UE will be provisioned with Internal Group IDs, TS 23.501 clause 5.9.7[3], how the operator chooses to do this is left for the operator to decide. The same applies for how the operator choses to divide and assign Internal Group IDs. The important part is that the operator divides the serviced UEs in a way so that action can be taken against maliciously behaving UEs.
When the network has decided a DDoS attack is active it will begin countermeasures by taking action against certain Internal Group IDs based on network access priority or importance of service continuity utilizing Overload Control mechanisms specified in TS 23.501 clause 5.19 [3]. Which Internal Group that has higher priority is left for the operator to decide.
An alternative method would be to trigger NWDAF analytics on the affected gNB distinguishing UEs by Internal Group IDs to identify the set of UEs behaving maliciously and then take action by utilizing the Overload Control mechanisms specified in TS 23.501 clause 5.19[3].
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***** Start of Change *****
[13]
3GPP TS 38.300: “NR and NG-RAN Overall Description”.
[14]
3GPP TS 23.502: “Procedures for the 5G System (Release 15)”.

[15]
3GPP TS 23.002: "Network architecture (Release 15)"
[XX]
3GPP TS 23.288: "" Architecture enhancements for 5G System (5GS) to support network data analytics services (Release 16)"
[YY]
3GPP TS 23.502: " Group Services and System Aspects; Procedures for the 5G System; Stage 2 (Release 16)".
[ZZ]
3GPP TS 23.501: " System Architecture for the 5G System; Stage 2 (Release 16)
***** Next Change *****
6.X
Solution #X Protecting the network from DDoS attacks

6.x.1
Introduction

This solution addresses Key Issue #4: Signalling overload due to Malicious Applications on the UE and Key Issue #5: gNB Protection from CIoT DoS attack by utilizing already defined in TS 23.501 [ZZ] and TS 23.288 [XX]
The core elements of the solution are the NWDAF functionality “Network Performance Analytics”, TS 23.288 clause 6.6 [XX], which can be used to observe and predict gNB resource usage and communication performance. Thus, identifying a potential DDoS attack in case the communication performance decreases or gNB resource usage has an unnatural peak.

The UE will be provisioned with Internal Group IDs, TS 23.501 clause 5.9.7[ZZ], how the operator chooses to do this is left for the operator to decide. The same applies for how the operator choses to divide and assign Internal Group IDs. The important part is that the operator divides the serviced UEs in a way so that action can be taken against maliciously behaving UEs.

When the network has decided a DDoS attack is active it will begin countermeasures by taking action against certain Internal Group IDs based on network access priority or importance of service continuity utilizing Overload Control mechanisms specified in TS 23.501 clause 5.19 [ZZ]. Which Internal Group that has higher priority is left for the operator to decide.

An alternative method would be to trigger NWDAF analytics on the affected gNB distinguishing UEs by Internal Group IDs to identify the set of UEs behaving maliciously and then act by utilizing the Overload Control mechanisms specified in TS 23.501 clause 5.19[ZZ].

6.x.2
Solution Details

The following flow is just an example of how existing mechanisms can be combined to identify and mitigate DDoS attacks. It is up to the operator to decide which combination of mechanisms to adopt.
0.
UEs are provisioned with Internal Group Identifier(s) e.g. with subscription credentials or any other operator preferred method. How the groups are constructed is also up to the operator.

1. OAM subscribes to NWDAF services by sending Nnwdaf_AnalyticsSubscription_Subscribe message to NWDAF.

2. As specified in TS 23.502 clause 5.2.2.3[YY] the AMF can expose certain information to NWDAF. Interesting information could be UE loss of communication, connectivity state changes or any other available parameter an operator may find suitable to detect a signalling storm.
3. The NWDAF will notify the OAM with Nnwdaf_AnalyticsSubscription_Notify when an AMF behaves abnormally.
4. The OAM will then subscribe to Network Performance Analytics provided by NWDAF concerning the affected AMF(s) as described in TS 23.288 clause 6.6 [XX]. Targeting the Internal Group IDs in the cells served by the affected AMF(s).

5. This will identify which gNB is overloaded as one of the output parameters from NWDAF is gNB resource usage. In addition it can identify which group(s) is/are misbehaving.

6. The network can now invoke the NAS level congestion control mechanism which is a part of Overload Control specified in TS 23.501 clause 5.19.7 [ZZ] targeting desired Internal Group ID(s)

7. As an optional step further action could be taken by invoking AMF Overload Control in case the serving cells are hosting critical services.

6.x.3
Evaluation

This solution addresses the potential requirements stated in KI #4 and #5 by referring to existing mechanisms in TS 23.501 [ZZ] and TS 23.288 [XX] and thereby need no new mechanisms. By enabling the network to identify abnormal spikes in signalling by letting the NWDAF analyse the AMF. By doing so the network will have a good understanding of when a DDoS is taking place without taking resources from the gNB until necessary. Tracking down the right group of UEs and taking action against them with NAS level control mechanism will protect the gNB from maliciously behaving UEs. If an affected cell contains critical services, the operator can choose to take additional measurements by activating AMF Overload Control to ensure service continuity of these services.
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