3GPP TSG-SA WG3 Meeting #95Bis 
S3-191996
Sapporo (Japan), 24-28 June 2019
revision of 191473
Source:
Ericsson
Title:
Co-existence of LTKUP and PFS
Document for:
Discussion
Agenda Item:
8.19
1
Decision/action requested

This discussion paper compares LTKUP with Perfect forward secrecy and explains why both are needed in 5G.
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Discussion
The current mobile security system is designed in such a way that it does not take into account a possible leakage of the long-term key held in the UICC and in the home network of the subscriber. In other words, the design is based on the assumption that the long-term key is always kept safe. But if this security assumption fails, the loss of security might lead to compromise of user data. 

A number of possible reasons for long-term key leakage are listed in the Study on Long Term Key Update Procedures, TR 33.834, [1], together with possible solutions for how to update the long-term key. The work in TR 33.834 is continuing as a 900-series TR 33.935 called “Detailed long term key update solutions”.
However, even if a solution is in place for LTKUP, there is still a chance for an attacker to record traffic and decrypt it later, in case the long-term key is leaked. This is illustrated in Figure 3-1. 
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Figure 3-1 The effects of a leaked long-term key and the benefits of LTKUP 

To improve the security for all sessions prior to the long-term key update, the property called perfect forward secrecy (PFS) is needed in addition to long-term key update. A key issue, [3], and solution, [4] for PFS in EAP-AKA' were submitted at SA3#94AH to the study for authentication enhancements, TR 33.846, [2]. These contributions were not accepted. One reason being a claimed similarity to the LTKUP use case. 

In this discussion paper we want to show that PFS and LTKUP are two complementary mechanisms that are both needed to secure sessions from eavesdroppers in the case of a long-term key leakage.  

PFS as a property of a key management system is used more and more in modern security systems and protocols, e.g. those developed by the IETF like TLS 1.3 [5]. From security point of view, lack of PFS property should be justified rather than the need of PFS property.   
One custom way to achieve PFS is to create session keys as a combination of a secret derived from the long-term secret with a secret derived from an ephemeral Diffie-Hellman key exchange. A variant of this is what is proposed in the solution based on EAP-AKA' PFS in [4].
If both LTKUP and EAP-AKA' PFS are implemented, we get improved security in case of long-term key leakage as illustrated in Figure 3-2 (passive attacker) and Figure 3-3 (active attacker). 

As can be seen in Figure 3-3, implementing EAP-AKA' PFS does not provide protection against an active attacker. To get protection from an active attacker, a full PKI is needed to be able to create signed Diffie-Hellman exchanges. This has been deemed out of scope for 3GPP.  
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Figure 3-2 The effects of leaked long-term key if PFS and LTKUP are implemented assuming a passive attacker
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Figure 3-3 The effects of leaked long-term key if PFS and LTKUP are implemented assuming an active attacker

3
Summary
In this discussion paper, we have shown that PFS and LTKUP are two complementary mechanisms that are both needed to secure sessions from eavesdroppers in the case of a long-term key leakage.  
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With PFS, the attacker cannot decrypt recorded sessions
A passive attacker (only listening), cannot decrypt.
Even if PFS provides protection against eavesdropping, a leaked key shall always be replaced, hence the LTKUP is also needed.
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With PFS, the attacker cannot decrypt recorded sessions
An active attacker might be able to act as man-in-the-middle and decrypt and modify sessions.
After the update, sessions are secure again (as long as LTKUP procedure is independent of the authentication procedure).
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Attacker records these sessions and is able to decrypt them after long-term key leakage.
Attacker is able to decrypt. An active attacker can also  modify contents of these sessions.
After the update, sessions are secure again (as long as LTKUP procedure is independent of the authentication procedure).



