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1
Decision/action requested

It is requested to endorese the proposals.
2
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Rationale

3.1
Background

The LS S3-191743 [1] from GSMA was postponed from SA3#95 in Reno. Since then, RAN2 has replied to that LS in R2-1908467 [2]. The LSes are related to the security of RRC UECapabilityEnquiry procedure message. Current versions of standardizations specify the following handlings:
1. The RRC UECapabilityInformation message shall not be sent unprotected after AS security activation.
1.1. This ensures that the RRC UECapabilityInformation cannot be tampered after AS security activation.
2. The RRC UECapabilityInformation message may be sent unprotected before AS security activation.
2.1. This is done for some early optimizations in RAN. However, this also allows an over-the-air attacker to tamper the content of RRC UECapabilityInformation. 

#2 is the topic of discussion. SA3 also needs to reply. Therefore, this document presents following proposals as a way forward.
3.2
Proposal 1 – add a recommendation

It is proposed to add a recommendation to run the RRC UECapabilityEnquiry procedure after AS security has been activated. This will encourage network implementations and configurations to not perform the RRC UECapabilityEnquiry procedure before AS security activation. This new recommendation is backward-compatible. It does not affect UEs.
Proposal 1: Specify in 33.401 (4G) and 33.501 (5G) a backward-compatible recommendation that – "the network should run the RRC UECapabilityEnquiry procedure after AS security has been activated."
3.3
Proposal 2/3 – allow recovery
In above-mentioned #2, the root cause of the problem lies in the possibility that the tampered content of RRC UECapabilityInformation could be long-lived in the network side. The problem will go away or mitigated if the system has a standardized way to recover by re-aquring the UE capabilities. Two options are listed below -
1. [First option – backward-compatible – does not affect UEs] If the network had aquired UE capabilities before AS security activation, then

1.1. The network may use those insecurely aquired UE capabilities temporarily but shall not store them locally for later use and shall not send them to another network entities. 

1.2. After a successful AS SMC procedure, the network shall re-run the RRC UECapabilityEnquiry procedure. 

2. [Second option – not backward-compatible – affects UEs] If the network had aquired UE capabilities before AS security activation, then

2.1. The network shall send to UE a HASH of locally stored UE capabilities at AS SM Command message.
2.2. The UE shall re-send the UE capabilities at AS SM Complete message, if the received HASH is incorrect.
It is proposed to define a network handling of the UE capabilities as below.
Proposal 2: Specify the first option (reaquiring) in 33.401 (4G) for all releases, and in 33.501 (5G) for Rel-15.
Proposal 3: Specify the second option (hash-check) in 33.501 (5G) for Rel-16.
4
Detailed proposal

Proposal 1: Specify in 33.401 (4G) and 33.501 (5G) a backward-compatible recommendation that:

· "The network should run the RRC UECapabilityEnquiry procedure after AS security has been activated."

Proposal 2: Specify the first option in Section 3.3 (backward-compatible, reaquiring) in 33.401 (4G) for all releases and in 33.501 (5G) for Rel-15:
· "If the network had aquired UE capabilities before AS security activation, then the network shall not store them locally for later use and shall not send them to another network entities. In this case, the network shall re-run the RRC UECapabilityEnquiry procedure after a successful AS SMC procedure." 
Proposal 3: Specify the second option in Section 3.3 (non-backward-compatible, hash-check) in 33.501 (5G) for Rel-16:
· "If the network had aquired UE capabilities before AS security activation, then the network shall not store them locally for later use and shall not send them to another network entities. In this case, the network shall send a HASH of them in AS SM Command message. If the received HASH is incorrect, the UE shall re-send them in AS SM Complete message." 

Proposal 4: It is proposed to send reply to GSMA, RAN2, and cc SA2 accordingly. 
