3GPP TSG SA WG3 (Security) Meeting #95-Bis
S3-191966
24 - 28 June 2019, Sapporo (Japan)
revision of S3-19xabc
Source:
CATT
Title:
pCR to TR33.814 - The analysis of security architecture of eLCS
Document for:
Approval
Agenda Item:
8.12 Study on Security of the enhancement to the 5GC location services
1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution adds security architecture analysis to introduction part of TR 33.814v040.
3
Detailed proposal
*** BEGIN CHANGES ***
4.X
Security architecture analysis for eLCS
The overall description of eLCS security is given in this section.
The identity of an LCS client shall be authenticated by the GMLC. The GMLC uses the information stored in the LCS client subscription profile to verify whether it is allowed to request location information for the subscriber(s) specified in the LCS request. 
NOTE: The Location Service Request message exchanges between the LCS client and the LCS server over the Le interface. As the security over the Le interface is out of the scope of 3GPP SA2,  there is no security mechanism description for the Le interface protection in the current TR 33.814.  
For some positioning technologies, such as OTDOA and enhanced cell ID positioning methods, the security over air interface can be protected with RRC/NAS security. The positioning messages exchanged between UE and 5GC can be protected with RRC/NAS security. While for other positioning technologies, such as WLAN and Bluetooth positioning methods, security the security over air interface is defined in IEEE and other standard group, which is outside the scope of 3GPP. 
From the perspective of privacy setting, data security is the most important aspect for 5G location services. The UDM/UDR is enhanced to support positioning assistance data storage, and support assistance data retrieval from other CP NFs. To ensure the secure storage, the location information is stored in the UDM/UDR, which is host in the secure environment in home network. The UE can provide the privacy profile to the network. Privacy requirements can be configured in the GMLC(HGMLC, in roaming case) or transferred from the UDM to the GMLC(HGMLC, in roaming case). In roaming case, as home control mechanism is provided during the NR authentication procedure specified in TS33.501. The trust relationship is established among the UE, the serving network and the home network. While the enhanced privacy control mechanism is needed to guarantee the security for eLCS.
*** END OF CHANGES ***

