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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TR 33.835 [1].
2
References

[1]
3GPP TR 33.835
3
Rationale

Solution #2 in TR 33.835 [1] is missing details related to the transport of the EAP messages over the User Plane during the authentication procedure. The following contribution adds some clarifications where it is proposed to use the PANA protocol specified in RFC 5191 for the transport of the EAP protocol over IP and EAPoL as specified in IEEE 802.1X over Ethernet. 
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TR 33.835 [1].
***
BEGIN CHANGES
***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

[3]
3GPP TS 33.163: "Battery Efficient Security for very low Throughput Machine Type Communication (MTC) device (BEST)".
[4]
IETF RFC 3748, Extensible Authentication Protocol (EAP)
[5]
3GPP TS 33.905:” Recommendations for trusted open platforms”

[6]
"ISO/IEC JTC 1/SC 17 Cards and security devices for personal identification".….
[7]
3GPP TS 27.007: "AT command set for User Equipment (UE) V15.3.0".
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IETF RFC 5191, Protocol for Carrying Authentication for Network Access (PANA)
[y]
IEEE 802.1X, Port-Based Network Access Control
***
NEXT CHANGES
***

6.2.2.2.2
Authentication
Editor’s Note: The mechanisms for key revocation is FFS.
The authentication procedure assumes the support of the EAP framework as specified in RFC 3748 [4] such that:

· The UE takes the role of the peer,

· The AAuF takes the role of a pass-through authenticator, and

· The AUSF takes the role of the backend authentication server.

The authentication procedure is initiated by the UE sending a Request message to the AAuF. Following the UE request the AAuF triggers the EAP authentication procedure by sending an AKMA authentication request to the AUSF. The AUSF and the UE would then engage in an exchange of EAP messages that is concluded by the AUSF sending an AKMA authentication response message to the AAuF carrying either an EAP success or an EAP failure. In case of success, the message includes as well the AKMA anchor key KAKMA. The AAuF forwards the EAP result message to the UE and in case of success includes the necessary AKMA parameters such as a temporary identifier and a validity time. The temporary identifier is used by the UE for subsequent Requests towards AApFs as long as the validity period has not elapsed.
When the UE is registered to the 5G System, the transport protocol for the EAP message over the User Plane depends on the type of the PDU session. For PDU sessions of IP type, the EAP messages are carried over IP using the PANA protocol specified in RFC 5191 [x]. For PDU sessions of Ethernet type, the EAP messages are carried using the EAPol protocol specified in IEEE 802.1X [y].
When the UE is not registered to the 5G System, it is required that the UE has IP connectivity as in the GBA feature. In such case the EAP messages are carried using the PANA protocol as described above.

[image: image1.emf]UE AAuF

Request (SUPI/SUCI)

AUSF

Authentication Request 

(SUPI/SUCI)

EAP exchange

Authentication 

Response(EAP Success/

Failure, [K

AKMA

])

Response([Temporary 

identifier, validity time])


Figure 6.2.2.2.2-1: Authentication procedure

***
END OF CHANGES
***
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