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1
Decision/action requested

Approve the pCR as presented in section 4
2
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3
Rationale

SA2 has concluded its study of WWC and captured its conclusions and agreements in Clause 8 of TR 23.716. One of scenarios supported by WWC is for the scenarios of 5G-RG connecting to 5GC via W-5GAN/W-5GCAN. Solution #3 as described in clause 6.3 of the TR is endorsed as a basis for normative specifications.

This pCR is to add a security soluiton for this scenario.
4
Detailed proposal

********************Start of pCR***********************************

6.3
Solution #3: 5G-RG connecting to 5GC via W-5GAN
6.3.1
Introduction

This solution addresses KI #1.
6.3.2
Solution details

This solution captures the security aspects of Solution #3 for WWC in TR 23.716 [X]. In Solution #3, the 5G-RG acts as the 3GPP UE and supports N1. The FAGF function in the W-5GAN acts as a 5G AN and supports N2 and N3.

The Untrusted non-3GPP access procedure defined in Rel-15 is used as the basis for the registration of 5G-RG when 5G-RG is connecting to the 5GC via the W-5GAN. 
As the 5G-RG is a UE from 5GC point of view, the authentication framework defined in subclause 6.1.3 of 33.501[3] shall be still applicable for the 5G-RG with the following differences:
1. When a 5G-RG connects to a W-5GAN, the AMF could derive a key that is equivalent to KN3IWF. 
Editor’s Note: It is FFS whether a key similar to KN3IWF is needed and included it in the NGAP Initial Context Setup Request sent to the FAGF
2. There may be a need to use IPSec or other means of security for securing N1 messages between the 5G-RG and the FAGF. 
Editor’s Note: It is FFS whether there is a need for additional security between the FAGF and 5G-RG for transport of N1 messages. If so, BBF needs to be intimated of this requirement.
6.3.3
Evaluation

TBD
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