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1	Decision/action requested
This contribution proposes a new key issue in TR 33.861.
2	References
 [1]	3GPP TR 23.724, v.1.2.0, Study on Cellular IoT support and evolution for the 5G System
3	Rationale
It is concluded in TS 23.724 [1], 
“
Key Issue 15: Core Network selection for Cellular IoT 
For the architectural requirement on CN redirection for CIoT UEs, it is recommended to use Solution 42 as the basis for normative work.
”
According to solution 42 in TS 23.724 [1], the UE may be rejected by the network with an indicator to redirect the UE from 5GC to the EPC. Since the registration reject message is not integrity protected, the feature may lead bidding-down security threat, which may expose UE’s privacy.
4	Detailed proposal
********** START OF 1st CHANGE **********
[bookmark: _Toc530127305]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23.724: "Study on Cellular IoT support and evolution for the 5G System".
[3]	3GPP TS 22.261:"Service requirements for next generation new services and markets".
[4]	3GPP TR 38.913: "Study on scenarios and requirements for next generation access technologies".
[5]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access (Release 16)".
[6]	3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications (Release 16)".
[7]					3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[8]					3GPP TS 33.501: "Security architecture and procedures for 5G system (Release 15)".
[xx]				3GPP TR 23.724: “Study on Cellular IoT support and evolution for the 5G System (Release 15)”.
********** END OF 1st CHANGES **********

********** START OF 2nd CHANGE **********
5.X	Key Issue #X: Bidding down attack for NAS based redirection between core networks
5.X.1	Key issue details
It is agreed in clause 8.15 in TR 23.724 [xx] that core network selection for CIoT could be addressed to use NAS based redirection solution. That is: When a UE triggered registration either in EPC or 5GC network, network may redirect the UE to target system by indication in the NAS layer due to operator policy, e.g. due to roaming agreements, UE's Preferred and Supported Network Behaviour, load redistribution, etc.
However, as shown in Figure 5.X.1-1, when the UE is redirected from 5GC to EPC network, the UE is requested by the network in a Registration Reject message which is sent before NAS SMC and meanwhile the RRC security is not activated. Thus, the UE has bidding down security threat when an attacker forges a registration reject message to the UE to force the UE from 5GC to EPC network.


Figure 5.X.1-1	Redirection from 5GC to EPC network
When the UE redirects from 5GC to EPC network, some security enhancement feature in 5G may be not available anymore, e.g. SUPI protection, initial NAS protection, etc. The UE privacy may be exposed.
5.X.2	Security threats
Attacker may forge a registration reject message to the UE to force the UE redirect from 5GC to EPC network, may lead unavailable of 5G security enhancement feature, e.g. SUPI protection, initial NAS protection, etc. The UE privacy may be exposed.
5.X.3	Potential security requirements
5GS shall  protect the redirection message.
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