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1
Decision/action requested

A content is proposed for overview clause 4 of TR 33.861 [1].
2
References

[1]
3GPP TR 33.861
3
Rationale

This contribution proposes content for clause 4 of TR 33.861 [1] that consists of an overview of the 5GS CIoT features and a brief assessement of the potential security impact on the Rel-15 security mechanisms.
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TR 33.861 [1].

***
BEGIN CHANGES
***

4
Security aspects of the CIoT features in the 5G System
4.x
Background
The architectural study in TR 23.724 [2] addresses two new 5G features related to service delivery for CIoT capable UEs. The first feature is for the infrequent transmission of small data. It is targeted at constrained, low power and low rate UEs. The solution for this feature makes use of the NAS signalling to transport the data similarly to the Data over NAS (DoNAS) feature in EPS. The second feature is for the frequent transmission of small data and is targeted at more active UEs. It is expected that the final solution for this feature will be based on a mixture of an enhanced version of RRC inactive with early data and the EPS resume suspend feature for Narrow Band IoT (NB-IoT). Since both features are based on the EPS ones, it is natural to expect similar security impact on the 5GS to support them.
Editor’s Note: The text above might be revised based on SA2’s conclusion.

***
END OF CHANGES
***

