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1
Decision/action requested

This contribution proposes a new key issue on the key hierarchy for non-public networks
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[2]
TS 33.501 Security architecture and procedures for 5G system
3
Rationale

Non-public networks may not use AKA to authentication the UE and network. The current description of key hierarchy in TS 33.501 [2] assume that AKA is used. Therefore, it is necessary to clarify the differences between using AKA or a generic EAP method on the key hierarchy. This needs to be done whether the changes are informative or normative in TS 33.501. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
***** START OF CHANGES *****
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***** NEXT CHANGE *****
5.Y
Key Issues related to authentication of Non-Public Networks
5.Y.X
Key Issue #Y.X: Key hierarchy for non-public networks
5.Y.X.1
Key issue details
The current key hierarchy in TS 33.501 [xx] assumes that an AKA method is used to authenticate the UE. This will not necessarily be true for non-public networks. In particular, non-AKA methods do not require the long-term key K to be stored in UE and network and derivation of KAUSF from an EAP based authentication other than EAP_AKA’. 
5.Y.X.2
Security threats
With a lack of clarity on how general EAP based authentication methods (i.e. ones other than EAP-AKA’) result in the creation of the 5G key hierarchy, it is possible that incompatible UE and network implementation may occur. 
5.Y.X.3
Potential security requirements

From the above security threats, the following requirements can be drawn:
- The key hierarchy shall support EAP based authentication methods other than EAP-AKA’.
NOTE 1: This requirement takes no stance on whether this support is described normatively or informatively. 
***** END OF CHANGES *****

