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1
Decision/action requested

This contribution proposes a Requirement on security of unprotected unicast messages to be captured in TR 33.809
2
Rationale

In the last SA3#93 meeting, SA3 agreed to capture the key issue on the security of the unprotected unicast messages, which includes the rouge RRC Reject messages from the fake gNB can mount DoS attack on the UE. However, there is no security requirement agreed/captured for the agreed key issue. 

Therefore, this contribution proposes the potential security requirement on security of unprotected unicast message, particularly the RRC Reject message when the UE is in RRC_INACTIVE state. Request SA3 to capture the proposed requirement, so that study is carried out on how further the security features can be improved in the 5G system to minimize the effects of rouge RRC Reject messages.
4
Detailed pCR proposal

*********************Start of Changes***************************

5.1
Key Issue #1: Security of unprotected unicast messages

5.1.1
Key issue details

This key issue covers both the uplink and downlink unicast message which could be sent unprotected. An example of unprotected uplink message is RRC UECapabilityInformation, and examples of unprotected downlink messages are RRC UECapabilityEnquiry, and REJECTs in RRC/NAS layers.

In current 3GPP standards, it has been a design choice to allow RRC UECapabilityEnquiry and RRC UECapabilityInformations messages to be sent unprotected "before" AS security activation. The reason for allowing that is to enable the network to do early optimization for better service/connectivity. It means that during the RRC connection, the gNB in theory could send UECapabilityEnquiry to ask for UE’s AS capability, and UE would then send UECapabilityInformation to gNB before AS SMC procedure. The false base station could behave as a man-in-the-middle and catch the UECapabilityInformation over-the-air. After that, the false base station could modify the value in this message to lower capability level and forward it to the real gNB, causing the UE to only operate with limited radio capability. It should be appreciated that security capabilities are protected from bidding down attack. And it is not certain if the bidding down of radio capabilities cause serious threat. However, it is only prudent to investigate if and how any protection mechanisms are to be introduced.

Another message to be considered are REJECT messages (in RRC and NAS layer) that the network can send to UEs without security protection. Even when the UE is in the RRC_INACTIVE state, while the gNB and the UE continue to maintain the UE 5G AS security context, the RRC REJECT message is sent to the UEs without security protection. Depending upon the type and content of REJECT messages, UEs could potentially be out of service for some time. The REJECT messages serve a very important function in cellular network, i.e., to maintain the availability of the system to the already connected UEs. It has been a design choice, based on risk analysis, to achieve availability that the REJECT messages are not protected. Nevertheless, the design has included some security features that combat rogue REJECTs from unauthorized entries like false base stations. An example of such a security feature is - carefully selected wait timers which gives an opportunity to UEs to recover and avoid lock-outs. It is also important to notice that it is extremely impractical for an attacker to have massive-scale effect using rouge REJECTs. Normally, the effect is to a target UE or few UEs in a cell. 

It still is prudent to investigate further potential enhancements to the security features. 

Therefore, this key issue is about investigating if and how further security features could be augmented in the system so that the risk caused by the unicast messages could be even further minimized.
5.1.2
Security threats

Lack of security for unprotected unicast messages could potentially have following impacts in some cases:

-
DoS attack on UE

- 
Limited network service.

5.1.3
Potential security requirements

The 5G system should provide a means to ensure a UE in RRC_INACTIVE state is able to determine the authenticity of the RRC Reject message from the gNB.
*********************End of Changes**************************

